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CHAPTER 4

Counterintelligence at the End Of
the 20th Century

Introduction

The breakup of the Soviet Union in 1991 and its ongoing volatile political
environment, the liberation of Eastern Europe, and the reunification of Germany
all led people in the United States to believe that espionage was out-of-date and the
foreign intelligence war over. But the beginning of the post-Cold War did not
signal the end of espionage.

In 1994 the nation was hit by a bombshell when the FBI arrested Hazen Aldrich
Ames, a senior CIA officer, for spying for almost 10 years for the Russians. The
deadly consequences of Ames’ personal betrayal and the compromise of national
security drastically altered US counterintelligence. Congress was furious about
this failure”and demanded change. To preclude any action by Congress to legislate
changes in counterintelligence, President Clinton issued Presidential Decision
Directive/NSC-24 on 3 May 1994, which reorganized counterintelligence.

Under the Executive Order, a National Counterintelligence Policy Board
(NACIPB) was created to coordinate Cl activities and resolve interagency
disagreements. The NACIPB, unlike previous groups, reports to the National
Security Council. In addition, the order created a National Counterintelligence
Center (NACIC) to share and evaluate information regarding foreign intelligence
threats.

In 1995, Congress recognized that countries that formerly had not been considered
intelligence threats were stealing American technology and decided to take action.
They enacted legislation, the Economic Espionage Act of 1996, which the President
signed on 11 October 1996. In April 1997, the first conviction under the new law
took place with the sentencing in Pennsylvania of Daniel Worthing.

The nation again was reminded in 1996 that traditional espionage did not take a
holiday when Robert Chaegon Kim, a computer specialist in the Maritime Systems
Directorate of the Office of Naval Intelligence, was arrested on 25 September 1996
on charges of passing classified information to South Korea. Almost two months
later, Harold J. Nicholson, a 16-year CIA veteran and former station chief with
access to Yery damaging information,”was arrested on 15 November 1996 and
charged with passing Top Secret information to the Russians. A month later, on 17
December 1996, Earl E. Pitts, a Special Agent with the FBI since 1983, was arrested
and charged with compromising FBI intelligence operations to the SVRR, successor
to the Soviet KGB.
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Cl at the End of the 20th Century

This chapter is not complete. There are two more years before the beginning of
the 22 Century and, during this time, additional spies will undoubtedly be detected,
arrested, or neutralized. Threats to our nation’s national security will continue
unabated as the rest of the world looks at the United States as the “great Satan,” the
technology store to be robbed, the “bullying big brother,” or a target to knock down
to size. New technological advances in communications and information sharing
will also create new difficulties for American counterintelligence to resolve. All of
these developments indicate that US counterintelligence will continue to face threats
to the national security in the future.

302



Cl at the End of the 20th Century

The Jacobs Panel

On 23 May 1990, a blue-ribbon panel, called the 4. Permit the National Security Agency to help forner

Jacobs panel after its chairman Eli Jacobs, reported éimployees financially so that they have no need to o
recommendations to the Senate Intelligence Committesoney by spying.
The panel had been asked by the chairmen of the
Committee, Senator David L. Boren, Democrat of 5. Amend espionage laws to make it a crime to pos|
Oklahoma and Senator William S. Cohen, Republicagspionage equipment with intent to spy.
of Maine, to review espionage cases from the 1980s
and to make recommendations to change the nation'§. Amend espionage laws to make the sale of
espionage laws. secret documents a crime, without having to disc
the information contained in the documents.

The eight-member panel suggested 13 legislative
proposals. According to Jacobs, “The past 20 years of/. Amend espionage laws to make it a crime)
espionage indicate that the main threat is not themove top secret documents from secure areas.
ideologically motivated spy but rather the voluntary spy-
the insider who betrays his country not from belief, but 8. Expand laws requiring forfeiture of profits obtain
for money or revenge.” from crime to include espionage.

The Senate Committee was told that the panel looked®. Amend federal retirement laws to permit t
at 19 espionage cases from 1975 to the present day gnadernment to deny retirement pay to people convi
found that most of the people studied had access to Tafpespionage in foreign courts when U.S. secrets
Secret or codeword information. They also visited thi@volved.
CIA, FBI, Pentagon, National Security Agency, and
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others. Both the CIA and FBI said they offered 10.Amend consumer law to permit the FBI to obtain

suggestions but did not identify them. consumer reports on people suspected of being fo
agents.
In making its recommendations, the panel was

proposing to make it easier for counterintelligence and11. Amend privacy laws to permit FBI access
law enforcement entities to “deter, detect and prosecuteflisted telephone numbers of suspected foreign ag
espionage cases through stiffer Top Secret clearance

checks, polygraph tests and new penalties for12. Amend law to permit offering up to $1 millio
“espionage-related activities.” rewards for information about espionage.

The 13 ways to improve counterintelligence 13.Amend surveillance law to create a process
recommended by the panel were: obtaining court orders for physical searches in nati
security cases.
1. Require people with top secret clearances to grant
investigators access to financial, consumer credit andSenator Boren said espionage cases “continy
commercial records. surface with disturbing frequency.” Despite the chan
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occurring in the Soviet Union and Eastern Europe, Boren

2. Amend privacy laws to allow unlimited access taoted that the United States has not seen a decre
financial records of top secret clearance holders.  hostile spying, instead, “we have seen an increas
espionage activities.”
3. Require government code and communications
specialists and manufacturers of code machines to
undergo regular polygraph examinatons.
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Both Senator Boren and Senator Cohen indicated thieir appointment. To the extent practicable, one-t

was trying to improve its public image by showing a&he President shall designate a Chairman and
Vladimir Kryuchkov indicated “in simple terms, utilize full-time staff and consultants as authorized

great equalizer for the shortcomings of the Soviddirector, appointed by the President.
economy.”
Sec. 1.2. The PFIAB shall assess the quality, qual
Senator Cohen said, “The era of the cloak and daggerd adequacy of intelligence collection, of analysis
may be over, but the cloaks are likely to multiply anéstimates, and of counterintelligence and ot
become even more pervasive in their effort to procuietelligence activities. The PFIAB shall have t
military, industrial, and commercial secrets.” authority to review continually the performance of

in the collection, evaluation, or production of inte

advisory panels.
By the authority vested in me as President by tr _
Constitution and the laws of the United States ¢ Richard Helms: former Directoof Central
America, and in order to enhance the security of ttintelligence.
United States by improving the quality and effectivenes _
of intelligence available to the United States, and t Lloyd Cutler: former Carter White House counse
assure the legality of activities of the Intelligence _
Community, it is ordered as follows: Arthur Culvahouse: former Reagan White Hol
counsel.
Part 1. Assessment of Intelligence Activities _
SeymourWeiss: former ambassadand top
Section 1.1.There is hereby established, within theDepartment of State official.
White House Office, Executive Office of the President

(PFIAB). The PFIAB shall consist of not more than 1@nd Mid-East negotiator.
members, who shall serve at the pleasure of the Presic

and shall be appointed by the President from amoi  Warren Christopher: former deputy Secretary of St
trustworthy and distinguished citizens outside th
Government who are qualified on the basis ¢ Harold Edgar: Columbia University professd
achievement, experience and independence. Tespionage law expert.
President shall establish the terms of the members uf

the President's Foreign Intelligence Advisory Boar( SOl Linowitz: former Xerox executive, ambassagior

hird

economic espionage will be the big problem in thef the PFIAB at any one time shall be compriseq of
future. Senator Boren stated that although the KGBembers whose term of service does not exceed 2 years.

Vice

less aggressive intelligence service, the KGB Chairma&hairman from among the members. The PFIAB shall

by

espionage against commerical targets will become thiee President. Such staff shall be headed by an Exegutive

ntity,
and

her
he
all

agencies of the Federal Government that are engaged

THE WHITE HOUSE gence or the execution of intelligence policy. The
PFIAB shall further be authorized to assess the adequacy
Office of the Press Secretary of management, personnel and organization in|the
intelligence agencies. The heads of departmentg and
For Immediate Release September 13, 1993
EXECUTIVE ORDER
12863 The Jacobs Panel
PRESIDENT'S FOREIGN INTELLIGENCE Eli Jacobs: Baltimore Orioles owner. He was
ADVISORY BOARD Reagan-era arms control advisor; and sat on Pentagon

se

ate.

=
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agencies of the Federal Government, to the extent (b) forward to the Attorney General reports
permitted by law, shall provide the PFIAB with access received concerning intelligence activities that the
to all information that the PFIAB deems necessary to IOB believes may be unlawful or contrary to
carry out its responsibilities. Executive order or Presidential directive;

Sec. 1.3. The PFIAB shall report directly to the (c) review the internal guidelines of each agency
President and advise him concerning the objectives,within the Inteligence Community that concern
conduct, management and coordination of the variousthe lawfulness of intelligence activities;
activities of the agencies of the Intelligence Community.

The PFIAB shall report periodically, but at least  (d) review the practices and procedures of the

semiannually, concerning its findings and appraisals andinspectors General and General Counsel of the

shall make appropriate recommendations for the Intelligence Community for discovering and

improvement and enhancement of the intelligence reporting intelligence activities that may be

efforts of the United States. unlawful or contrary to Executive order or
Presidential directive; and

Sec. 1.4. The PFIAB shall consider and recommend
appropriate action with respect to matters, identified to  (e) conduct such investigations as the 10B
the PFIAB by the Director of Central Intelligence, and deems necessary to carry out its functions undd
the Central Intelligence Agency, or other Government this order.
agencies engaged in intelligence or related activities, in
which the advice of the PFIAB will further the Sec. 2.3 The I0B shall, when required by this
effectiveness of the national intelligence effort. Withorder, report to the President through the Chairman of
respect to matters deemed appropriate by the Presidéme, PFIAB. The IOB shall consider and take approparfi]ate
the PFIAB shall advise and make recommendations &ation with respect to matters identified by the Diregtor
the Director of Central Intelligence, the Centrabf Central Intelligence, the Central Intelligence Agency
Intelligence Agency, and other Government agencies other agencies of the Intelligence Community. With
engaged in intelligence related activities, concerningspect to matters deemed appropriate by the Pres|dent,
ways to achieve increased effectiveness in meetitige 10B shall advise and take appropriate

=

national intelligence needs. recommendations to the Director of Central Intelligernce,
the Central Intelligence Agency or other agencie$ of
Part Il. Oversight of Intelligence Activities the Intelligence Community.

Sec. 2.1.The Intelligence Oversight Board (I0B) is Sec. 2.4. The heads of departments and agepcies
hereby established as a standing committee of tbéthe Intelligence Community, to the extent permitfed
PFIAB. The IOB shall consist of no more than fouby law, shall provide the 10B with all information that
members appointed from among the membership of tiiee IOB deemed necessary to carry out its respon
PFIAB by the Chairman of the PFIAB. The Chairmarsibilities. Inspectors General and General Counsgl of
of the 10B shall be appointed by the Chairman of thime Intelligence Community, to the extent permitted by
PFIAB. The Chairman of the PFIAB may also serve daw, shall report to the IOB, at least on a quarterly bpsis
Chairman of the I0B. The I0B shall utilize such full-and from time to time as necessary or appropriate,
time staff and consultants as authorized by the Chairmanncerning intelligence activities that they have regson
of the PFIAB. to believe may be unlawful or contrary to Executfve

order or Presidential directive.

Sec. 2.2. The IOB shall:

Part Ill. General Provisions
(a) prepare for the President reports of

intelligence activities that the IOB believes may  Sec. 3.1. Information made available to the PFIAB,

be unlawful or contrary to Executive order or or members of the PFIAB acting in their IOB capadity,

Presidential directive;
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may designate.

allowances as authorized by the President.

of October 28, 1985, as amended, are revoked.

WILLIAM J. CLINTON
THE WHITE HOUSE

September 13, 1993.

President, Bill Clinton

Sec. 3.3. Executive Order No. 12334 of December In the event that this matter were to proceed to
4, 1981, as amended and Executive Order No. 1258 government would prove the following beyon

shall be given all necessary security protection ifN THE UNITED STATES DISTRICT

accordance with applicable laws and regulations. Each
member of the PFIAB, each member of the PFIAB’s COURT FOR THE EASTERN

staff and each of the PFIAB’s consultants shall execute
an agreement never to reveal any classified information
obtained by virtue of his or her services with the PFIAB
exceptto the President or to such persons as the President

DISTRICT OF VIRGINIA
Alexandria Division

UNITED STATES OF AMERICA
\Y Criminal No. 94-64-A

Sec. 3.2. Members of the PFIAB shall serve without ALDRICH HAZEN AMES,
compensation but may receive transportation expenses A/K/A “Kolokol”,
and per diem allowances as authorized by law. Staff
and consultants to the PFIAB shall receive pay and

a/k/a“K”

STATEMENT OF FACTS

reasonable doubt:

[. INTRODUCTION

ALDRICH HAZEN AMES is 52 years old, born op

May 26, 1941. In June 1962, ALDRICH HAZE
AMES accepted employment with the Cent

15

al

Intelligence Agency (CIA) of the United States, and|he
has been a full-time CIA employee for more than|31
years. At the time of his arrest, AMES was a GS-{14

Operations Officer in the Counternarcotics Centef at

CIA Headquarters in Langley, Virginia.

During his employment with CIA, AMES held

variety of positions including the following: from 1943

to 1985, AMES was the Chief, Soviet Operatio

z

nal

Review Branch in the Operational Review anhd
Production Group of the Soviet/East European (5E)
Division of the Directorate of Operations (DO) of the
CIA; from 1986 through 1989, AMES was assigned to

the United States Embassy in Rome, Italy; fr
September 1989 through December 1989, AMES
Chief, Europe Branch, External Operations Group,
Division; from December 1989 through August 19
AMES wasthe Chief, Czechoslova®perations

bm
was
SE
D0,

Branch, East European Operations Group, SE Divigion;

from September 1990 through August 1991, AMES
assigned to the USSR Branch, Analytical Gro

vas
LIp,

Counterintelligence Center; from September 1991

through November 1991, AMES was Chief, KGB

Working Group, Central Eurasia (CE) Division; from

December 19091 through August 1993, AMES w4gs a
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referant for CE Branch, regional Programs Brancl€entral Intelligence Agency and other branches offthe
International Counternarcotics Group, Counternarcoti¢dnited States government to the KGB, in return for Igrge
Center (ICG/CNC) and from August 1993 to Februargums of money. In May and July 1985, AMES engaped
1994, AMES was Chief, Europe and CE Branch, ICGh authorized meetings with Soviet officials, meetings
CNC. Throughout AMES’ employment with the CIA, he used as a cover to provide classified informatiop to
he held a TOP SECRET security clearance and htte KGB in exchange for money. Although AMES

Order 12356. meet with the KGB in Washington, D.C. During mahy
of thesemeetings, AMES provided classifi
On August 10, 1985, AMES married Maria delinformation relating to the national defense of the Un
Rosario Casas Dupuy in the Commonwealth of VirginiéStates to the KGB in return for cash paymeénts.
Prior to their arrests on February 21, 1994, ALDRICH
and ROSARIO AMES resided at 2512 North Randolph In July 1986, ALDRICH HAZEN AMES wag
Street, Arlington, Virginia, in the Eastern District ofassigned to the United States Embassy in Rome, Jtaly,

Virginia, with their minor son. where he served until July 1989. During this time,
AMES met with his KGB handler, codenamed “SAM.”
Il. ESPIONAGE RELATED ACTIVITIES AMES reported a few of these meetings to the QIA,

In 1984, as part of his duties as a CIA Operatiordaiming that he was obtaining information from
Officer, ALDRICH HAZEN AMES began meeting with “SAM,” a Soviet Embassy official. During thege
officials of the Embassy of the Union of Soviet Socialismeetings, AMES continued to disclose classifled
Republics (“U.S.S.R.” or “Soviet Union.” in information relating to the national defense of the Unjted
Washington, D.C. These meeting were authorized IStates which AMES obtained through his work for the
the Central Intelligence Agency and the Federal BuredlA in Rome.
of Investigation, and were designed to allow AMES to
assess Soviet officials as possible sources for intelligencdn the Spring of 1989, as AMES was preparing to
information and recruitment. AMES was required taeturn to CIA Headquarters in Langley, Virginia, the
report each of his meetings with these Soviet officialdGB provided him with two written documents. The
to CIA officials. first documentwas a financial accounting whi¢h

indicated that as of May 1, 1989, AMES had already

In approximately April 1985, AMES agreed withreceive approximately $1.8 million and that some
Soviet officials to sell classified information from the$900,000 moréiad been appropriated for him. The

Aldrich Hazen Ames
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second document was a nine-page letter which listdfIES was present in Vienna and prepared to exchange
the types of classified information the KGB wantedlassified information for money, the KGB failed o
AMES to obtain for them upon his return to ClAmeet with AMES at that time. Later that year,|in
Headquarter$,discussed arrangemenfsr cash December 1991, AMES met personally with the K(
payments to AMES upon his return to the United States, Bogota, Colombia, where he exchanged classified
warned AMES to avoid traps set by the CIA, and detailéaformation for a large amount of cash. At that meeting,
a communication plan governinfgirther com- the KGB provided AMES a communications plan for
munications between AMES and the KGRRursuant 1992, pursuant to which they would communicate
to this communication plan, AMES would pasghrough signal sites and dead drops in March and August,
documents to and receive money from the KGB in thend meet personally in Caracas, Venezuela, in Octiober
Washington, D.C. area at set times throughout the ye#dr1992.
using signal sites and dead drops. AMES would also
meet personally with the KGB at least once yearly inIn March 1992, defendant ALDRICH HAZE
meetings outside the United States. The fixed site fAMES communicated with the KGB by placing a sigial
these meeting would be in Bogota, Colombia, on tta signal site SMILE and leaving a message wit
first Tuesday every December, although additionglackage of documents at dead drop BRIDGE. In |this
meetings could be held in other cities, including Viennapessagdo the KGB, AMES requested that thgy
Austria, on an as needed basis. promptly transmit more money to him through a d¢ad
drop. Again in June, 1992, AMES prepared a message
In 1990, the KGB provided AMES with a commun-on his computer to the KGB in which he complairjed
ications plan for 1991 through a dead drop in thef their failure to provide him money in response to |his

1990, AMES obtained valuable intelligence informatiosite SMILE and leaving the message at dead drop
regardinga KGB officer cooperating with the CIA. BRIDGE.
AMES prepared a letter for the KGB on his home
computer advising the KGB of this information and On August 18, 1992, AMES typed a letter to the K(
the cryptonym of the KGB officer. on his home computer, at his home in the Eastern District
of Virginia, discussing dead drops and his actess
Pursuant to AMES’ communication schedule with thelassified information, stating: “My lack of accepgs
KGB, on April 25, 1991, AMES traveled to Vienna,frustrates me, since | would need to work harder tg get
Austria, to meet with his KGBhandlers. Although what | can to you. It was easier to simply hand gver
cables! Documents are enclosed in this package which
should be of interest.”

In discussing his possible transfer to a differgnt
position within the CIA, AMES stated that, “If this jgb
offer becomes serious during the next week or so, I|will
surely take it. It would be more interesting and
productive for us.” In this letter, AMES agreed td

Moscow, and CIA recruitment plans for Russi
officials. The letter also stated that, “My wife h
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accomodated (sic) herself to understanding what | aRovember or December 1993. Upon his return to

the

doing in a very supportive way.” United States, AMES deposited more than $85,00D of

the KGB money received in Caracas into account
AMES attempted to transmit this letter andcontrolled with his wife in banks in Northern Virgini
accompanying classified documents to the KGB oall deposits in amounts of less than $10,000.
August 19, 1992, by placing a pencil mark at signal site
HILL in the morning and thereafter leaving the On March 9, 1993, AMES typed a message to

5 he
h

the

documents and letter at dead drop GROUND at 4 p.idGB on his home computer discussing a variety of

that day. Early the next day, however, AMES returnepics including the morale of the CIA divisign

to the signal site and determined that his signal to tkencerned with the former U.S.S.R and Rus
KGB had not been erased, signifying that they had npérsonnel changes and budgetary matters in the
picked up his package from the dead drégMES and the fact that he was transmitting to them a “vari

5ia,
CIA,
bty”

thereafter retrieved his package, and on Septemberof documents. AMES opened this message telling the

1992, typed a second letter to the KGB on his hom€GB, “All is well with me—I have no indications that
computer. This letter advised them that he had beanything is wrong or suspected.” This message, along
a

forced to retrieve his earlier drop and would signal themnith a package of classified documents and inform

ion,

again. This message, along with the earlier packagajas transmitted to the KGB through a dead drop in

was retransmittetb the KGB in early September March 1993.
through dead drop GROUND.
On May 26, 1993, AMES transmitted an “urge
On October 2, 1992, pursuant to his communicatiomaessage to the KGB, asking for money to be deliv
plan, AMES traveled to Bogota, Colombia, and theto him immediately through a dead drop in
on to Caracas, Venezuela, to meet with officers of th@ashington, D.C. area. Four days later, the K
KGB. During this meeting, AMES provided the KGB transmitted a package containing a substantial al
with classified information and received in returrof cash to AMES through dead drop BRIDGE. InJ
approximately $150,000 in cash. The KG&8lso 1993, the KGB transmitted to AMES additional mo
provided AMES with a communications plan for 1993through a dead drop, as well as a message disc
pursuant to which AMES would transmit informationan upcoming personal meeting, and their plan to t
and messages to them by dead drops in January, Agtéad drop to determine whether it was secure. In
July, and October, receive money and messages fronessage, the KGB advised AMES that they w
the KGB in March, June, and September, and woufstovided additional money shortly, unless the mo
meet with them personally in Bogota, Colombia, iwas postponed due to the “diplomatic pouch sched

In preparation for his trip to Bogota on Septemb
1993, AMES drafted a message to the KGEting
that he would be available to meet with them
October 1, 1993. On September 9, 1993, AMES

would meet with him between November 1
November 8, 1993. On October 18, 1993, AM
signaled his willingness to attend this meeting in Bog
by placing a chalk mark at signal site SMILE.
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Thereafter, on October 30, 1993, AMES traveled tof the Soviet intelligence services. During this perjod
Bogota, Colombia, where he met with officers of th@MES also disclosed to the KGB the identities of [an
KGB. In Bogota, AMES provided the KGB with Eastern European security officer who had begun
classified information in exchange for a substanti@ooperating with the CIA, code named
amount of cash. In Bogota, AMES also received @GMMOTORBOAT, and a soviet official cooperating
communications plan for 1994 which established newith CIA, codenamed GTPYRRHIC.
signal sites throughout the Washington metropolitan area
and provided for dead drops in February, March, May, Following his return in 1989 to CIA Headquartefs,
August, and September, face-to-face meetings AMES continued to provide the KGB with valuahble
Caracas, Venezuela, or Quito, Ecuador, in Novembelassified information related and unrelated to his
1994, and a face-to-face meeting in 1995 in eithepecific CIA job assignments. AMES also provided
Vienna, Austria, or Paris, Franc®uring this meeting, the KGB with a substantial amount of informatipn
the KGB also advised AMES that they were holdingegarding CIA and other U.S. intelligence agencles,

$1.9 million for him. including information on budgets, staffing, personnel,
morale, strategy, and other issues affecting the Spviet

ll. _COMPROMISE OF CLASSIFIED Union and Russia.

INFORMA TION

When ALDRICH HAZEN AMES began spying for IV. THE FINANCES AND FALSE TAX
the KGB in the Spring of 1985, his position within th(RETURNS
CIA guaranteed him access to most information relatingDuring this conspiracy, defendant ALDRICH
to penetrations of the Soviet military and intelligencelAZEN AMES received approximately $2.5 millign
services and intelligence operations against the Sovieim the KGB for his espionage activities. AMHBS
Union. AMES disclosed substantial amounts of thigceived this money primarily in face-to-face meetings
information, including the identities of Russian militaryoverseas, but also through dead drops in the Washington,
and intelligence officers who were cooperating with thB.C. area. While AMES was stationed in Rome, |he
CIA and friendly foreign intelligence services, includingleposited the bulk of this cash into two account$ at
but not limited to, sources codenamed GTACCORUIELredit Suisse Bank in Zurich, SwitzerlahdFor
GTCOWL, GTFITNESS, GTBLIZZARD, example, on June 29, 1989, prior to departing Rome for
GTGENTILE, GTMILLION, GTPROLOGUE, the Untied States, AMES deposited a total of $450,00
GTWEIGH, GTTICKLE, and other$. AMES’ in cash into two accounts he controlled at Credit Suisse.
disclosures included a substantial amount of TOP
SECRET information including signals intelligence. AMES and his wife, Rosario Casas Ames, used|the
AMES’ compromise of these penetrations of the Soviatoney received from the KGB to purchase a residg¢nce
military and intelligence services deprived the Uniteth Arlington, Virginia for $540,000, property ip
States of extremely valuable intelligence material fa€olombia, expensive automobiles, extensive wardrgbes,
years to come. and to pay approximately one-half million dollars|in

credit card bills. A portion of the money was used to

During his assignment to the U.S. Embassy in Ronseipport Rosario Casas Ames’ family in South Amefica
from 1986 to 1989, AMES provided the KGB withas well. Most of the money deposited in cash into Unjted
valuable intelligence information concerning ClAStates banks was deposited in sums less than $1D,000
activities against the Soviet Union, including a larg® avoid having the financial institutions file a Currercy
number of double agent operations launched agaiffsansaction Report.
the Soviet Union. AMES compromised a substantial
number of double agent operations organized by U.SOf the approximately $2.5 million paid to AMES hy
intelligence agencies, and also advised the KGB of adilne KGB, none of the money was declared on AMES’
knowledge of Soviet double agent operations targetébhited States income tax returns. ALDRICH HAZHEN
against the U.S. AMES informed the KGB of importanAMES subscribed and filed false Joint Income Tax
CIA strategies involving double agent operations arRReturns for tax years 1985, 1986, 1987, 1988, 1989,
answered detailed inquiries regarding past penetratidt®90, 1991, and 1992.
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In committing the foregoing acts, ALDRICH HAZEN | have provided the congressional intelligen
AMES acted knowingly, willfully, and unlawfully, not oversight committees with details concerning
by accident or mistake. damage caused by Aldrich Ames' treachery. But let

describe a basic outline of the damage that was @

ce
he
me
one,

Respectfully submitted, the weaknesses in the CIA which the incident revealed,
and the corrective actions which have been and are being

HELEN F. FAHEY taken.
UNITED STATES ATTORNEY

The damage which Aldrich Ames did to his country

(NOTE: On 28 April 1994 Rick Ames was sentencedan be summarized in three categories:
to life inprisonment.)

— By revealing to the Soviet Union the identities
many assets who were providing information to
Central Intelligence Agency United States, he not only caused their executions
also made it much more difficult to understand wj
Washington, D. C. 20505 was going on in the Soviet Union at a crucial time ir
history;
Immediate Release 31 October 1995
— By revealing to the Soviet Union the way in whi
DIRECTOR OF CENTRAL INTELLIGENCE the United States sought intelligence and handled as
JOHN DEUTCH STATEMENT TO THE PUBLIC he made it much more difficult for this country to gat

ON THE AMES DAMAGE ASSESSMENT vital information in other countries as well;

For the past year and a half, an independent team of ~BY revealing to the Soviet Union identities of ass
Intelligence Community analysts and operations office®d American methods of espionage, he put the S
has conducted a Damage Assessment of the actiond’8fon in the position to pass carefully selected “fe
Aldrich Ames, who, while a CIA Directorate of Material to this country through controlled assets;
Operations officer from 1985 to 1994, committed . _
espionage for Soviet (and later Russian) intelligence. The damage done by Aldrich Ames is documente
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This Damage Assessment, commissioned by nif)e Damage Assessment Report which | have subntitted

predecessor, is now complete. | testified before tH@ the intelligence committees. | endorse the Repc
House and Senate Permanent Select Committees e @lSo made this painstaking work of many mo
Intelligence on October 31st and laid out the finding@vailable to other agencies of government so
and actions that | have put in place to remedy tf&mage control actions can be taken.
shortcomings it identified.
While Ames damaged our intelligence activities i
The Ames case is one of those landmark events whigHmPer of areas, his betrayal of our most impor
defines the course of an organization. It requires sor€Sets is particularly egregious. In a single disclos
public discussion because the American people needfgrevealed the identities of CIAs most valuable Soy
know that the Central Intelligence Agency has drawRussian assets.
the right lessons from the incident, and is moving o S
determinedly to make fundamental changes which will Theé Report also revisits deficiencies in t
reduce the chance that something like this will happé&fganization, procedures, and management of
again. Smart organizations use every experiencegentral _Intelllgence_Agency. These deficiencies fall i
whether good or bad — as motivation to improve. | af{¥0 Major categories:

determined to use the Ames case as the basis for bringing o o
bold management changes to the CIA. — The counterintelligence function in the CIA h

become neglected by management compared to
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functions. It was poorly staffed and organized, andWhat is critically important in this incident is the
characterized by lax procedures. Its coordination wifature. What is the Central Intelligence Agency dojng

the Department of Justice was badly flawed by turks a result of this incident, and its aftermath, to redquce
tending and bureaucratic infighting. the chance that this happens again?

— Most troubling of all was an important new finding My most urgent task is to re-establish credibility wjth
of the Assessment, which is substantiated by a Speaar consumerd. will establish a new, independent
Inspector General Report | requested this summer, tRaistomer Review Process for sensitive human reporting
consumers weraot informed that some of the mostthat will be managed by the National Intelligence
sensitive human intelligence reporting they receivedouncil. Both the Directorate of Operations and qur
came from assets that were known or suspected of beingtomersagree with this mechanism to improye
controlled by the KGB/SVR. This finding disturbs mecustomer knowledge without excessive intrusion into
greatly, and this deficiency is one of the first | haveperations.
moved to correct.

When | took office six months ago, | found that mgny

These are the major issues underlying the damagmrective actions in the wake of the Ames case Were
done and the shortcomings that were revealed by Aldriaghderway, well documented in a strategic plan |for
Ames’ espionage activities, and are documented in tbleange. | have taken additional actions in my time as
thorough report which has been submitted to tHeirector of Central Intelligence, particularly in the argas
intelligence committees. of personnel, organization, and accountability.

DCI, John Deutch
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The major categories of the corrective actions and—The establishment of the National Count
improvement are these: intelligence Center at CIA, headed by a senior
officer;
— A major changeover in the management of the
Central Intelligence Agency, including the replacement —Significantly increasing the application

=8
-Bl

of the top three levels of Agency management and muchunterintelligence to operations, and emphasizing

of the fourth level with new leadership committed te¢ounterintelligence awareness and training in
change. This new management team includes a netivities;

Deputy Director for Operations, as well as Associate

Deputy Directors for Operations, Counterintelligence, — New guidelines for Agency managers on hand
and Human Resources, and seven Directorate @hployee suitability issues and strengthening inte
Operations component chiefs. discipline procedures;

— Policies to ensure that new emphasis is place

The Ames Notebook the quality of agent recruitment and agent handl

rather than on the quantity of recruitment. Thisinclu

Ames passed the names of two CIA officers, who wer@ complete scrubbing of standards and criteria

handling compromised CIA agents, to the KGB in an effofpersonnel evaluation as well as a system of rew

to throw suspicioron them for the loss of Americarthat moves away from quantity to quality in as
intelligence penetrations of the Soviet Union. recruitment as the prime measure of success;

In an endeavor to be promoted, Ames asked the KGB to__ A yevitalized system within the Directorate
provide a Russian spy for him to recruit but the KGB den'ee)perations to validate assets, bringing in a te

his request as too risky. approach involving analysts and counterintellige

The KGB changed their dead drop modus operandi aftgﬁ'cers from the very beginning of cases;
Ames gave them an FBI report on Soviet intelligence dead ] ]
drop methodology. For the first time, the KGB used public — Clearly defined standards and expectations fof
parks to clear dead drops and to communicate with Amegerformance of Chiefs of Station along with a clez

defined policy for their selection;

Despite missing three personal meetings because of

drunkenness, Ames met with the KGB 11 times between__nitiatives aimed at improving the Agency’s records

1985 and 1993. The KGB recorded the 40 hours Ames Sp‘?ﬁtanagement system and bolstering computer sec
with them. and

The KGB expressed interest in their former republics and Perh i rtant. insist f th
asked Ames about CIA operations in these areas and if CIA™ er gps mps important, |nS|§.en(.:e rom the
communicated directly with agents there. down on integrity and accountability in the Cent

Intelligence Agency. This includes the establishm
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The KGB asked Ames about a suspected KGB officer iaf component-level accountability boards within the

Vienna, Austria. Directorate of Operations and a senior Directorate-Is
accountability board.

After the Soviets advised Ames that they had set aside
$2 million for him, he attempted to have the money | 550 considered the accountability of certain g
transferred to his bank account in the United Stalé® 501 in connection with the Damage Assessr
Soviets refused fearing he might stop spying for them.

Ames never considered living on the property the Kggame SUb_JeCt' In making my determinations | app
arranged for him in Moscow: instead he thought about retirifge following standards:
in southern France or Colombia.
— That the performance deficiency at issue mus

specific;
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position, had the opportunity or responsibility to actp take risks. By clearly defining the rules and man
and, ment expectations, we will encourage these officel
take the risks necessary to produce the crit

— That high levels of professionalism are requiredntelligence needed by our Nation.

The Inspector General, in the special report providedit must have solid procedures which ensure a qu
to me last month, recommended 12 CIA officers hgroduct for decision-makers throughout governm
held responsible for their roles in this matter. All buThis means emphasizing quality and authenticity ¢

my options for disciplinary action. Based on thagainst false information are comprehensive
information in the Damage Assessment Team Repefffective.

as well as the IG report, if these officers were still

employed, | would have dismissed two individuals from | believe that the changes which were taken be
CIA and taken no disciplinary action against five. | haveay watch, and the additional measures | have takg
reprimanded the one officer who is currently employedoupled with the desire for fundamental, positive cha
As for the two | would have dismissed, both now arey the overwhelming majority of CIA officer

other former officers have been given reprimands or
warnings.

| want to emphasize that the Ames Damage Statement of the Director of Central
Assessment, in all of its detail, does nothing to shake  Intelligence on the Clandestine
my conviction that we need a clandestine service. Of  Services and the Damage Caused
all the intelligence disciplines, human intelligence is, .
indeed, the most subject to human frailty, but it also by Aldrich Ames
brings human intuition, ingenuity, and courage into play
against the enemies of our country. Often there is no
other way to penetrate a terrorist cell or a chemical
weapons factory or the inner circle of a tyrant. At critical
times human intelligence has allowed our leaders to

deal with the plans and intentions—rather than the ToM the earliest days of the Republic, the Un
weapons—of our enemies. States has recognized the compelling need to cd

intelligence by clandestine means. For much of

| believe that the right actions are underway for tHdSto"y: this collection could only be done by hun
Ames incident to become the most powerful cataly@@ents. Recent technological developments hav
for change in the history of the Central Intelligence ; ;
Agency. The key is drawing unflinchingly the right!9ence. The capacity of these technical systen
lessons and making the necessary changes. It will tak¥€S0me and our achievements are astonish
time to implement all these reforms and accomplidioWever, these technical means can never elimi
required changes to some aspects of the CIAs habfaé need for human sources of information. Often,
practices, and attitudes. The United States must h4y@re difficult the target is, the greater is the need
the best intelligence capability in the world, and th!man agents.
capability includes the Operations Directorate of the
Central Intelligence Agency.

7 December 1995

Introduction and Overview

clandestine service of the United States has frequ

The Directorate of Operations must be staffed by top€€n the difference between victory and defeat, suc
notch people. This means that first-class people Agd failure. It has saved countless American lives

banned from future employment with the Agency. Fouhemselves— ensure that we are on the right track.

gourse, vastly increased our ability to collect intel

Throughout our history, the contribution of the

— That, unlike military practice, the individual beinghired, their careers are managed properly, and the
held accountable must have had a direct responsibilfiyomotion system rewards those who maintain [the
and role—that is, the individual, by virtue of his/hehighest standards of integrity, but also who are prepgared
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In recent years, human agents have provided vitas possible. For upon Secrecy, Success depends in

Most

information on military and political developments inEnterprises of the kind, and for want of it, they are
the Soviet Union, terrorist groups, narcotics traffickinggenerally defeated, however well planned & promising

development of weapons of mass destruction and otteefavorable issue.”
grave threats to the United States. These agents often
provided the key piece of information that formed the The American people will accept secret intellige

ce

United States’ understanding of a critical internationaictivity only if four conditions are met. First the agts
situation. must be consistent with announced policy goals.

Second, they must be carefully controlled under
For decades, information from human agents insidew. Third, the operations should be consistent

S.
ith

the Soviet Union gave us vital insights into the intentionisasic American values and beliefs. And fourth, wien

and capabilities of the Soviets. Ames clearly dealt American intelligence services make mistakes—asg
crushing blow to those efforts. Nonetheless, | athave and will surely do again—we learn from thg
convinced that when the full history of the Cold War isnistakes.

written, American intelligence-and human intelligence

in particular-will be recognized as having played an Because much of what the intelligence services (¢
important role in winning that war. secret, Congressional oversight is the key to provi

we
Se

ois
ing

the American people the confidence that thleir
It must be remembered that for over forty years thatelligence services are meeting these four conditipns.

United States faced a hostile state with enormous nucléadeed Congressional oversight is the best way
power. A misstep by either side could have destroyemnfidence can be assured.
the world. That nuclear war did not occur and that the

this

Soviet Union ultimately collapsed is in no small part We must not quit simply because we have made errors,

attributable to the brave, tireless and too often thanklesgen serious ones. The need for effective intelligg

nce

efforts of the clandestine intelligence service of this too important. We must constantly learn from our

United States. The DCI has a great responsibility tmistakes, make the necessary changes, and contir
preserve and nurture this vital capability. take the risks necessary to collect vital intelligence
urgently needed by the President, the Congress
That said, it must be pointed out that while humaather senior policy-makers.
agent operations have the potential for high gain, they
also entail high risk. Human agent operations are almoswVith this in mind, we have moved quickly {

ue to
SO
and

(0]

always in violation of another country’s laws. It isstrengthen the capabilities of the clandestine service

therefore imperative that they be subject to tight policstcross a broad spectrum. Counterintelligence prog
control and carried out within the scope of Americahave been significantly enhanced, tradecraft technig
law. These operations must be carried out in secret, fime being tailored for the world in which we now liy
secrecy is vital to success. and the technologies needed for the future are b
rapidly developed. Underpinning these efforts has i
The American public is often troubled by activitiesa renewed emphasis on quality management that
that are done in secret. This is a natural and healthftention not only to what we do, but how we do it.
instinct. It has served our democracy extremely welhese initiatives, imbedded in a strategic plan develg
for over two hundred years. However, | believe thby the clandestine service this past year, position
American people understand the need for secrecy dtandestine service to meet our future challenges.
human agent operations. They agree with a letter written
by George Washington when he was Commander-ithe Actual Damage
Chief of the Continental Army in the summer of 1977: On the 3% of October, | appeared before the Hot
and Senate Intelligence Committees in closed ses
“The necessity of procuring good intelligence igo describe the results of the Ames damage asses;
apparent & need not be further urged-All that remairsommissioned by my predecessor, Jim Woolg
for me to add is, that you keep the whole matter as sedretlowing that testimony, we have continued to revi
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the report of the Damage Assessment Team (DAT) andHe disclosed details about US counterintelligence
to consult with both Committees, the Department @fctivities that not only devastated our efforts at the ti
Defense, the Department of State and other interestad also made us more vulnerable to KGB operatlons
agencies. Accordingly, | believe it is appropriate tagainst us.
report to you on our continuing review and our
consultation with other agencies. | also believe it is He identified CIA and other intelligence community
important that additional information be made availableersonnel. Ames contends that he disclosed pergonal
to the American public so that they can understand thdormation on, or the identities of, only a few Ameri
nature and extent of the damage caused by Ames.irftelligence officials. We do not believe that assertipn.
should also be recalled that in the 1980's, the U.S.
experienced a number of other espionage cases. Edwalde provided details of US intelligence technigal
Lee Howard, an agency officer, like Ames, causetbllection activities and analytic techniques.
considerable damage to US HUMINT Operations
against the USSR. John Walker and Ronald PeltorHe provided finished intelligence reports, currént
caused immense damage to US interests. (In Walkerigelligence reporting, arms control papers, and sel
case, vast amounts of information on our militar{pepartment of State and Department of Defense ¢
capabilities and plans were exposed which could haker example, during one assignment, he gave the KGB
had tragic consequences in the event of war.) | haaestack of documents estimated to be 15 to 20 feet high.
attached a copy of the public statement that | issued on
the 3% of October. Let me add some detail on the scopeTaken as a whole, Ames’ activities also, facilitajed
of the damage. the Soviet, and later the Russian, effort to engage in
“perception management operations” by feed|ng
Aldrich Ames’ espionage on behalf of the Sovietarefully selected information to the United States
Union and Russian from April 1985 through Februarthrough agents whom they were controlling without pur
1994 caused severe, wide-ranging and continuitkkgowledge. Although the extent and success of [this
damage to US national security interests. In addition ¢ffort cannot now be determined with certainty, we krjow
the points that | made in my public statement on 3hat some of this information did reach senior decis|on-
October, Ames did the following: makers of the United States.

In June 1985, he disclosed the identity of numerousAs the Committee knows, one of the most disturling
U.S. clandestine agents in the Soviet Union, at leaihdings of the DAT was that consumers of intelligerjce
nine of whom were executed. These agents were at tiere not informed that some of the most sensitive human
heart of our effort to collect intelligence andntelligence reporting they received came from agénts
counterintelligence against the Soviet Union. As a resutipown or suspected at the time to be under the coptrol
we lost opportunities to better understand what wa$ the KGB, and later the SVR. This finding was
going on in the Soviet Union at a crucial time in histongubstantiated by a detail audit done by the CIA's

Inspector General. Because this aspect of the assessment

He disclosed, over the next decade, the identity if so important and has generated so much pyblic
many US agents run against the Soviets, and later thierest, | would like to discuss it in some detail.
Russians.

In response to requests from the DAT, some

He disclosed the techniques and methods of doulgensumers of sensitive human reporting identified just
agent operations, details of our clandestine tradecrafter 900 reports from 1985 to 1994 that they considgred
communications techniques and agent validatiguarticularly significant. These consumers included
methods. He went to extraordinary length to learn aboO1A’'s Directorate of Intelligence, the Defenge
U.S.double agent operations and pass information dmtelligence Agency, the National Security Agency, the
them to the Soviets. Military Services and other agencies. The DAT then

reviewed the case files of the agents who were the sgurce
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of just over half of these reports and conclude thatvee must examine certain important decisions taken by
disturbingly high percentage of these agent wettbe United States to ensure that they were not influepced
controlled by the KGB, and later the SVR, or thaby these reports. If any decisions were influenced by
evidence exists suggesting that they were controlledfaulty reports, we must determine what, if any, corrective
measures should be taken.
Although some of the reports from these sources were
accompanied by warnings that the source might beWith respect to the first step, | have established a hew
suspect, many other reports did not include adequaeistomer Review Process under the Natignhal
warning. The IG was asked to review reporting fronmntelligence Council. This process, which will inclugle
the sources that the DAT concluded were known @ppropriately cleared representatives to our custgmer
suspected to be controlled. They concluded that Cldgencies, will work with the Directorate of Operatigns
did not provide adequate warning to consumers of 386 ensure that recipients of extremely sensitive human
reports from agents whom we have good reason itttelligence reports are adequately advised about our
believe at the time were controlled and 60 reports frokmowledge of the source of the reports. This doeg not
agents about whom we had suspicianthe time. Of mean that these representatives of other agencies will
these 95 reports, at least three formed the basistaf told the identity of the source of the informatipn.
memoranda that went to the President: one of thoB&ather, our goal is that recipients of especially sensjtive
reports was from a source who we had good reasonitformation can adequately understand and evaluatg the
believe was controlled. intelligence.

The DAT intended to review the source of each of With respect to the second step-reviewing decisjons
these reports but, for a variety of reasons, was not althat might have been made using controlled inferma
to do so. For example, the filing system of the DO wa®n— it is important to understand that our knowlegige
incomplete and the sources for some reports could raftthe details of a Soviet perception management gfffort
be identified. To expedite the review, the DAT did nois limited, as is what can be said publicly about the
review the files of sources who produced only one @ubject. Also, it is not the job of the DCI to revigw
two reports. In the end, the Team examined ardkcisions made by other agencies. However, it is yery
thoroughly reviewed the sources who produced roughlikely that the KGB and later the SVR, sought|to
55% of the reports cited by consumers as significaimtfluence U.S. decision-makers by providing controlled
suspicions. While these and other reports could wétiformation designed to affect R&D and procuremgnt
have been reflected in other such analytic products, wlecisions of the Department of Defense. The QAT
have not identified them. believes one of the primary purposes of the perception

management program was to convince us thaf| the

The fact that we can identify only a relatively fewSoviets remained a superpower and that their military
significant reports that were disseminated witlR&D program was robust.
inadequate warning does not mitigate the impact of
Ames’ treachery or excuse CIAs failure to adequately In an effort to understand the impact of this
warn consumers. We believe that, whatever the numb&sviet/Russian program, the DAT reviewed intelligence
of such reports, the provision of information fromreporting relevant to a limited number of acquisition
controlled sources without adequate warning wasdecisions taken by the Department of Defensg to
major intelligence failure that calls into doubt thedetermine whether any reports from controlled| or
professionalism of the clandestine service and theispect agents had an impact on the decisions. | The
credibility of its most sensitive reporting. reporting covered eight categories of weapon syst¢ms,

including aircraft and related systems, ground fgrce

The situation requires us to take two steps. First, amekapons, naval force weapons, air defense missiles and
most importantly, we must ensure that such informatiarruise missiles. The DAT concluded, in coordinat{on
does not reach senior policy-makers in the future withoutith DIA and the intelligence components of the
adequate warning that the information comes frommilitary departments, that the impact varied from
sources we know or suspect to be controlled. Seconmipgram to program. In some cases the impact jwas
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negligible. In other cases, the impact was measurabimsitions. The DAT interviewed a limited number |of
but only on the margin. officials with respect to arms control issues and related
programs. The DAT found no major instance where
The dissemination of reports on Soviet/RussiaBoviets maneuvered U.S. or NATO arms confrol
military R&D and procurement programs fromnegotiators into giving up a current or future militgry
guestionable sources had the potential to influence Ucpability or agreeing to monitoring or verification
military R&D and procurement programs costingprovisions that otherwise would not have been adopted.
billions of dollars. The DAT surveyed a number ofThis conclusion is buttressed by the fact that the So\jiet's
intelligence consumers in the Department of Defenskargaining position grew increasingly weak as|its
They found that consumers were often reluctant to stateonomy deteriorated and Gorbachev strugglefl to
that this reporting had any significant impactmaintain control.
Determining damage always involves much speculation,
but the team concluded that “clear cut damage” to After reviewing the DAT report, | believe itis incorreft
intelligence analysis may have been limited to a “fewio maintain that this reporting was completely irreleviant
cases.” They cited three in particular: or completely determinate in U.S. weapon system
decisions. The process by which U.S. weapons system
Areport in the late 805 that would have influenced development and acquisition decisions are made is
debates on U.S. general purpose forces, complex and involves many considerations. These
, . ~include technical feasibility, force modernization, lffe
Analyses of Soviet plans caused us to revise logistics cycle cost, and industrial base considerations, as |well
support and basing plans in one overseas theater (see as estimates of the near and long term threat. No sjngle
also above), and . . . .
strand of intelligence information ever serves as the full

Studies of certain Soviet/Russian cruise missile and Justification for undertaking a large program.

fighter aircraft R&D programs may have _ _ S )
overestimated the pace of those programs. The kind of impact that intelligence does have is

In addition, the team reviewed intelligence reporting  Influencing the pace and timing of a
that supported decisions in a number of defense policydevelopment program to meet an anticipated
areas, including U.S. military strategy. The team found threat. This is an influence at the margin of systen
that reporting from controlled or suspect agents had aacquisition.
substantial role in framing the debate. The overall effect
was to sustain our view of the USSR as a credible Shaping the thinking of the technical and
military and technological opponent. The DAT found contractor community on the threat envelopg
that the impact of such information on actual decisions, facing a system under development.
however, was not significant. In some cases, our military
posture was altered slightly. In one example, changes Creating an impression, in combination with
already underway to enhance the survivability and other information, of the status and vitality of an
readiness of the basing structure in an overseas theaterdversary’s military R&D and procurement
was justified by information received from a controlled  activities.
source. However, before the changes could be fully

carried out, the Soviet Union collapsed, obviating the All of this affects the context in which U.S. acquisitipn
need for the change. decisions are made. | believe the net effect of the Sqviet/

Russian “directed information” effort was that we
The DAT also reviewed a handful of national securitpverestimated their capability. Why the Soviet/Rusgian
issues that were the most likely to have been impactte@dership thought this was desirable is speculative.
by Ames’ actions. For example, Ames passed U.S. all-
source analysis of Soviet motives and positions in armsA DoD team, working at the direction of the Depyty
control negotiations. His espionage assisted their effofecretary of Defense, recently completed fhe
to feed us information that supported the Soviddepartment's review of the impact of directed reporting

-
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on military policy, acquisition, and operations. That However, it is extremely important that we not
report has been briefed to the Secretary and Deputgderestimate the terrible damage done by Anpes’
Secretary of Defense and the Congress. treachery. It is impossible to describe the anger [and
sense of betrayal felt by the Intelligence Community. It
The combination of the loss of key human sourcasverberates to this day and has given all of us rengwed
compromised by Ames, plus the directed informatiomotivation to do our jobs. Across the board, in all areas
the KGB and SVR provided to the U.S. throughof intelligence activitie—from collection, to counter
controlled sources, had a serious impact on our abilitgtelligence, to security, to analysis and production, to
to collect and analyze intelligence information. Thehe administrative activities that support the Commupity
DAT concluded that Ames’ actions diminished oueffort—we must renew our efforts to ensure that pur
ability to understand: activities are conducted with integrity, honesty, and|the
highest standards of professionalism. To do less |s to
Internal Soviet development, particularly the fail.
views and actions of the hard liners with the respect
to Gorbachev in the late 1980's; | believe that the most important value the Intelligehce
Community must embrace is integrity—both persgnal
Soviet, and later Russian, foreign policy and professional. We operate in a world of deception.
particularly Yeltsin’s policies on non-proliferation It is our job to keep this nation's secrets safe angl to
and Russian involvement in the former CIS states; obtain the secrets of other nations. We engage in
and deception to do our job and we confront decepEon
undertaken by other nations.
The extent of the decline of Soviet and Russian
military technology and procurement programs. But we must never let deception become a way of
life. We must never deceive ourselves. Perhaps more
The Ames case—and the other espionage casedhain any other government agency, we in the CIA must
the 80s—remind us that other issues must be addresdeie the highest standards of personal and profesgional
These include the serious lack of adequate countémtegrity. We must be capable of engaging in deceptive
intelligence during much of the 80s and early 90s. Mactivities directed toward other nations and groups while
predecessors, the Attorney General and the Directorrmfintaining scrupulous honesty among ourselves|and
the FBI have made great progress in repairing thigith our customers. We must not let the need for segrecy
extremely important function. We have continued tobscure the honest and accurate presentation df the
make progress, but much works remains to be doneintelligence we have collected or the analyses we have
detailed in my statement of 31 October a number gfoduced.
steps that are underway to correct these serious
problems. | believe we have approached the damage done by
Ames with honesty and integrity. We have made [the
| look forward to working with the Committees tohard calls. We may have to make more. We have taken
ensure the adequate implementation of these measuths. steps necessary to discipline those responsible, to
| assure you that my colleagues in the Intelligenceduce the likelihood of such damage recurring and to
Community are fully committed to achieving thesébegin to restore the confidence of our customers|and
important reforms. the American people.

Conclusions As | said at the beginning of this report, clandestine

| regret that | cannot discuss in public more detalluman operations remain vital to this country’s security.
about the actual damage done by Aldrich Ames. To ddhey are often the most dangerous and diffiqult
so would compound that damage by confirming to thiatelligence operations to conduct. But | want to assure
Russians the extent of the damage and permit thenthe Congress and the American people that the Amefican
evaluate the success and failures of their activities. Tredandestine service will continue to conduct th¢se
| cannot do. operations and do so in the highest tradition of inte
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courage, independence and ingenuity that have madisciplinary recommendations. As a precautionpry
our service the best in the world. measure, | did ask my Deputy for Inspections, whp is
otherwise uninvolved in the Ames investigation, to view
the escrow list to advise of any individuals on it whom

Unclassified Abstract of the CIA we might have failed to interview through inadverterice.
Inspector Generals Report on the That has been our only involvement with the

Aldrich H. Ames Case escrow list.

Third, there was an unusual limitation placed on pur
Preface to the Report from the I1G inquiry at the outset caused by a desire on the pgrt of
Procedurally, this has been an unusual report for the& DCI, the Department of Justice and the U.S. Attofney
CIA IG to write. In the first instance, our inquiry wasin the Eastern District of Virginia to do nothing that
directly requested by the Chairman and Vice-Chairmagould complicate the Ames trial. We willingly compligd
of the Select Committee on Intelligence of the U.Syith these constraints, Confining ourselves|to
Senate in late February 1994—shortly after Aldrich Hyackground file reviews and interviews of non-witnesses
Ames was arrested. Normally, our congressionghtil the Ameses pled guilty on April 28, 1994. The
oversight committees ask the Director of Centradonsequence has been that we have had to cover g great
Intelligence to request an IG investigation. On thigeal of ground in a short period of time to conduct this
occasion their request was directed to the IG. investigation in order to have a report ready for the IDCI
and the congressional oversight committees| by

Second, the DCI chose to ask us to look into the Am%ptember 1994. |lam extreme|y proud of our 12_pe 'son
matter in phases after Ames’ arrest for fear of disruptingvestigative team.

the Ames prosecution. We were requested to inquire
into the circumstances surrounding the Cl investigation Apart from the unusual procedures affecting this

of the Ames betrayal: investigation, the Ames case presented several major

substantive problems as well. This case raised so thany

What procedures were in place respecting CIA issues of concern to the DCI, the oversight commitfees

counterespionage investigations at the time Ames and the American people, that we have not chosen to

volunteered to the Soviets in 1985; tell the story in our normal chronological way. Instegd,
. we have focused on themes: Ames’ life, his career his
How well did they work; and vulnerabilities. We have tried to discuss how

counterespionage investigations have been conduicted
What was the nature of CIAs cooperation with  in CIA since the Edward Lee Howard betrayal and [the
the FBI in this case. Year of the Spy, 1985—in the context of this particylar
case. Necessarily, we have made analytical judgments
On March 10, 1994, the DCI asked us to seek tghout what we have learned—some of them quite harsh.
determine if individuals in Ames’ supervisory chainwe believe this is our job—not just to present the facts,
discharged their responsibilities in the manner expectgg to tell the DCI, the oversight committees and ofher
of them and directed the Executive Director of CIA thaderS how it strikes us. We have the confidence do
prepare a list of Ames’ supervisors during the relevagijs because we have lived with the guts of Amgs'’s
periods. The DCI also directed that awards angetrayal and his unearthing for countless hours an¢l we
promotions for the individuals on the Executivepwe our readers our reactions. In this sense our 12
Director’s list be held in escrow pending the outcomgestigators are like a jury—they find the facts gnd
of the IG investigation. | wish to state at this point thathake recommendations to the DCI for his final
neither | nor any member of the team investigating thetermination. This investigative team, like a jufy,
Ames case have viewed the DCI's escrow list. Wgspresents the attitude of the intelligence professignals
wanted to be as completely unaffected by the names ®8m whose ranks they are drawn and from whom they
the list as we could be in order to discharge oWrew testimony—sometimes shocked and dismayed at
responsibility to advise the DCI objectively of possibleyhat we've learned, often appreciative of the individual
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acts of competence and courage, and always intriguegaknesses we@bserved by Ames’ colleagues a
by the complexity of the Ames story. supervisors and were tolerated by many who did
consider them highly unusual for Directoratk

In the end, the Ames case is about accountability, baBperations officeron the “not going anywher
individual and managerial. The DCI and thepromotion track. That an officer with these obsen
congressional oversight committees have made this thelnerabilitiesshould have been given countg
issue, but if they had not, we would have. As a postscriiptelligence responsibilities in Soviet operations wh
to my opening sentences, let me note that the CIA I& was in a prime position to learn of the intimate de
had begun to look into the Ames case on its own, evefthe Agency’s most sensitive operations, contact S¢
before the SSCI or the DCI had requested it, becausificials openly and then massively betray his trug
we believe that the statute setting up our office requirdsficult to justify. The IG investigative team has be
it. The issue of managerial accountability has been odesmayed at this tolerant view of Ames’ professio
of this office’s principal points of focus since itsdeficiencies and the random indifference given to
inception in 1990—and we have enjoyed mixed succeassignments, and our recommendations reflect that
in our reviews and recommendations to promote it.
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Finally, on the grander scale of how the reaction to

Seeking to determine managerial accountability in ttee major loss of Soviet cases in 1985-86 was mana
Ames case has not been an easy task. On the individoat team has been equally strict, demanding and gr,
level, we have uncovered a vast quantity of informatiodisturbed by what we saw. If Soviet operations—
about Ames’ professional sloppiness, his failure to fileffort to achieve human penetrations of the USSR
accountings, contact reports and requests for foreiforeign intelligence and counterintelligen
travel on time or at all. We have found that Ames waaformation—was the highest priority mission of t
oblivious to issues of personal security botltlandestine service of CIA in 1985-86, then the los
professionally—he left classified files on a subway traimmost of our assets in this crucadea of operatig
and in his espionage—he carried incriminatingshould have had a devastating effect on the thinkin
documents and large amounts of cash in his airlinke leaders of the DO and CIA. The effort to probe
luggage; he carried classified documents out of Cléeasondor these losses should have been of the n
facilities in shopping bags; and he openly walked intaital significance to U.S. intelligence, but particula
the Soviet Embassy in the United States and a Sovietthe CIA, and should have been pursued with
compound in Rome. We have noted that Ames’ abusémostvigor and all necessamgsources until an
of alcohol, while not constant throughout his careeexplanation—a technical or human penetration—
was chronic and interfered with his judgment and thieund.
performance of his duties. By and large his professional

It is true that the spy was found, but the course to

conclusion could have been much more rapid and di

While those few who were engaged in the search

r _ ‘ have done the best they could with what they hag

- this investigation we have concluded that the intellige

losses of 1985-86 were not pursued to the fullest e

of the capabilities of the CIA, which prides itseti
being the best intelligence service in the world.

analytical judgments and recommendations in

Report reflect that conclusion. We wish it could hd

been otherwise.

Frederick P. Hitz
Inspector General

Aldrich Hazen Ames
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Summary 1986, a small Special Task Force (STF) of four offigers
1. Inthe spring and summer of 1985, Aldrich H. Amesperating under the direction of the Counter-intelligence
began his espionage activities on behalf of the Sovigtaff (Cl Staff) was directed to begin an effort|to
Union. In 1985 and 1986, it became increasingly cledetermine the cause of the compromises. This effort,
to officials within CIA that the Agency was faced withwhich was primarily analytic in nature, paralleled a
amajor Cl problem. Asignificant number of CIA Sovieseparate FBI task force to determine whether the |FBI
sources began to be compromised, recalled to the Sotiatl been penetrated. The FBI task force ended, ard the
Union and, in many cases, executed. Anumber of theSkA STF effort diminished significantly in 1988 as its
cases were believed to have been exposed by Edwpadticipants became caught up in the creation of| the
Lee Howard, who fled the United States in Septemb&ounterintelligence Center (CIC). Between 1988 and
1985 to avoid prosecution for disclosures he made earli)90, the CIA molehunt came to a low ebb as the officers
that year. However, it was evident by fall of 1985 thahvolved concentrated on other Cl matters that were
not all of the compromised sources could be attributéelieved to have higher priority.
to him.
4. In late 1989, after his return from Rome, Amgs’
2. Laterin 1985, the first Agency efforts were initiatedifestyle and spending habits had changed as a resplt of
to ascertain whether the unexplained compromises cotlié large amounts of money he had received fron] the
be the result of: KGB in return for the information he provided. Am¢s
made no special efforts to conceal his newly acquired
a. faulty practices by the sources or the CIA wealth and, for example, paid cash for a $540,000 hgme.
officers who were assigned to handle them (i.e., This unexplained affluence was brought to the attertion
whether the cases each contained “seeds of theirof the molehunt team by a CIA employee in late 1989,
own destruction™; and a CIC officer began a financial inquiry. The
preliminary results of the financial inquiry indicat¢d
b. a physical or electronic intrusion into the several large cash transactions but were not considered
Agency’'s Moscow Station or Agency particularly significant at the time.
communications; or

5. Nevertheless, information regarding Amgs’
c. a human penetration within the Agency (a finances was provided to the Office of Security (QS)
“mole”). by CIC in 1990. A background investigation (Bl) was
conducted and a polygraph examination was schedpled.
Although they were never discounted altogether, tfihe Bl was very thorough and produced informatjon
first two theories diminished in favor over the years ahat indicated further questions about Ames and| his
possible explanations for the losses. A “molehunt—spending habits. However, this information was hot
an effort to determine whether there was a humamade available to the polygraph examiners who tested
penetration, a spy, within CIAs ranks—was pursuekim, and CIC did not take steps to ensure that|the
more or less continuously and with varying degrees ekaminers would have full knowledge of all it kngw
intensity until Ames was convicted of espionage in 1994bout Ames at the time. In April 1991, OS determimned
nine years after the compromises began to occur. that Ames had successfully completed the reinvgsti
gation polygraph with no indications of deception, just
3. The 1985-1986 compromises were first discussed he had five years previously.
in late 1985 with DCI William Casey, who directed that
the Deputy Director for Operations (DDO) make every 6. In 1991, CIA's molehunt was revitalized and
effort to determine the reason for them. In January 198&juvenated. Two counterintelligence officers we¢re
SE Division (Soviet East European Division, lateassigned full-time to find the cause of the 1985186
renamed Central Eurasia Division, directed operatioaempromises. The FBI provided two officers to wark
related to the Soviet Union and its successor states)part of the molehunt team.
instituted new and extraordinary compartmentation
measures to prevent further compromises. In the fall of
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7. During this phase, attention was redirected at Amégnes as a hostile intelligence penetration of CJA.
and a number of other possible suspects. In March 19%¥ithout their efforts, it is possible that Ames might neyer
a decision was made to complete the financial inquityave been successfully identified and prosecuted.
of Ames that had been initiated in 1989. In AugusAlthough proof of his espionage activitis@as not
1992, a correlation was made between bank depogitstained until after the FBI began its Cl investigatjon
by Ames that were identified by the financial inquiryof Ames in 1993, the CIA molehunt team played a
and meetings between Ames and a Soviet official thatitical role in providing a context for the opening of an
the Agency and FBI had authorized in 1985. The joinihtensive investigation by the FBI. Moreover, althoygh
CIA/FBI analytic effort resulted in a report written inthe CIA and the FBI have had disagreements jand
March 1993, which concluded that, among other thingdifficulties with coordination in other cases in the past,
there was a penetration of the CIA. It was expected liiyere is ample evidence to support statements by |both
CIA and FBI officials that the report, which includedFBI and CIA senior management that the Ames ¢ase
lists of CIA employees who hadccess to thewasa model of Cl cooperation between the tyvo
compromised cases, would be reviewed by the FBI agencies.
consideration of further investigative steps.

10. From its beginnings in 1986, however,
8. The totality of the information available to CICmanagement of CIA's molehunt effort was deficient in
and the FBI prompted the FBI to launch an intensive Geveral respects. These management deficiencies
investigation of Ames. During this phase, the FBtontributed to the delay in identifying Ames as a posdible
attempted to gather sufficient information to determinpenetration, evethough he was a careless spy who
whether Ames was in fact engaged in espionage, awds sloppy and inattentive to measures that would
the Agency molehunt team was relegated to a supportiognceal his activities. Despite the persistence of| the
role. Every effort was made to avoid alerting Ames tandividuals who played a part in the molehunt, it suffefed
the FBI Cl investigation. According to FBI and Agencyfrom insufficient senior management attention, a lack
officials, it was not until a search of Ames’ residentiabf proper resources, and an array of immediate |and
trash in September 1993, which produced a copy of artended distractions. The existence and toleratign of
operational note from Ames to the Russians, that thélyese deficiencies is difficult to understand in light| of
were certain Ames was a spy. After the FBI had gatherdte seriousness of the 1985-86 compromises [and
additional information, Ames was arrested on Februapspecially when considered in the context of the sg¢ries
21, 1994 and pled guilty to espionage on April 28, 1994f other Cl failures that the Agency suffered in the 19B0s
and the decade-long history of external attention tq the
9. The two CIA officers and the two FBI officers whoweaknesses of the Agency’s Cl and security programs.
began working in earnest on the possibility of an Agenchhe deficiencies reflect a CIA CI function that has pot
penetration in 1991 under the auspices of the Agencylscovered its legitimacy since the excesses of Jgmes
CIC deserve credit for the ultimate identification ofAngleton, which resulted in his involuntary retirement
from CIA in 1974. Furthermore, to some extent, the
“Angleton Syndrome” has become a canard that it Used
to downplay the role of Cl in the Agency.

11. Even in this context, it is difficult to understahd
the repeated failure to focus more attention on Anes
— earlier when his name continued to come up throughout
- the investigation. He had access to all the compronfised
| cases; his financial resources improved substantially for
' unestablished reasons; and his laziness and poor
performancevere rather widely known. All of these
are Cl indicators that should have drawn attention to
Ames. Combined, they should have made him stand
out. Arguably, these indicators played a role in the fact

Rosario Ames
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that Ames was often named as a prime suspect by thtuggcal profile of Ames that was prepared as part of this
involved in the molehunt. investigation indicates a troubled employee with a
significant potential to engage in harmful activities.
12. One result of management inattention was the
failure of CIA to bring a full range of potential resources 15. Although information regarding Ames
to bear on this counterespionage investigation. Thgeofessional and personal failings may not have heen
was an over-emphasis on operational analysis and thailable in the aggregate to all of his managers ¢r in
qualifications thought necessary to engage in suahy complete and official record, little effort was mgde
analysis, and a failure to employ fully such investigativiey those managers who were aware of Ames’ poor
techniques as financial analysis, the polygraplperformance and behavioral problems to identify [the
behavioral analysis interviews, and the review of publigroblems officially and deal with them. If Agengy
and governmental records. These problems wemeanagement had acted more responsibly gand
exacerbated by the ambiguous division of theesponsively as these problems arose, it is possiblg that
counterespionage function between CIC and OS atite Ames case could have been avoided in that he might
the continuing subordination by the Directorate afiot have been placed in a position where he could |give
Operations (DO) of CI concerns to foreign intelligencaway such sensitive source information.
collection interests. Excessive compartmentation has
broadened the gap in communications between CIC and6. The principal deficiency in the Ames case was
0S, and this problem has not been overcome desitfie failure to ensure that the Agency employed its pest
efforts to improve coordination. CIC did not sharefforts and adequate resources in determining ¢n a
information fully with OS or properly coordinate thetimely basis the cause, including the possibility gf a
OS investigative process. human penetration, of the compromises in 1985-86 of
essentially its entire cadre of Soviet sources. [he
13. These defects in the Agency’s capability tandividual officers who deserve recognition for their
conduct counterespionage investigations have be@fes in the eventual identification of Ames were for¢ed
accompanied by a degradation of the security functioe@ overcome what appears to have been significant
within the Agency due to management policies andattentiveness on the part of senior Agercy
resource decisions during the past decade. Themanagement. As time wore on and other priorifies
management policies emphasize generalization ovetervened, the 1985-86 compromises received les$ and
expertise, quantity over quality, and accommodatidass senior management attention. The compro
rather than professionalism in the security field. Thisere not addressed resolutely until the spring of

polygraphs successfully in 1986 and 1991 after he begamd crafty, but because the Agency effort
his espionage activities. inadequate.

continued to be selected for positions in SE Divisiorgtates. Senior Agency management, including at
CIC and the Counternarcotics Center that gave hiseveral DCls, Deputy Directors, DO Division Chi
significant access to highly sensitive information despitnd senior Cl and security officials, should also be held
strong evidence of performance and suitability problenagcountable for not ensuring that the Agency madle a
and, in the last few years of his career, substantiabximum effort to resolve the compromises quickly

suspicion regarding his trustworthiness. A psycho
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through the conduct of a focused investigation 22. Ames’ opportunity to expand his field experience
conducted by adequate numbers of qualified personneame with his assignment to the New York Base of|the
DO’s Foreign Resources Division from 1976 to 19B1.
What was Ames’ Career History with CIA? The PARs that Ames received during the last fouf of
18. In June 1962, Ames completed full processingis five years in New York were the strongest of
for staff employment with the Agency and entered ooareer. These PARs led Ames to be ranked in the top
duty as a GS-4 document analyst in the Record9% of GS-13 DO operations officers ranked for
Integration Division (RID) of the DO. Within RID, promotion in early 1982. He was promoted to GSr14
Ames read, coded, filed, and retrieved documents relatedviay 1982.
to clandestine operations against an East European
target. He remained in this position for five years while 23. The career momentum Ames established in New
attending George Washington University, on a part-timéork was not maintained during his 1981-83 tour in
or full-time basis. In September 1967, Ames receivedliexico City. This assignment, like his earlier tour gnd
his Bachelor of Arts degree in history with an averaghis later tour in Rome, failed to play to Ames' strengths
grade of B-. as a handler of established sources and emph

and was accepted as a CT in December 1967. WHanches. His PARs focused heavily, and negativel
Ames completed this training nearly a year later, his failure to maintain proper accountings and
was assigned to an SE Division branch. He remaingenerally unenthusiastic. In Mexico City, Ames
there for several months before beginning Turkishecame involved in an intimate relationship with the
language studies. Colombian cultural attache, Maria del Rosario Cdsas
Dupuy.
20. Ames' first overseas posting took place between
1969 and 1972. It was not a successful tour, and the24. Despite his lackluster performance in Mexico
last Performance Appraisal Report (PAR) of his tou€ity, Ames returned to Headquarters in 1983 tp a
stated, in effect, that Ames was unsuited for field workosition that he valued highly. His appointment as Chief
and should spend the remainder of his career afta branch in an SE Division Group was recommended
Headquarters. The PAR noted that Ames preferrday the officer who had supervised Ames in New York
“assignments that do not involve face-to-face situatiorad approved by Chief, SE Division and the DDO. Tjhis
with relatively unknown personalities who must bgoosition gave him access to the Agency’s worldwfide
manipulated.” Such a comment was devastating for &oviet operations. Ames completed this tour with |SE
operations officer, and Ames was discouraged enougtivision by being selected by the SE Division Chiefjas
to consider leaving the Agency. one of the primary debriefers for the defector Vitaly
Yurchenko from August to September 1985. For |his
21. Ames spent the next four years, 1972-76, atork in the SE Division Group, Ames was ranked very
Headquarters in SE Division. Managing the paperworkear the lower quarter of DO operations officers aff his
and planning associated with field operations at grade at this time.
distance was more comfortable for Ames than trying to
recruit in the field himself, and he won generally 25. By early 1984, Ames was thinking ahead to his
enthusiastic reviews from his supervisors. One payafiext field assignment and asked to go to Rome as Chief
from this improved performance was the decision iof a branch where he had access to information regafding
September 1974 to name Ames as both the Headquarteeny operations run or supported from that post. | He
and field case officer to manage a highly valuetkft for Rome in 1986. He once again began to dfink
Agency asset.
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heavily, particularly at lunch, did little work, sometimes  Analytical skills, particularly collating myriad

slept at his desk in the afternoons, rarely initiated bits of information into coherent patterns;

developmental activity, and often fell behind in

accountings, reporting and other administrative matters. Writing skills, both in drafting operational cables

Ames was successful in managing liaison relations with and crafting more intuitive thought pieces;

U.S.military intelligence units in Italy, but he registered

few other achievements. Intellectual curiosity and willingness to educate

himself on issues that were beyond the scope (
26. Ames’ mediocre performance for the Agency his immediate assignment; and

in Rome did not prevent his assignment upon his return

to Headquarters in mid-1989 to head a branch of an SE Creativity in conceiving and implementing

Division Group. Here again he had access to many sometimes complex operational schemes anfd

sensitive cases. When that position was eliminated in aliaison programs.

December 1989 reorganization of SE Division, Ames

became Chief of another SE Division branch, where he31. Ames was far less successful—and indeed was

remained until late 1990. At this time, Ames was rankegkenerally judged a failure—in overseas assignments

in the bottom 10% of DO GS-14 operations officerawhere the development and recruitment of assets|was

He appears to have been a weak manager who focutiesl key measure of his performance. For most of his

only on what interested him. career, moreover, a number of work habits also had a
dampening impact on his performance. These incluged:

=

27. Ames moved to a position in the Counter
intelligence Center in October 1990. In the CIC, where Inattention to personal hygiene and a sometimels
he remained until August 1991, he prepared analytical overbearing manner that aggravated the perceptiqn
papers on issues relating to the KGB but also had accesthat he was a poor performer;
to sensitive data bases. Discussions between Ames and
the Deputy Chief, SE Division, resulted in Ames A lack of enthusiasm for handling routine
temporary return to SE Division as head of a small KGB administrative matters. By the late 1970’s, wher
Working Group between August and November 1991. Ames was assigned to New York, this pattern o

behavior was evident in his tardy filing of financial

28. In 1991, Chief SE Division requested that a accountings and failure to document all of his
counternarcotics program be established through liaisonmeetings in contact reports. Ames’ disdain for
with the states of the former Soviet Union. Thereafter, detail also manifested itself in his pack-rat
Ames began a rotation to the Countenarcotics Centeramassing of paper and his failure, especially ir
(CNC) in December 1991. At CNC, where Ames Rome, to handle action cables appropriately ang
remained until his arrest, he worked primarily on expeditiously; and
developing a program for intelligence sharing between
the United States and cooperating countries. Selective enthusiasm. With the passage of tima,

Ames increasingly demonstrated zeal only for

29. Ames was arrested on February 21, 1994. On those few tasks that captured his imagination whilg
that date, DCI Woolsey terminated his employment with ignoring elements of his job that were of little
the Agency. personal interest to him.

\174

What were Ames’ Strengths, Weaknesses arfileeping on the Job

Vulnerabilities? 32. A significant number of individuals who haye
worked with Ames in both domestic and foreign
Performance Problems assignments state that it was not uncommon for Ames
30. Ames appears to have been most successful andde seen asleep at his desk during working hours. [This
productive in assignments that drew on his: behavior often coincided, especially in Rome andl at

326



Cl at the End of the 20th Century

Headquarters in the 1990’s, with Ames having returneadkliberately avoided filing complete and timely repa

from lunch where he consumed alcohol. of his contacts with Soviet officials in Washington.
he had done so, he believes, Agency and FBI offig

Failure to File Required Reports might have identified contradictions. Moreover,

ns
If
ials
he

33. The Agency has an established system of repoltslieves they would have seen no operational advantage

of various kinds that serve administrative, operationdl) the meetings, ceased the operation, and remove
security, and counterintelligence purposes. Ames paielady pretext for his espionage activities. This also
very little attention to a variety of these reportingrue of his meetings with Soviets in Rome.
requirements. His attention to these matters was by
and large ignored, to the extent it was known by Agendsinancial Accountings
management. 36. Throughout the coursef Ames’ career,
managers reported that they frequently counseled
Foreign Travel reprimanded him, or cited in his PAR Ames' refusa
34. Over the course of several years, Ames failed pwovide timely accountings and properly maintain
report foreign travel to OS as required by Headquartamsvolving operational funds. This is mattean a
Regulation. It is difficult to determine whether and to question of financial responsibility for DO officers.
what extent management was aware of his unreportatdo provides DO managers with anoth@ans of
travel. The official record includes no mention, butmonitoring and verifying the activities of the operatid
fellow employees appear to have had some knowledgticers they supervise.
of his travels, especially in Rome.
Foreign National Contacts and Marriage
Contact Reports 37. Ames also did not fully comply with Agenc

d the
\Was

and
to
his
It

ns

y
ith

35. Ames also failed to file timely contact reportgequirements in documenting his relationship w

regarding many of his meetings with foreign officialsRosario. He never reported his intimate relationship

While this failure originally may have been related tavith her as a “close and continuing” one while he was
his laziness and disdain for regulations, it became mareMexico City. Management was aware generally ¢f a
calculated and had serious Cl implications once he heslationship but not its intimate nature and did not pufsue

volunteered to the Soviets in 1985. Ames states thattie reporting. He did follow proper procedures

L to R: NACIC officers Rusty Capes and Anna Kline; FBI Special Agent Les Wiser; who was in
charge of the Ames Investigation and NACIC Branch Chief Frank Rafalko.

n
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obtaining approval for their marriage. However, Agency 40. In regard to why they did not deal with problems
management did not accept or implement properly trassociated with Ames’ alcohol abuse, several Aggncy

a U.S. citizen. drinking did not stand out since there were employees

Security Problems cite a lack of support from Headquarters in dealing
38. Ames also seemed predisposed to ignore aptoblem employees abroad.
violate Agency security rules and regulations. In New
York in 1976, he committed a potentially very serious 41. Medical experts believe that alcohol, because it
security violation when he left a briefcase full ofdiminishes judgment, inhibitions, and long-tefm
classified information on a New York subway train. Irthinking ability, may play some role in the decision|to
1984, Ames brought Rosario to an Agency-providedommit espionage. At the same time, becausq the
apartment; a clear violation that compromised the covaumber of spies is so small relative to the fraction of
of other operational officers. Ames also committed the U.S. population that has an alcohol abuse prohlem,
breach of security by leaving a sensitive securgatistical correlation cannot be made. As a result,
communications system unsecured at the FR/New Yoskcohol abuse cannot be said to have a predigtive
office. On July 2, 1985, Ames received the only officiatonnection to espionage and, in and of itself, cann
security violation that was issued to him when he lefised as an indicator of any real ClI significance.
his office safe open and unlocked upon departure for
the evening. Ames admits to using his home computginancial Problems
occasionally when in Rome between 1986 and 1989 to42. In 1983-85, Ames became exceedingly
draft classified memoranda and cables that he wouwldiinerable to potential espionage as a result of| his
print out and take into the office the next day. In thperception that he was facing severe financial probl¢ms.
most extreme example of his disregard for physicélccording to Ames, once Rosario moved in with Him
security regulations, of course, Ames wrapped up fiviea December 1983 he had begun to feel a financial pinch.
to seven pounds of cable traffic in plastic bags in Juanes describes being faced with a credit squeezq that
1985 and carried it out of Headquarters to deliver to thecluded a new car loan, a signature loan that had peen

KGB. “tapped to the max,” mounting credit card payments,
and, finally, a divorce settlement that he belieyed
Alcohol Abuse threatened to bankrupt him.

39. Much has been made since his arrest of Ames’
drinking habits. While it is clear that he drank too much 43. Ames claims to have first contemplat¢d
too often and there is some basis to believe this magpionage between December 1984 and February|1985
have clouded his judgment over time, he does not appear a way out of his mounting financial dilemnja.
to have been an acute alcoholic who was constantBonfronting a divorce that he knew by that time was
inebriated. Ames acknowledges the presence ofgaing to be financially draining, and facing added
variety of symptoms of alcohol addition. The ternexpenses connected with his imminent marriagé to
“alcoholic” often conjures up images of brokensomeone with already established extravagant spending
individuals who spend their days helplessly craving kabits, Ames claims that his financial predicamgnt
drink, becoming intoxicated beyond any self-controlcaused him to commit espionage for financial relief.
and only breaking out of their intoxication with severe
withdrawal symptoms. As explained in theWhy did Ames Commit Espionage?
psychological profile prepared by the psychologist 44. Ames states that his primary motivating factor
detailed to the IG, alcohol addiction is, in reality, a moror his decision to commit espionage was his desperation
subtle, insidious process. This accounts for the fact thagarding financial indebtedness he incurred at the fime
many of Ames’ colleagues and a few supervisors weod his separation from his first wife, their divorge
able to work with Ames without noticing his substancsettlement and his cohabitation with Rosario. He also
abuse problem.
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says that several otherwise inhibiting “barriers” had beateposits made by the Ameses and the operatipnal
lowered by: meetings, was an essential element in shifting the fpcus
of the molehunt toward Ames and paving the way, hoth
a.the opportunity to meet Soviet officials under psychologically and factually, for the further
Agency sanction; investigation that resulted in his arrest. Yet the finangcial
review was permitted to stall for almost a year while
b. the lack of concern that he would soon be other matters consumed the time and effort of the sipgle
subject to a reinvestigation polygraph; CIC officer who possessed the interest and ability to
necessary to conduct it. Technical management
c. his fading respect for the value of his Agency expertise to oversee the investigator’s activities and help
work as a result of lengthy discussions with Soviet guide him was lacking. Given the responsibility that
officials; and was placed on the investigator and his relafive
inexperience in conducting and analyzing finangial
d. his belief that the rules that governed others information, he did a remarkable job. But there was
did not apply to him. clearly a lack of adequate resources and expertise
available in CIC for this purpose.
Ames claims he conceived of a one-time “scam”
directed against the Soviets to obtain the $50,000 het7. If the financial inquiry had been pursued magre
believed he needed to satisfy his outstanding debt riapidly and without interruption, significant informatign
return for information about Agency operations habout Ames’finances would have been acquired earlier.
believed were actually controlled by the Soviets. He
recognized subsequently that there was no turning badlas the Counterespionage Investigation
and acted to protect himself from the Soviet intelligenc€oordinated Properly with the FBI?
services by compromising Agency sources first in the 48. Under Executive Order 12333, CIA is authorized
June 1985 “big dump.” to conduct counterintelligence activities abroad angl to
coordinate the counterintelligence activities of other
How were Indications of Substantial Changes in agencies abroad. The Order also authorizes CIA to
Ames Financial Situation Handled? conduct counterintelligence activities in the Uni
45. The financial inquiry regarding Ames began inStates, provided these activities are coordinated

purchased a home in Arlington for more than a haifational security of the United States.
million dollars in cash and made plans to remodel the

The information obtained as a result of the Amesooperation with the Bureau was excellent, according
financial review, especially the correlation betweeto FBI and CIA accounts.
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Were Sufficient Resources and Management Has Agency Use of Polygraphs and Background

Attention Devoted to the Ames Investigation? Investigations been Sufficient to Detect Possible
50. In consideration whether the resources that wekgency Counterintelligence Problems at the

applied to the molehunt were sufficient, it is necessaBarliest Time?

to evaluate the need for secrecy and compartmentatiorb3. The fact that Ames conceived, executed

If alerting a potential mole to the investigation was teustained an espionage enterprise for almost nine

discretion if any group undertaking the investigatiorechniques functioned adequately to detect a Cl pro
would be paramount. Nevertheless there must be soat¢he earliest possible time. The question then bec
balance between secrecy and progress. Despite Wieether the screening techniques, particular the per
arguments for the small size of the molehunt team, mapglygraph examinationyere adequate and why t
officers concede that more resources could have bebd not detect Ames. The available evidence indic

be avoided at all costs, then concerns about the size amakes it difficult to argue that Agency screen{g

and
ears

em
mes
odic
ney
htes

a complex Cl investigative process, the resource isst@ordination and non-sharing of derogatory informa
remains because the molehunt team members who wesacerning Ames.

made available were not focused exclusively on the task,

but were frequently diverted to other requirements. The54. Although this IG investigation necessar
limited size and diffused focus of the molehunt teafiocused onthe Ames polygraph and backgrou
does not support DO management’s assertions that itnestigations, many employees of the Office of Secl
1985-86 compromised Soviet cases were “the biggedso raised generic problems in these programs.
failure a spy Agency could have.” Rather, the resourcegnimum, these expressions of concern about
applied to the task force indicate lack of managemefgency’s polygraph program reflect a significant mor
attention to this most serious of intelligence failures. problem.

52. The resources that the Agency devoted to the55. In light of the dominant role that the polygral
when considered in light of the fact that the 1985-86me to be interested in production. For most of

compromises were the worst intelligence losses in Clifne since 1986—when the five-year periodic reinve
history.

Ames arrest at his car.

brought to bear earlier on the Ames investigation. that there were weaknesses in the polygraph methods
that were used. However, it is difficult to conclude that
51. Even accepting the argument that the team hiag techniques themselves are inadequate since the major
to be small to maintain compartmentation and to manafgdling in the Ames case appears to be traceable tonon-
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molehuntwere inadequate from the outset, especiallylays in the reinvestigation process, OS management

the
Sti-
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gation program was begun—until the present, theoftware while in Rome. These notes, however, were
reinvestigation program has been behind schedule. passed only in paper form. Ames began preparing at
a result, OS managers have stressed the succeskirhe and passing computer disks to the Soviets fafter
completion of polygraph examinations. Manyreturning to Washington. These disks had bgen
examiners believe that this requirement implicitlhypassword-protected by the Russians. The information
stressed quantity over quality. In addition to theontained on the disks, according to Ames, consisted
pressures of production, the lack of experience in thanly of one or two-page messages from him to|his
polygraph corps has detrimentally affected the Agencysandler. All other information he passed was in fthe
polygraph program. The 1988 IG inspection of théorm of paper copies of documents. The intent wag for
polygraph program noted this loss of experience. Marymes to leave a disk at a drop site and have the $same
current and former OS polygraphers say that the Qfsk returned later at his pick-up site.
policy of promoting generalists has caused the loss of
experience. Many individuals also cite the lack of 58. Ames says that passing disks and usjng
complete information on testing subjects as a defect frasswords was entirely his idea. Although Ames admits
the Agency’s polygraph program. to discussing Agency computer systems with the
Soviets, he says it was obvious that his handlers| had
56. The 1986 polygraph of Ames was deficient andittle or no expertise in basic computer skills. Anles
the 1991 polygraph sessions were not properljescribes his handlers as being “rather proud of their
coordinated by CIC after they were requested. THeaving been able to turn a machine on, crank up
Office of Security (OS) conducted a backgroundVordPerfect and get my message on it.”
investigation (BI) prior to Ames’ polygraph examination
in 1991. This 1991 Bl is deemed by OS personnel to be59. Ames states consistently that he did not usg¢ or
a very professional and in-depth investigation of Amesibuse computer access as a means for enhancing his
personal and professional activities. The investigatespionage capabilities. He explains that the computer
who conducted this Bl deserves great credit for theystems to which he had access in CIC, SE/CE Division
competency and thoroughness of her effort@and Rome Station were “really no more than bona fiide
Unfortunately, the results of this 1991 Bl were noelectric typewriters.” He does say, however, that fhis
available to the polygraph examiners at the time thehanged after he was given access to the CNC Local
tested Ames nor was financial information that had beéxrea Network (LAN). That LAN featured the DO
developed by CIC. Ultimately, the miscommunicatioomessage delivery system (MDS). However, the ONC
between CIC and OS components that were involvéerminals differed from DO LANSs in that the capabil
led the individual examiners to conduct standarth download information to floppy disks had not bgen
reinvestigation polygraph tests that Ames passed. Baldisabled in the CNC LAN. The combination of having
examiners say that having such detailed informatiche MDS system available on terminals that had floppy
available could have significantly altered their approaatiisk capabilities represented a serious sysiem
to testing Ames. vulnerability.

To what Extent did Ames Use Computer Access and 60. Ames clearly viewed his access to the CNC LAN
Capabilities to Engage in Espionage Activities? as a very significant event in his ability to conduict
57. Ames reports that he bought his first computegspionage. The broadened access, combined with the
in the late winter or early spring of 1986 just prior t&ompactness of disks, greatly enhanced the volunje of
leaving for Rome. Ames’interest, however, was limitedata he could carry out of Agency facilities with
to computer applications rather than the technicalgnificant reduced risk. Fortunately, he was arrested
aspects of computer science or programming. Améefore he could take full advantage of this sysiem
admits to using his home computer occasionally whemlnerability.
in Rome to draft classified memoranda and cables that
he would print out and take into the office the next day. 61. No specific precautions were taken by Agency
Ames admits to writing all his notes to the Soviets onfficials to minimize Ames’ computer access [to
his home computer using WordPerfect word processitigformation within the scope of his official duties. |n
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fact, there is one instance where Ames was grante®5. Many senior managers and other officers have
expanded computer access despite expressionsstwbng opinions regarding whether the Agency’s|Cl

concern by CIC and SE Divison management at tiedement, at least the portion that handles posgible
time about his trustworthiness. Ames states he wpsnetrations of the Agency, should report through|the
surprised when he signed on and found that he hB®0O. A number of officers believe that taking the [CI
access to information about double agent cases. Thiaction out of the DO would permit the addition [of
allowed him to compromise a significant amount gbersonnel who are not subject to the limitations of|the
sensitive data from the CIC to which he did not have &0 culture and mindset. Other officers view the

established need-to-know. prospect of taking counterespionage outside the DD as
impossible and potentially disastrous. Doing so, they

Is There any Merit to the Allegations in the argue, would never work because access to|DO

“Poison Fax?” information would become more difficult. Some

62. In April 1994, an anonymous memorandum wasfficers also argue that reporting directly to the OCI
faxed to the Senate Select Committee on Intelligene@uld be copying the KGB approach, which proved
criticizing CIA counterintelligence policies andover the years to be unworkable. As a counter argument,
practices. That memorandum, which came to be knowowever, former DCI Webster believes, in retrospgct,
as the “poison fax,” also alleged that an SE Divisiotihat the CIC he created in 1988 should have report¢d to
manager had warned Ames he was suspected of bding directly with an informational reporting role to the
a KGB mole and that a message from the field confirm&DO.
this. These allegations were featured in the press and
raised gquestions in the Congress. No evidence has bédare CIA Counterintelligence Personnel Who

found to substantiate these allegations. Conducted the Molehunt Properly Qualified by
Training and Experience?

Has CIA Been Effectively Organized to Detect 66. Of the four officers who were assigned to the

Penetrations Such as Ames? STF in 1986, one remained when the molehunt team

63. During the period of the Agency molehunt thatvas established in CIC in 1991 to continue to pursue
led to Ames, the CI function and its counterespionadiee cause of the 1985-86 compromises. That officer
element was divided between the DO and OS. Thigas chosen to head the effort primarily because|she
division created problems that adversely affected theas an experienced SE Division officer, was familiar
Agency'’s ability to focus on Ames. Although attemptsvith the KGB and wanted to pursue the compromisges.
were made to overcome these problems by writtékccording to her supervisor, there were not many other
understandings and the assignment of OS officersémployees who had the years of experience,|the
CIC, these attempts were not altogether successful.operational knowledge, the interest, the temperanjent,

and the personality to persist in this effort. She yas

64. Senior security officials have pointed out thafoined by another officer who had headed the Mos¢ow
there always has been a “fault line” in communicatioriBask Force inquiry charged with doing the DO dampge
between the CIC, and its predecessors, and the OS. Hsisessment concerning the Lonetree/Bracy allegations.
division has created a number of problems, given tlethird officer, who had been on rotation to CIC frgm
disparate cultures of the two organizations. Attemptie Office of Security was chosen to assist the téam
are being made to employ CIC-OS teams to overcorhecause of his background and Cl experience, althpugh
these problems, but the problems are inherent to the was not actually made a team member until June
division of CI responsibility for Cl between CIC and1993. While this investigator was certainly not the only
OS interfered with a comprehensive approach to tiperson in CIA who was capable of performing a
molehunt. When financial leads were obtained in 198®ancial analysis, he was the only one who was kngpwn
and 1990, CIC essentially turned the matter over to @§ and trusted by, the team leader. He was ideal in her
for Ames’ investigation but failed to communicate al/iew because of his previous work with her on other ClI
the relevant facts effectively with the OS personnel wheases. In addition, two FBI officers were assigned to
were involved in the reinvestigation. the effort.
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67. Put most simply, the consensus view of those Was the Molehunt that led to Ames Managed
CIC who were directly involved in the molehunt seemBroperly, and Who was Responsible?

to be that good Cl officers have both innate and learned’0. Supervisors responsibility for the molehunt that

characteristics that make them effective. In addition &ventually led to Ames shifted over time as manag
innate Cl ability, a good Cl analyst needs a great deal@fjanizations and circumstances changed.
general and particular knowledge to make the mental

connections necessary to conduct a Cl investigation71. The primary responsibility for the molehu

General knowledge in the molehunt context refers teithin the Agency rested with officials in the ClI Staff,

knowledge of the KGB, while particular knowledgdater the CIC, as well as senior DO managem
refers to knowledge of the 1985-86 compromised casésanagement of the molehunt during the initial, anal
In addition, many CIC employees say that operationghase was inconsistent and sporadic. Although |

ers,
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experience is essential to Cl work. Although this generiaterest was expressed from time to time in determi
and particular knowledge can be acquired through stugghat went wrong, the resources devoted to the mol

ing
unt

for the most part it is obtained over years of experienegere quite modest, especially considering the

actually working on foreign intelligence operations andignificance to the DO and the Agency of the r
Cl cases in a particular subject area. compromise of essentially all major Soviet sourd
Those directly engaged in the molehunt also ha
68. In the judgment of the IG, these criteria foicontend with competing assignments and were distra
gualifications as a Cl analyst and for the process fibm the molehunt by other possible explanations
conducting a Cl investigation reflect a very narrow viewhe compromises, such as technical penetrations arn
of the scope and nature of ClI investigations. In tHeonetree/Bracy case, that eventually proved not tg
Ames case, it was unduly cramped and justified druitful. Senior Cl managers at the time admit that t
unfortunate resistance to adding more personnel to theuld, and probably should, have devoted m
molehunt unless they were deemed by the team leadesources to the effort.
to be qualified. Further, this view of counterespionage
presents significant risks both to the Agency and72. In the CI staff, the early years of the moleh
successful prosecutions in the future. In the Amegere primarily analytical and episodic, rather th
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investigation, the equities of any future prosecution wehevestigative and comprehensive. Although informatjon

protected by the fact of FBI participation. Lawgathering and file review are important, little else app
enforcement officers bring an understanding ab have been done during this time. A number of
investigative procedure critical to building a successfahses concerning Agency employees were opened
prosecution. Without FBI participation, the risk of then suspicious activity, but none were brought
narrow CIC view is that prosecutions may beesolution. No comprehensive list of Agency office
jeopardized in future CI investigations. In addition tevith the requisite access was created and analyzed o
protecting Agency and prosecutive equities, training tis stage in an attempt to narrow the focus of
law enforcement and other investigative techniquesolehunt.
would expand the scope of information and techniques
available to the Agency’s Cl investigators. 73. SE Division management must also assume s
responsibility, given the fact that the 1985-
69. Despite these general shortcomings in Cl trainingpmpromises involved major SE Division assets.
and methodology, the molehunters performeDivision management should have insisted upon
admirably. Their work included useful analysis thagxtensive effort and added its own resources if nece
helped advance the resolution of the 1986-8® determine the cause of the compromises. It is
compromises significantly. On occasion, their worlkufficient to say, as these and many other officials
also went beyond the scope of what had been considededthat they did not more closely monitor or encour
an adequate CI investigation to that point. Thus, thélye molehunt effort because they knew they w
advanced the art form of Cl investigations within theuspects themselves and did not wish to appear
CIA. Inthe final analysis, they contributed substantiallgttempting to influence the matter in an undue fash
to catching a spy. The distinction between encouraging a responsible €
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and improperly interfering in the process of that efforis initiative and interest in financial analysis and it
is considerable. In any event, another senior SE officiappears clear that an inquiry into Ames finances would
who was not on the list could have been given theot have occurred to anyone else in CIC had hel not
necessary authority and responsibility. been available to suggest it and carry it out. Howgver,
the failure to either dedicate the investigator fully| to
74. Given the importance of the compromises anthis inquiry before 1992, or to bring in other officars
the need to determine their cause, the DDOs during thigio would have been able to conduct a similar or npore
phase also must bear responsibility for not paying motieorough financial analysis of Ames, represents onge of
attention to and better managing the molehunt. the most glaring shortcomings of the molehunt. Tfhis
failure alone appears to have delayed the identificgtion
75. Beyond those in the DO and CIC who had direatf Ames by at least two years.
responsibility for the molehunt during this phase, OS
should have done a better job of developing leads tha78. In 1993, when the FBI opened an intensive|Cl
would have assisted the molehunt team in focusing itsvestigation of Ames, the Agency was fully cooperative
attention on Ames as early as 1986. In the mid-198Gsnd provided excellent support to the FBJ's
OS had fallen behind in its reinvestigation polygraphsgvestigation. CIA deferred to the FBI decisiohs
and many officers had not been repolygraphed foegarding the investigation and allowed Ames continued
periods much longer than the required five-yeaaiccess to classified information in order to avoid alerfing
intervals. Ames had not been polygraphed for almoktm and to assist in developing evidence of
ten years when he was scheduled for a reinvestigatiespionage. The common goal was to apprehend

guestions but failed to reveal any problems despite tpeosecution. As has been stated earlier, the ClI
fact he had begun spying for the Soviets a year earli@orking relationship during the FBI phases appears to
and he reports he was very apprehensive at the tifmgve been a model of cooperation.
about being exposed.

76. The reorganization of OS in 1986 was followed The White House
in 1988 by the creation of the CIC which included a
large OS contingent as an integral part of the CIC. While Office of the Press Secretary
one of the purposes of CIC was to consolidate all of the _
Agency'’s Cl resources in a single component, the result™©" Immediate Release May 3, 1994
was an overlap of missions, jurisdictional struggles at Statement By The Press Secretary
the highest levels of OS and CIC, and a failure to share
information. According to a May 1991 Office of U.S. Counterintelligence Effectiveness

Inspector General Report of Inspection concerning OS,
these prob|ems were caused by the failure of AgencypreSident Clinton Signed todayaPreSidentiaI Decision
management to define the relative responsibilities &irective on U.S. counterintelligence effectivenesg to
the two components, to provide a mechanism for f@ster increased cooperation, coordination and
smooth flow of information between them, and tgccountability among all U.S. counterintelligence
establish pohcy for managing cases of common interegg€encies. The President has directed the creation] of a
new national counterintelligence policy structure under

77. CIC and the FBI can be credited for initiating &he auspices of the National Security Council.|In
collaborative effort to revitalize the molehunt in Apr"addition, he has directed the creation of a new Natipnal
1991. However, CIC management must also be&ounterintelligence Center, initially to be led by a semior
responsibility for not allocating sufficient dedicatedexecutive of the Federal Bureau of Investigation. Finm”y,
resources to ensure that the effort was carried oiffe President’s Decision Directive requires that
thoroughly, professionally and expeditiously. The dela§xchange of senior managers between the CIA andl the
in the financial inquiry can be attributed largely to th& Bl to ensure timely and close coordination betwgen
lack of investigative resources allocated to the efforii€ intelligence and law enforcement communities
The CIC investigator deserves a great deal of credit for

334



Cl at the End of the 20th Cent

ury

The President’s decision to take these significant stepsprovements in the coordination of o
of restructuring U.S. counterintelligence policy andounterintelligence (Cl) activities. The recent DCI g

ir
\nd

interagency coordination, followed a Presidentialttorney General Joint Task Force on Intelligence

Review of U.S. counterintelligence in the wake of th€ommunity-Law Enforcement Relations noted t
Aldrich Ames espionage investigation. The Presidenthanges to the basic underlying legal authorities defi
in issuing this Directive, has taken immediate steps the relationship between the intelligence and

improve our ability to counter both traditional and nevenforcement communities are not required. Rather
threatsto our nation’s security in the post-Coldtask force concluded that what is needed...” is for

hat

hing

aw
the
the

War era. two communities to improve their understanding of tieir

respective needs and operating practices...to coof

erate

Fact Sheet: earlier, more closely, and more consistently on malters

U.S. Counterintelligence Effectiveness in which they both have a separate but parallel inter
Many threats to the national security of the Unitedhis Directive outlines specific steps which will be tal
States have been significantly reduced by the break-tqpachieve the objective of improved cooperation.
of the Soviet Union and the end of the Cold War. Core
U.S. concepts—democracy and market economics—Executive Order 12333 designates the Natig
are more broadly accepted around the world than ev@ecurity Council (NSC) “as the highest Execut
before. Nevertheless, recent events at home and abr&uanch entity that provides review of, guidance for
make clear that numerous threats to our national interedtsection to the conduct of,” among other thing
— terrorism, proliferating weapons of mass destructiowounterintelligence policies and programs. Consis
ethnic conflicts, sluggish economic growth— continuavith E.O. 12333, the President directed the creatig
to exist and must be effectively addressed. In thisnew CI structure, under the direction of the NSC
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context, it is critical that the U.S. maintain a highlythe coordination of Cl policy matters in order to integtate

effective and coordinated counterintelligence capabilitynore fully government-wide counterintelligeng
capabilities, to foster greater cooperation among
Areview of U.S. counterintelligence effectiveness irvarious departments and agencies with

e
the
Cl

the wake of the Ames case highlights the need foesponsibilities and to establish greater accountability

for the creation of Cl policy and its execution. This n
structure will ensure that all relevant departments
agencies have a full and free exchange of informa
necessary to achieve maximum effectiveness of the
counterintelligence effort, consistent wi
U.S. law.

Nothing in this directive amends or changes
authorities and responsibilities of the DCI, Secretar
Defense, Secretary of State, Attorney General or Dirg
of the FBI, as contained in the National Security Ac
1947, other existing laws and E.O. 12333.

The following specific initiatives will be undertake
to improve U.S. counterintelligence effectiveness:

National Counterintelligence Policy Coordination
A National Counterintelligence Policy Board (Poli
Board) is hereby established and directed to repd

National Security Affairs. The existing Cl policy al

Keith Hall, first Chairman of National
Counterintelligence Board.
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coordination structure, the National Advisory Group foCounterintelligence Integration and Cooperation
Counterintelligence, is hereby abolished and its Cl The Policy Board, with the assistance of the DCI
functions transferred to the Policy Board. the cooperation of the Director of the FBI, the Secre
of Defense, and the Secretary of State, will establi
The Policy Board will consist of one senior executivéNational Counterintelligence Center within 90 days
representative each from DCI/CIA; the FBI; thehis directive.
Departments of Defense, State, and Justice; a Military

Assistant to the President and Senior Director fananagement experience will serve as the Chief of
Intelligence Programs. National Cl Center and a senior Military Departm
CI component executive will serve as the Deputy C
The Chairman of the Policy Board will be designatedf the National CI Center. These agencies will hold th
by the DCI in consultation with the Assistant to theositions for an initial period of 4 years, after whi
President for National Security Affairs. The Chairmanvith the approval of the National CI Policy Board a
will serve for a period of two years. The position ofn consultation with the Assistant to the President
Chairman of the Policy Board will be rotated amondNational Security Affairs, the leadership positions V
the CIA, FBI, and Department of Defense. rotate, for 2 year terms, among the FBI, DoD and Q
At all such times that the FBI does not hold the posi
The Policy Board will consider, develop and reeomof Chief, it will hold the position of Deputy Chief.
mend for implementation to the Assistant to the
President for National Security Affairs policy and The National Counterintelligence Center will
planning directives for U.S. counterintelligence. Théocated, staffed and initially structured as recommen
Policy Board will be the principal mechanism forin PDD-44.
reviewing and proposing to the NSC staff legislative
initiatives and executive orders pertaining to U.S. The National Counterintelligence Center w
counterintelligence. This Board will coordinate thamplement interagency Cl activities as describeg
development of interagency agreements and resol?®D-44 and report to the Policy Board.
conflicts that may arise over the terms and
implementation of these agreements. The National Counterintelligence Center will ser
as the interagency forum for complementary activi
A National Counterintelligence Operations Boarcdamong Cl agencies. The CIA's Counterintelliger

Board with senior Cl representatives from CIA, FBlgxecute on behalf of the DCI his authorities to coordi
DoD, the Military Department ClI components, NSAall U.S. counterintelligence activities overseas.
State, Justice, and Chief of the National Cl Center

Counterespionage Group will be permanently staj
The Chairman of the Operations Board will beby a senior executive from the FBI.

appointed by the Policy Board from among the CIA,
FBI, or DoD, and rotated every two years. The CIA counterintelligence officers will permanent
Chairmanship of the Policy Board and the Operatiorstaff appropriate management positions in the F
Board will not be held by the same agency at any omdational Security Division and/or FBI Field Offices
time. The Operations Board will discuss and develop
from an operational perspective matters to be considered he Policy Board will be responsible for the regy

will oversee all coordinating subgroups, resolve specifiwoordination of U.S. counterintelligence programs.
conflicts concerning Cl operations and investigationBolicy Board will provide an annual report to t
and identify potential CI policy conflicts for referral to Assistant to the President for National Security Affg
the Policy Board. on U.S. counterintelligence effectiveness.

Department Cl component; and the NSC, SpecialA senior FBI executive with Cl operational and

(Operations Board) will be established under the Poliggenter will serve as the ClI component for the CIA xnd

or already under consideration by the Policy Board. fhonitoring and review of the integration and
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Preparing for the 21st Century: performed properly, the CI function is integral to the

intelligence activity itself and part of the overall secu

An Appraisal of U.S. Intelligence

the consequences of poor Cl can be disastrous
Background deadly.

On 1 March 1996, the Commission on the Roles and

Capabilities of the United States Intelligence In Chapter 2 of the report, the Commission fifst

ity

of the organization. As the Ames case demonstrated,

and

Community—generally known as the Aspin-Brownyegribes the basic CI functions of detecting and

Commission—released its final report entitled,,njioring the activities of foreign intelligence servig
Preparing for the 21st Century: An Appraisal of U.S\ 4 investigating those suspected of espionage

Intelligence This Commission was chartered by_nowever, is an integral part of the entire intellige

es
Cl,
ce

Congress in October 1994 to conduct a comprehensiy& ass  and all agencies that undertake intelligénce

review of American intelligence. The CommIssion. e tion must be constantly on guard that what they
began operation on 1 March 1995 and conducteq.gyiact is genuine. This requires continuous evaluafion

rigorous inquiry during the following year. A

distinguished panel of 17 individuals composed thge, *ntelligence analysts who are familiar with

Commission, which was first chaired by Les Aspin untjly~ i, of information on a particular topic are often
his untimely death on 21 May 1995 and then by Dy position to detect anomalies.

Harold Brown. It reviewed 19 separate issues that were
identified by Congress for assessment. The Commissiﬂqree Overarching Themes

of their sources as well as the information gathered from

he
in

received formal testimony from 84 witnesses, and itS\while the Commission’s recommendations addfess

staff interviewed over 200 other individuals. a great many issues, there are three discern

o _ overarching themes:
The mandate of the Commission was to review the

efficacy and appropriateness of the activities of the US 1. The need to better integrate intelligence intd

Intelligence Community (IC) in the post Cold War global the policy community it serves. Intelligence
environment and to make such recommendations as th%annot operate successfully in a vacuum. Its

Commis_sion considered adyisgble. As required by law, effectiveness is largely a function of its
the Chairman of the Commission—Dr. Harold Brown, oqnqnsjveness, and its responsiveness is a functi
former Secretary of Defense—submitted the report and ¢ e rejationships it has with those it serves, fron
its recommen(_jathns to the Pre5|dent and to thethe President on down.
Congressional intelligence committees.

2.The need for intelligence agencies to operat;
as a “community.” In times of crisis or war,
intelligence agencies overcome the obstacles th
separate them and pull together toward a commag
objective. By all accounts, it is in such situations

The Goal of the Report

This 200-page report contains a number of
recommendations for action by the Executive and
Legislative Branches that would, in the view of the
Commission, produce a more effective, more efficient

and more re§ponsive Intelligence Community to serve to create the same level of performance in thg
the nation’s interests. absence of cfisis.

The unclassified report has concluded that the IC, with 3. The need to create greater efficiency. The
14 separate agencies, is functioning well in its current Commission’s report suggests a number of way
form and performing a valuable service for the rest of this might be done. Few will be easy. If the
the government. The report does, however, call for

. L D intelligence function is to retain its vitality,
increased efficiencies in the organizations.

The Commission’s View of Counterintelligence modern management practices must be broug
The Commission stated that counterintelligence (Cl) to the system

is a critical part of nearly all intelligence activities. When

' that intelligence performs best. The challenge i$

however, and if the confidence of the Congress$
and the public is to be restored, more rigor and

ible
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The Commission concluded that intelligence agenci¢mve a long-term positive effect; the Commiss
have not performed this crucial function very wellbelieves it is still too early to evaluate this issue.
Virtually all have suffered severe losses because of a
failure to recognize anomalous behavior on the part ofThe Commission concluded that, because Cl i
their own employees. Some have also had problerogicial to the success of the entire enterprise, th
recognizing anomalies in the behavior of their sourcesust sustain the renewed emphasis recently place
or in the appearance or actions of their targets. The Antess function. Cl must be viewed not as an annoy
spy case revealed serious shortcomings in boittrusion, but rather as an integral part of the intellige
categories. process. It must focus not only on protecting our ¢

sensitive information but also equally on efforts

In Chapter 6, the Commission concluded that, givemanipulate our collection and analysis through dot
the history of Cl failures in CIA operations, the conceragents or other means. This process requires a ¢
remains that the Cl function may not have found itepenness of mind and a willingness continually
permanent place in CIAs overall foreign intelligencebalance the conclusions drawn from intelligence v
mission. the possibility of deliberate deception by a target.

In Chapter 7, the Commission stated that the Gummary of the Commission’s
function is not readily amenable to budgetary trade-offsey Recommendations
among the various agency CI staffs. However, they The Commission perceives four functional roles
concluded that there is a need for an independent reviawelligence agencies—collection, analysis, cov
of Cl budgets to ensure that adequate resources are beicipn, and Cl—as well as a number of “missions’
allocated to this function consistent with nationaterms of providing substantive support to particy
objectives and priorities. In the past, funding for Chovernmental functions. In each of the 14 chaptern
activities has occasionally been a convenient place fits report, the Brown Commission summarized
agencies under budget pressures to find money for otimgincipal recommendations. Cited below are
activities. This must be assiduously prevented. Commission’s key recommendations that are contal

in each chapter.

The Commission believes that funding for ClI
activities should remain a part of the National Foreig€hapter 1. The Need To Maintain an Intelligence
Intelligence Program. At the same time, it is useful t€apability

(NACIPB) perform a separate review of Cl budgetshould continue to maintain a strong intelligen
This approach should provide assurance that fundingdapability. US intelligence has made, and continug
adequate to achieve national objectives and prioritiésake, vital contributions to the nation’s security.
as well as prevent CI funds being used for othgrerformance can be improved. Its can be made n
purposes. efficient. But it must be preserved.

In the wake of the Ames case, the IC made sweepi@hapter 2. The Role of Intelligence
changes to its Cl infrastructure. Anew NACIPB, which The Commission concludes that a capability]
reports to the Assistant to the President for Nationabnduct covert actions should be maintained to pro
Security Affairs, was created to coordinate Cl activitiethe president with an option short of military actig
and resolve interagency disagreements. In addition, ttwaen diplomacy alone cannot do the job. The capal]
National Counterintelligence Center (NACIC) wasamust be utilized only where essential to accomplist
created to share and evaluate information regardimgportant and identifiable foreign policy objectives a
foreign intelligence threats. only where a compelling reason exists why

involvement cannot be disclosed.

The Commission reported that the area of Cl has
undergone significant changes over the past two years.

They question, however, whether these changes will
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Chapter 3. The Need for Policy Guidance Chapter 5. The Organizational
The Commission recommends a two-tier structure farrangements for the IC

carry out the institutional role of the National Security To improve the ability of the Director of Centrpl
Council (NSC). A“Committee on Foreign Intelligence”Intelligence to manage the IC, the commission
should be created, chaired by the Assistant to thecommends that the current position of Deputy Direftor
President for Nation Security Affairs and includes thef Central Intelligence be replaced with two ngw
DCI, the Deputy Secretary of Defense, and the Deputigputies to the DCI: one deputy for the IC and one With
Secretary of State. This Committee should meet at ledsty-to-day responsibility for managing the CIA. B}:th

semiannually and provide broad guidance on majarould be appointed by the president and confirmed by
issues. A subordinate “Consumers Committeethe Senate. The deputy for the CIA would be appoipted
comprising representatives of the major consumers diad a fixed term. To give the DCI greater bureaucratic
producers of intelligence, should meet more frequentlyeight within the IC, the DCI would concur in the
to provide ongoing guidance for collection and analys@ppointment or recommendation for appointment ofjthe
and periodically to assess the performance bkads of national intelligence elements within the
intelligence agencies in meeting the needs of the Fedddalpartment of Defense and would be consulted \vith
Government. respect to the appointment of other senior officials within
the IC. The Directors of the National Security Agency
Chapter 4. The Need for a Coordinated Response tand Central Imagery Office or its successor aggncy
Global Crime would be dual hatted as Assistant Directors of Central
The Commission recommends the establishment loftelligence for signals intelligence and imagery,
a single element of the NSC—a Committee on Globedspectively. Their performance in those capacities
Crime—chaired by the Assistant to the President fevould be evaluated by the DCI as part of their rating by
National Security Affairs and including, at a minimumthe Secretary of Defense. In addition, the DCI would be
the Secretaries of State and Defense, the Attorngiyen new tools to carry out his responsibilities wjith
General, and the DCI to develop and coordinatespect to the intelligence budget and new authority pver
appropriate strategies to counter such threats to natiothe intelligence personnel system.
security.

Chapter 6. Central Intelligence Agency

For these strategies to be effective, the relationshipTo provide greater continuity in the management of
between intelligence and law enforcement also musie CIA, the Commission recommends that the Deputy
be substantially improved. In this regard, th®CI responsible for the CIA be appointed to a fi
Commission recommends: term with an overall length of six years, renewabl

coordinator of the law enforcement community career progression of CIA managers. Separate career
for purposes of formulating the nation’s law tracks with appropriate opportunities for advancement
enforcement response to global crime. ought to be provided for specialists who are not sel
as managers. Clear guidelines should be issued regdrding
2. The authority of intelligence agencies to the types of information that should be brought to the
collect information concerning foreign persons attention of senior Agency managers, including the [DCI
abroad for law enforcement purposes should be and Deputy DCI.
clarified by executive order.
3. The sharing of relevant information between Chapter 7. The Need for a More Effective Budget
the two communities should be expanded. Structure and Process
The Commission recommends that the budgef for
4. The coordination of law enforcement and national intelligence be substantially realigned.
intelligence activities overseas should be Programs grouping similar kinds of intelligenge
improved. activities should be created under separate discipline
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managers reporting to the DCI. For example, all signagencies within the DOD that decide to reduce their
intelligence activities would be grouped under theivilian work force by 10 percent or more beyond the
discipline management of the Director of the Nationglresent Congressionally mandated level. Agencieq that
Security Agency. These discipline managers also woudrail themselves of this authority would identify
coordinate the funding of activities within theirpositions no longer needed for the health and viahility
respective disciplines in the defense-wide or tacticaf their organization. The incumbents of such positigns,

principal information tool for resource managemerglimination who was close to retirement and would
across the IC. be allowed to leave under the accelerated retire
provisions. New employees would be hired to fill so
Chapter 8. Improving Intelligence Analysis but not all, of the vacancies created, providing the s
The Commission recommends that intelligenceecessary to satisfy the current and future needs qgf the
producers take a more systematic approach to buildiagency involved.
relationships with consumers in policy agencies. Key
consumers should be identified and consultedFour separate civilian personnel systems exist within
individually with respect to the form of support theythe IC. These systems discourage rotation between
desire. Producers should offer to place analysts diredtgelligence agencies, which is key to functioning gs a
on the staffs of consumers at senior levels. “community.” In addition, many aspects of personpel
and administration could be performed more efficieftly
The Commission recommends that the skills anfithey were centralized.
expertise of intelligence analysts be more consistently
and extensively developed and that greater use be madehe Commission recommends the DCI consolidate
of substantive experts outside the IC. A greater eff@tich functions where possible or, if centralization is|not
also should be made to better harness the vast univeesesonable, issue uniform standards governing such
of information now available from open sources. Thieinctions. The Commission also recommends |the
systems establishing electronic links between producereation of a single “Senior Executive Service” for the
and consumers currently being implemented should & under the overall management of the DCI.
given a higher priority.
Chapter 10. Military Intelligence
The Commission recommends that the existing The Commission did find that progress had been made
organization that prepares intelligence estimates, timereducing duplication in military intelligence analysis
National Intelligence Council, be restructured to beconand production, but that the size and functions of|the
a more broadly based “National Assessments Centartimerous organizations performing these functipns
It would remain under the purview of the DCI but beontinued to raise concern. The Commiss|on
located outside the CIA to take advantage of a broadecommends that the Secretary of Defense undertake a
range of information and expertise. comprehensive examination of the size and missjons
of these organizations.
Chapter 9. The Need to “Right-Size” and
Rebuild the Community The Commission recommends that the Director|for
The Commission recommends the enactment of ndémielligence (J-2), who is now an officer assigned to[the
legislation giving the most severely affected intelligend®efense Intelligence Agency, be constituted as paft of
agencies a one-year window to “right-size” their workthe Joint Staff and be made responsible for providling
forces to the needs of their organization. Such authoritytelligence support to joint war fighting and for
would be available only to the CIA and to intelligence
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executing the functions of the Joint Chiefs of Staff a€hapter 12. International Cooperation
they pertain to intelligence. The Commission recommends that the DCI and|the
Secretaries of State and Defense develop a strategy that
The Commission also found that a problem continuediill serve as the normal basis for sharing information
to exist with respect to how information produced bglerived from intelligence in a multination
national and tactical intelligence systems ignvironment.
communicated to commanders in the field. Many
organizations and coordinating entities within DOD ar€hapter 13. Cost of Intelligence
working on aspects of this problem, but no one, shortThe Commission recommends a number of actjons
of the Secretary of Defense, appears to be in chargaat it believes would, if implemented, reduce the ¢ost
The Commission recommends that a single focal poiof intelligence. In particular, the Commission belieyes
be established on the staff of the Secretary of Defenat, until the IC reforms its budget structure and progess,
to bring together all of the relevant players and interests recommended in Chapter 7, it will remain poarly
to solve these problems. It considers the Assistapositioned to identify potential cost reductions.
Secretary of Defense (Command, ControlChapter 14. Accountability and Oversight
Communication, and Intelligence) to be the appropriate
official for this purpose. The Commission recommends that the president or
his designee disclose the total amount of mohey
The Commission recommends that the clandestia@propriated for intelligence activities during the current
recruitment of human sources, now carried out by activiscal year and the total amount being requested fof the
duty military officers assigned to the Defense HUMINThext fiscal year. The disclosure of additional detall
Service, be transferred to the CIA, utilizing militaryshould not be permitted.
personnel on detail from the DOD as necessary.

The Commission recommends a comprehensive
Chapter 11. Space Reconnaissance and the review of these arrangements by the Intelligepce
Management of Technical Collection Oversight Board to ensure effective performance of the

The Commission recommends greater internation@versight function.

cooperation in space reconnaissance through expanded
government-to-government arrangements as a means
of dealing with both the vulnerability and cost of US Robert Chaegon Kim
space systems. In this regard, the Commission proposes

a two-tier approach as a model for such collaboration.(The following are excerpts from the Affidavit in
The Commission also recommends that the Presidejifpport of the arrest warrant and search warrant on|Kim
re-examine certain restrictions on the licensing dfled in the US District Court, Eastern District of
commercial imaging systems for foreign sale in ordefirginia, Case Number:96-00791-m.)
to encourage greater investment by US firms in such
systems. Robert Chaegon Kim, an employee of the Officq of
Naval Intelligence (“ONI"), is knowingly and withoy
The Commission endorses greater coordinatiofuthorization transmitting classified docume;]ts,

—r

between the space programs of the DOD and IC in ordggluding materials classified at the “Secret” and “Top
to achieve economies of scale where possible bgkcret” level, to Baek Dong-Il, a Naval Attaché for the
recommends the National Reconnaissance Office B public of Korea (hereafter “South Koreal).
preserved as a separate organization. According to ONI officials, Kim has a computer at his
desk which allows him access go governmgnt
The Commission endorses the creation of a Nationgformation systems such as the Electronic Collateral
Imagery and Mapping Agency as recently proposed ®upport System (ELCSS); this system contdins
the DCI and the Secretary of Defense. documents that the Office of Naval Intelligence receives
from other U.S. intelligence agencies, includihg
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documents classified at the “Secret” and “Top Secretiuthorization, reasonably could be expected to cause
level. Kim regularly searches the system to find'serious damage to the national security,” must| be
classified documents relating to military, political anctlassified as Secreand properly safeguarded.
intelligence matters in the Asia-Pacific region. Kiminformation which, if disclosed without authorizati
copies and stores these documents in his work computanuld reasonably be expected to cdieseeptionally
removesclassification markings, prints them on hisgrave damage to the national security,” must| be
office printer, and transmits them to Baek Don-IL.  classified as Top Secret and properly safeguarded.
a classified document can be released to a partigular
This affidavit is not intended to be an exhaustivéoreign country, the originating agency will usually pldce
summary of the investigation against Kim, but is fomarkings at the top of the document to show that is
the purposeof setting out probable cause in releasable to that country.
support of:
Areview of Robert Chaegon KIM'’s personnel file at
a. an arrest warrant for Robert Chaegon Kim the Office of Naval Intelligence shows that Kim
for violations of Title 50, United States Code born on January 21, 1940 in Seoul, Korea. He begame
Section 783(a); a naturalized American citizen in Baltimore, Maryl
on May 21, 1974. Kim is employed as a computer
b. asearch warrant for KIM's residence at 20765 specialist in the Maritime Systems Directorate of ONI,
Bank Way, Sterling, VA, in the Eastern District of known as ONI-7, and has been employed by ONI sjnce
Virginia; November 20, 1978. Kim has had a “Top Seciet”
security clearance, and access to “Sensifive
c. a search warrant for KIM’'s workspace, Compartmented Information (SCI), since 1979. KINI's
located in Room 2D225 at the Office of Naval work involves classified information to such an extent
Intelligence on Suitland Road in Suitland, MD.; that he physicallyworks within a “Sensitive
Compartmented Information Facility (“SCIF”).
d. a search warrant for KIM’s vehicle, a dark
red 1987 \olvo license plate BVY 893. According to KIM’s personnel file, KIM’'s primary
job responsibility is to provide technical oversight
Pursuant to Executive Order 12958, informatiomegarding the design, development and maintenange of
which, if disclosed without authorizatiompuld U.S. computer system known as the “Joint Maritime
reasonably be expected to cause “damage to natiolrdbrmation Element’(JMIE). This system monitofs,
security,” must be classified as Confidential and propertyacks and stores information related to internatignal
safeguarded.Information which, if disclosed without maritime movement and maritime vessel identificatipn.
As a computer specialist, Kim does not ordinarily have
duties relatingto South Korea, though he hIS
occasionally performed duties relating to that coumtry
under the specific direction of ONI officials.

(A review was made of) a document signed |by
defendant Robert Chaegon Kim entitled “Sensitive
Compartmented Information Nondisclosure Agrée-
ment.” In this document, Kim acknowledges that jhe
has been granted access to Sensitive Compartmgnted
Information aspart of his employment, that any
unauthorized disclosure of classified information is a

g Tt | .y violation of federal criminal law, and that any
L - | unauthorized disclosure of SCI information coyld
‘, .,:-'r-::?.‘v.II irreparably injure the United States or proviie
Robert Chaegon Kim advantage to a foreign nation. In this signed document,
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he agrees that he will never divulge classifiedgencies of the United States relating to North Kofea,
information to anyone not authorized to receive iBouth Korea or other Asia-Pacific countries. Some¢ of
without prior written authorization from the Unitedthese “K” documents had their original classificatipn
States. markings removed. Using comparisons with the orig|nal
documents, (it was determined), that at least some of
According to information obtained from Departmenthese documents are classified at the “Confident|al,”
of State records, Baek Dong-ll is a Korean national, decret” or “Top Secret” level. In addition to the “K"
0O-6 Captain in the Korean Navy and an employee dbcuments, there were other files containing U.S.
the South Korean government. Baek arrived in thegency documents relating to South Korea and qther
United States on October 1, 1994 to begin a three yessia-Pacific countries; some of these documents| are
tour as Naval Attaché assigned to the Embassy of thlso classified.
Republic of Korea. He works at the Embassy of South
Korea in Washington, D.C. According to DMV and On or about May 7, 1996, video surveillance of KIM's
telephone records, Baek Dong-ll resides in Falls Churattesk at the Office of Naval Intelligence, Suitland,
VA, in the Eastern District of Virginia. revealed Kim working on his computer, moving to
left where his printer is located, and returning to
This affidavit will refer to information obtained from desk with papers in hand. While working on
electronic surveillance, video surveillance and searchesmputer, and while retrieving the documents, Kim
of KIM’'s workspace and mail. In each instance, thebserved writing on a scratch pad similar to the

surveillance and searches were authorized by cowatiserved on May 1, 1996. This scratch pad contained a

order. handwritten “K” list similar to the one found in his
computer two days earlier, that, a list of numbers gach

5/9/96 - Delivery of Documents preceded by the letter “K" such as “K-10." These

On or about May 1, 1996, video surveillance of KIM'sactivities went on for several hours. Kim placed the
workspace revealed Kim working on his computer whilpapers in a pile on his desk, and put the pile in an §X11
simultaneously creating a handwritten list, hereaftananila envelope. Kim placed the envelope in his
referred to as the “K list.” briefcase, and left work that day with the briefcase

On or about May 5, 1996, the FBI conducted a courtVideo surveillance revealed a portion of three
authorized search of KIM’'s work computer at KIM'sdocuments that were placed in the envelope. | By
workspace at the ONI in Suitland, MD. During thecomparing the surveillance photograph to an origjnal
search, the FBI copied files stored on KIM's computedocument, (it was) determined that one document|was
Onefile, Titled “Baek.ltr” and dated 1/24/96, was a lettea document found in the May 5, 1996 computer segrch
from Kim to Baek. Inthe letter, Kim offered his serviceof KIM's computer under the title “K10.” Thi
to Baek and another South Korean official on thdocumentis a United States agency document classified
“OBU/OED business.” (It is known) that the United“Secret” which relates to North Korea. Thjs
States is involved in negotiations with South Korea tolassification heading had been removed from the ¢opy
sell South Korea the “OBU” system, which is a eomseen on video surveillance. By comparing the
puter software system used for tracking maritimsurveillance photograph to an original document| (it
vessels. (Itis also known) that Kim has no official rolevas) determined that the second document |s a
in the negotiation or sale of this system. In the lettedocument of a United States agency classified “[Top
Kim states that he hopes Baek has digested “ttgmcret” which relates to North Korea. The classification
materials | have sent you” and warms him to “please lbeadings were removed from the copy seen on vjdeo
careful with these materials.” surveillance. The third document was unclassified,

The May 5, 1996 computer search revealed that KimOn or about May 9, 1996, electronic surveillarnce
had stored a number of “K” files, that is, files titledrevealed that Kim telephoned Baek, and stated that he
with as “K” followed by a number, such as “K10.” Mosthad something for Baek. There was discussion apout
of these “K” files contained copies of documents fronmow the two could meet for a delivery of this item. Kim
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indicated that lunch would be difficult because Kimmorning. Later that same day, electronic surveillapce
would be bringing “this thing” along, and the two jokedevealed another telephone conversation between|Kim
about mailing it. Baek gave Kim directions so that Kinand Baek. In this conversation, Kim told Baek |he
could drive to his house, and told Kim to give theeviewed the message again. Kim then summarized to
package to his son, who was mowing the law. Baek four paragraphs in this “Secret” document. Hach
individual paragraph that Kim described to Bael is
On 10 May, 1996, Baek called Kim back, confirminglassified at the “Confidential” or “Secret” level.
he received “it” yesterday.
On or about June 16, 1996, agents of the FBI ang the
Early June, 1996 - Delivery of Documents Naval Criminal Investigative Service (NCIS) performed
On or about June 3, 1996, video surveillance of KIM'a search of KIM’s office space. This search reveal¢d a
desk at ONI revealed Kim working on his computedocument in KIM’s “burn bag,” written in Korean,
moving to his left where the printer is located, andontaining excerpts from the above described “Segret”
returning to his desk with papers in hand. Videdocument.
surveillance revealed that one of these documents was
a U.S. agency document with classification marking®/17/96 - Mailing of Documents
removed. Using comparisons with an original On or about June 17, 1996, video surveillancg of
document, (it was) determined that this document iKdM’s workspace revealed portions of three documents
classified “Secret.” on KIM's desk. By reviewing the video, (it was)
determined that these documents belong to agencies of
On or about June 4, 1996, video surveillance of KIMthe United States, and relate to South Korea. | By
workspace revealed, inside KIM’'s open briefcase, @mparing these documents to original documents, (it
manila enveloped addressed to Baek at Baek's homas) determined that the documents were altereg, in
address. that their classification markings were removed. Two
of the original documents are classified “Secret,” and
On or about June 12, 1996, electronic surveillandke third classified “Confidential.” Video surveillange
revealed that Baek called Kim at KIM’s office, andshowed Kim picking up these documents and pla¢ing
thanked Kim, adding that “what was shown to me” wathem in his briefcase. Several hours later, vifleo
interesting. The two then discussed a matter pertainiagrveillance detected Kim leaving work with His
to negotiations between the United States and Solittiefcase.
Korea on a particular project. Baek asked Kim a
guestion relating to “what you sent me,” referring to A review of the outside of mail sent from KIME
information that Baek had received from Kim earlieresidence revealed that on June 17, 1996, an §X11
Kim indicated that he could not answer the questiananila envelope was mailed from KIM'’s residencd in
without reviewing the “original text again.” “When | Sterling, Virginia, in the Eastern district of Virginia, {o
sent that,” Kim added, “I cut it all off and threw it away."Baek at his residence in Falls Church, Virginia, in the
Based on an investigation, (It is) believe that this isBastern District of Virginia. The envelope had a return
reference to KIM's practice of cutting off classificationaddress label listing KIM's name and address aq the
markings, as well as other identifying information foundender, and was large enough to hold the docunpents
at the beginning and end of U.S. agency documentsat Kim removed from his office earlier in the day.
before delivering documents to Baek. This practice
makes it easier for Kim to remove documents undetect@/96 - Mailing of Documents
from his office. On or about August 2, 1996, video surveillancg of
KIM’s workspace revealed portions of these thfee
After this June 12, 1996 conversation, videdocuments belonging to agencies of the United Slates
surveillance later that day revealed that Kim placedaad relating to Asia-Pacific countries on KIM's desk.
document on his desk belonging to the United Statksm later moved these documents into his briefcase,
classified “Secret” concerning the same U.S.-Soutind left the office with that briefcase.
Korea project that Kim had discussed with Baek that
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25. On or about August 3, 1996, a mail covein the Eastern District of Virginia addressed to Bae

at

revealed an 8X11 manila envelope postmarked froBaek’s Fall Church, VA address. The enveloped had
the Eastern District of Virginia to Baek’s residence irKIM’'s name and home address on the return label. |FBI

the Eastern District of Virginia. The envelope had aersonnel opened and searched the envelope, fif

ding

return address in the name of Robert Kim with KIM'¢he three documents seen on KIM’s desk on August 9,
home address. FBI personnel opened the envelope, 48896. The classification markings had been remqved
found two of the three documents seen by videfoom these documents. FBI personnel returned these

surveillance on KIM's desk on August 2, 1996. Bydocuments to the envelope for delivery to Baek.
comparing the documents to the original documents, it

was determined that the classification markings had beer©n or about August 17, 1996, electronic surveillahce

removed. Both documents belong to agencies of thevealed that Baek called Kim at his residence, ang

left

United States and are classified “Secret.” According ® message that he “truly gratefully and satisfactdrily

markings on the original documents, portions of one oéceived the material that you sent me.”
those documents had already been released to South

Korean officials, but the remaining information in thos&/16/96 - Mailing of Documents
documents was not releasable to South Korea. FBIOn or about August 14, 1996, video surveillan

ce

personnel placed the two documents back in thdetected Kim printing numerous materials at his dgsk,

envelope and returned it to the mail for delivery to Baeland eventually placing them in his briefcase.
Video surveillance has periodically detected the third

document on KIM’s desk or in his open briefcase, and On or about August 16, 1996, mail coverage revealed

to the best of my knowledge Kim has retained thithat Kim mailed an 8X11 manila envelope postmar

ed

document. Based on the video surveillance, this thifdbom the Eastern District of Virginia addressed to Baek

document has had classification markings removed, aatiBaek’s Falls Church, VA address. The envelope
is classified “Secret.” Kim’s name and home address on the return label.
personnel searched the envelope, finding six docun

had
FBI
ents

On or about August 7, 1996, electronic surveillanckelonging to agencies of the United States, all relgting
revealed that Baek called Kim and stated that “thi® countries and activities in the Asia-Pacific region riear
material you had sent me was safety received withouth Korea. The classification markings had bgen

thanks.” removed from these documents. Comparison to original
documents shows that four of the documents|are

8/14/96 - Mailing of Documents classified “Secret,” and the other two unclassified.
On or about August 9, 1996, video surveillancéccording to the classification markings, none of the

revealed that Kim was printing numerous materials arfdur classified documents were releasable to Sguth

placing them on the corner of his desk. Portions d€orea. The documents were placed back in the envg
three documents were visible to video surveillance, arfior delivery to Baek.
comparison to original documents showed that all three

lope

documents belong to agencies of the United States ané note written in Korean was attached to one of the
are classified “Confidential.” All three documentsabove documents. The note stated: “Captain Bpek,
contain information relating to countries in the Asiaused all the stamps, still have the envelopes. Thamks.”
Pacific region near South Korea. According to On or about August 21, 1996, electronic surveillapce
classification markings on the documents, none of thesm/ealed that Baek called Kim at work and stated fthat
documents may be released to South Korea. he received the items. Kim stated that he was saving

items for Baek.
On or about August 12, 1996, video surveillance
detected Kim pick up unidentified documents from hi§/28/96 - Mailing of Documents
desk and place them in is briefcase. Kim later left his On or about August 27, 1996, video surveillance

of

office with that briefcase. Kim’s workspace revealed Kim printing numerous

documents and placing them on a pile on his d

psk.

On or about August 14, 1996, mail coverage reveal®brtions of 17 documents were visible to video

that Kim mailed an 8X11 manila envelope postmarkeslrveillance. All of these documents were United St
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agency documents relating to South Korea and othitie “Secret” level. According to classification markings
countries in the Asia-Pacific region. on the original documents, none of the documents \vere
releasable to South Korea.
On or about August 28, 1996, mail coverage revealed
that Kim mailed an 8X11 manila envelope addressedOn or about September 6, 1996, mail coverage
to Baek at his Falls Church, VA residence. The retumevealed that an 8X11 manila envelope addresséd to
address label on the envelope had Kim’s name and hoBaek at Baek’s address in Falls Church, VA, was
address. FBI personnel searched the envelope, findirggreived at a post office in Falls Church, VA. The return
19 documents. Seventeen of these documents appeaddress label on the envelope had Kim's name and fjome
to be identical to those documents viewed by videaddress. FBI personnel opened and searched the
surveillance on August 27, 1996. Comparison tenvelope, finding eleven documents which were
original documents showed that all but four of the 18bserved on Kim’s desk on September 4, 1996.
documents are classified, many at the “Secret” levelassification markings had been removed from the
according to the classification markings on the originalocuments. At the request of a U.S. agency, fwo
documents, only 4 of the classified documents adpcuments were removed from the envelope. [The
releasable to South Korea. Classification headings heemaining nine documents were placed back in|the
been removed from the classified documents. At ttenvelope for delivery to Baek.
request of a U.S. agency, one of the documents was
removed from the package, and the remaining 18Based on review of video surveillance, one of the
documents returned to the envelope for delivery fatocuments that Kim printed on September 4, 1996 jwas
Baek. not in the September 6, 1996 envelope. By compdring
video surveillance to an original, | determined that this
On or about August 28, 1996, electronic surveillancdocument belongs to an agency of the United States
revealed a telephone conversation between Kim aadd is classified “Secret.”
Baek. Kim confirmed that he had received the stamps
and envelopes that Baek had sent him. Kim told BaekOn or about September 7, 1996, surveillance at algolf
that he sent a high volume of “very hot items” Baekourse in Fort Meade, MD revealed that Kim, Bagk,
yesterday, and urged Baek to be very careful with ttand two high ranking South Korean naval officials met
contents. Kim told Baek that he removed securitgnd played golf together.
markings on the documents by computer. Baek assured
Kim that he is careful with the documents, shredding®/9/96 -Telefaxing of Document
them after he translates them. On or about September 9, 1996, electropic
surveillance revealed that Baek called Kim at Kim's
On or about August 31, 1996, electronic surveillanceffice. Kim thanked Baek for his hospitality during the
revealed that Baek contacted Kim and stated he hgdif outing, and offered Baek information relating |to

received the package. the South Korean military, which Baek expressed an
interest in receiving. A few minutes later, electropic
9/6/96 - Mailing of Documents surveillance revealed that a telefax of a United Sthtes

—

On or about September 4, 1996, video surveillan@gency document classified “Confidential” relating
of Kim’s workspace revealed that Kim printedSouth Korea was sent from Kim’s office to Baek.
numerous documents on the office printer and placed
them on his desk. Later, he placed these documents i\ccording to Department of the Navy officials, Kim
his briefcase, and left the office with this briefcasehas had no official duty nor liaison responsibilities
Portions of documents were visible to videaelating to South Korea during the time period covered
surveillance, which revealed that the documentsy this affidavit, and has not been authorized to disgose
belonged to agencies of the United States. Thaassified documents to South Korean officidls.
documents related to South Korea and the Asia-Pacificcording to ONI regulations, Kim must report any
region, and comparison to original documents revealédontinuing association” with foreign nationals to his
that all but one of the documents are classified, manyanployer. According to ONI officials, Kim has ngt

disclosed his association with Baek.

(0]
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Based on surveillance, (it is known) that KimDistrict of Pennsylvania today, is the first time in the

normally drives between his home in the Eastern Distribistory of this judicial district that anyone has be
of Virginia and his office in a car which, according tocharged with espionage.
Department of Motor Vehicles, he owns. This car is a

dark red 1987 Volvo, license plate BVY 893 VA. (Itis The complaint states that, between the years ]

en

964

planned) to search this vehicle while it is located in thend 1974, Lipka conspired to deliver, communicate, jand

Eastern District of Virginia. transmit to officers and agents of the Soviet Un
information relating to the national defense. While Lif

Based on the above facts, there is probable causenas in the US Army, assigned to the National Sect
believe that Robert Chaegon Kim, an employee of amgency (NSA) at Ft. Meade, Maryland, he was assig

on
ka

rity
ned

agency of the United States, has knowinglyo the Collections Bureau that has since been rengmed
communicated classified information to an agent of #he Priority Material Branch. His principal assignment

foreign government, the Republic of Korea, in violationvas to remove classified NSA national defer
of Title 50, United States Code Section 783(a). documents from teleprinters and distribute them to
appropriate departments.
(It was) asked that his affidavit with its accompanying
warrants and complaint (not attached herein) be keptin an affidavit of probable cause accompanying

under seal until Kim’s arrest on the morning otriminal complaint, the FBI alleges that Lipka often

se
the

the

September 25, 1996, so that Kim will not be alerted tgecured these classified documents on his person to

the searches before they occur. escape detection from NSA security and used a con

espionage technique known as a deaddrop to tralr]sfer

From physical surveillance, It is known that Kimthese documents to the KGB and then retrieve pay
frequently leaves his home before 6 a.m. The plan is#®@a prearranged site. The affidavit states that Lipka

mon

ent
also

arrest Kim after he has left his home within a mile ghossessed special spy cameras to clandestinely

his home. Permission is asked to search his horpRotograph sensitive documents.

immediately after his arrest to prevent any chance that

the occupants of the home could become aware of the. ipka left the military and moved to Lancastg

arrest and destroy evidence. Pennsylvania, in August 1967, where he atten
college at a local university. The affidavit stated t

br,
ded
hat

NOTE: On May 7, 1997, Robert Kim pleaded guiltylipka took NSA documents with him when he left his

to a low-level espionage charge. As part of a plearmy position and that he met with Sovi
bargain, prosecutors dropped a more serious spyirgpresentatives as late as 1974.

charge that carried a maximum life sentence. According

to a federal grand jury indictment, Kim gave South

Korea seven documents related to national defense. Si\|TED STATES DISTRICT COURT
of the documents were classified Secret and one was

Confidential. At the court hearing, Kim admitted EASTERN DISTRICT OF

passing Defense Department and Statement documents PENNSYLVANIA

to South Korean Navy Captain Baek Dong-Il, an attaché

at the South Korean Embassy who was later recalled tdJNITED STATES OF AMERICA

Seoul. V.
ROBERT STEPHAN LIPKA,

Robert Stephan Lipka AIKIA “ROOK”

Robert Stephan Lipka, age 50, 17 Dublin Drive Complainants Statement of Facts Constituting t
' : ' Offense oiViolation

Millersville, Pennsylvania, was arrested on 23 February
1996 without incident by Special Agents of the Federal
Bureau of Investigation and charged with espionage. _ S
The complaint and warrant that was filed in the Eastelfl Lancaster County, in the Eastern District

&

That, between in or around 1965 to in or around 1974,

of
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Pennsylvania, and elsewhere, defendant ROBERi& courier from other DOD agencies and from other
STEPHAN LIPKA, a/k/a “Rook,” did unlawfully, U.S.government agencies.
knowingly and willfully conspire, combined,

confederate and agree, with Peter Karl Fischer, Ingebordpuring this period, Lipka’s principal assignment|at
Else Dora Fischer, and Artem Petrovich Shokin, whGB/PMB was to remove the classified reports descriped
are not charged herein, and other persons known aiwbve from the teleprinters and sort them for distribution
unknown, to communicate, deliver, and transmit to the the appropriate NSA units. On occasion, he wquld
Soviet Union and to representatives, officers and ageatso distribute the classified reports CB/PMB receiyed
thereof, information relating to the national defenseja courier.
including but not limited to information directly
concerning communications intelligence, with the intent Lipka's military records show that in August 1967 he
and reason to believe that such information would beft active service and began residing in Lancaster,
used to the injury of the United States and to tHeennsylvania.
advantage of the Soviet Union, in violation of Title 18,

United States Code, Section 794(c). Among the oveéboperating Witness
acts committed in furtherance of this conspiracy, in or A cooperating witness (CW), advised s/he first met
around December 1968, after receiving a post card frdtipka in 1965 and remained in frequent contact with
a representative of the Soviet Union at his (Lipka'd)im until the late 1970s. According to the CW, during
residence, defendant LIPKA drove from Lancaster, ithe winter of 1966-67, Lipka admitted to the CW that
the Eastern District of Pennsylvania, to a location in the (Lipka) was taking things from NSA and selling them
District to Maryland, to meet with a representative ab the Russians. Lipka used the name “lvan” to refer to
the Soviet Union. his Russian contact.

Affidavit Introduction: Deleted for brevity. The CW accompanied Lipka to a restaurant in
Maryland during January 1967, where he delivergd a
Robert Stephan Lipka and the National Security ~ package for “lvan.” Lipka told the CW he had placefl a
Agency (Highlights) package in the toilet tank in the men's room. A
Robert Stephan Lipka was born on June 16, 1948acing the package, Lipka and the CW proceeded|to a
and enlisted in the U.S. Army on or about August 19yooded area that night to retrieve a package of mgney.
1963. From October 1963 to January 1964, LipKapka searched for the package but could not fingl it.
received Army training to be an intelligence analyst. He became frightened and they left the park hurrigdly.
The CW also remembers accompanying Lipka to other
On December 30, 1963, Lipka was issued a “Tgparks and fishing areas where Lipka would place or
Secret” U.S. Government security clearance andtrieve packages, usually wrapped in plastic and bgund
received official authorization to have access twith tape.
cryptographic U.S. government information.

In the summer of 1966, Lipka showed the CW three
On January 22, 1964, Lipka began working at NSAameras, which he described as being used by sp|es to
Headquarters at Fort Meade, Maryland. copy information. One was operated by being rolled

(CB) and was renamed the Priority Materials Branckecurity project. (Note: There are no NSA or Ar
(PMB) in October 1964. records of Lipka ever being assigned to any project|that
would require the use of these cameras.)
From January 1964 to August 1967, the CB/PMB
had two to four teleprinters dedicated to printing The CW stated that, after retrieving envelopes
electrically transmitted classified reports. The CB/PMBontaining the money he was paid by the Russiang for
also periodically received typewritten classified reporthie NSA material he passed, Lipka would often cqunt
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it in CW's presence. The CW recalled that Lipka Other evidence suggests the Fischers were acti
received approximately $500 in U.S. currency athe behest of the KGB. A search of their apartm
payment, except for two occasions when he receivelitclosed two short-wave radios. An examination
$1000. bank records on six occasions between August ]

and November 1966 showed deposits to the Fiscmers’

The CW described how, sometime in December 1968..S. joint bank accounts from Switzerland. T
after Lipka had moved to Lancaster, Lipka told the C\WWischers’ recorded conversations also revealed an
that the Russians had contacted him via post card ddds. and pro-Soviet bias, and the use of terminol
that he was considering meeting with them. Lipka wasommonly associated with Soviet communism. T|
no longer working at NSA, but he told the CW he hadctivity lead investigators to the conclusion that P
retained NSA documents in order to keep his optioridscher was a KGB illegal officer posing as a Gern
open. immigrant to the United States, and that Ingeb

Fischer was his knowing and willing assistant. It v

A few days later, the CW and Lipka traveled to durther concluded that Shokin was a KGB offig
store in Maryland, where they were required to be ataperating under cover of an employee of the
specific time. Lipka took some NSA documents wittSecretariat.
him. At the store, Lipka left the CW alone for a few
minutes and then returned, telling the CW that he hadthe Fischers’ Contact with Lipka
met with the Russians but that no agreement had beeBased on recorded conversations and an analy
reached. travel patterns, there is strong evidence the Fisc

made contact with Lipka on April 21, 1968. Six dg

The CW advised that Lipka’'s recognition signal otater, a piece of paper in Fischers’ apartment
code word that he used in communicating with thannotated with the world “ROECK.” There is n
Russians waRkook.” Lipka said he had an emergencyGerman word spelled R-O-E-C-K., but it could m(
plan and that if he were every caught, the Russians wowaldless be pronounced as “rook.” As noted above
get him out. CW stated that Lipka's codeword signals \Ramk”

Artem Shokin and the Fischers’ (Highlights) Undercover Investigation of Lipka
Peter Karl Fischer and his wife, Ingeborg Else Dora Between May 12 and December 8, 1993,
Fischer (nee Ziegler), lawfully entered the United Statasmxdercover FBI special agent, posing as “Se
from Canada to reside in Buffalo, NY, in February 196ikitin,” an official of Russian military intelligence, ha
They moved from Buffalo to Philadelphia in 1966, andour meetings with Lipka and several instances
then to Upper Darby, in the Eastern District ofaritten correspondence.
Pennsylvania. They both claimed they were born in
1929, in what later became East Germany. Lipka was initially very uneasy with Nikitin becau
the special agent didn't know Lipka liked the game
According to official U.S. records, Artem Petrovichchess or his code name. Before Nikitin was tot
Shokin, a citizen of the Soviet Union, was employedccepted, Lipka tested him in several areas invol
by the UN Secretariat at UN Headquarters in New Yorfis case history and past association with the KGB.
City from 1965 to 1970. special agent was finally accepted, saying that the re
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for his unfamiliarity with Lipka was because the cqse

On April 13, 1968, the Fischers traveled by car thad been transferred from the KGB to the GRU.
New York City where they delivered unidentified items
through use of a KGB dead drop near Grant's Tomb.Over time, Lipka and Nikitin discussed th
Later that day, Shokin traveled to the same arearcumstances and reasons for Lipka’s breaks in con
ostensibly to service the dead drop. The Fischers wengith the KGB, his access to and passage of materig
later heard in a conversation in which they discussddde Soviets, and his use of dead drops and mee
their mission and congratulated themselves on theiith his Soviet handlers.
success.
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Lipka pressed Nikitin for money for his prior Note: On 23 May 1997, Robert S. Lipka pleac
espionage work, which he claimed he didn't receivguilty to one count of conspiracy to committee espion

documents he had taken from NSA and agreed to s&i0,000. The sentence came in a bargain for Lip
them to Nikitin. He later said he took the NSA materialglea of selling top-secret NSA documents for So
with him after he stopped working there in 1967.  agents 30 years ago.

The two men then began communicating through an

accommodation address. Lipka was referred tenas Phillip Tyler Seldon
passant(a chess term) and Nikitin washeckmate
Lipka later told Nikitin he would refer to him &sarl IN THE UNITED STATES DISTRICT COURT

Marx,” a variation on the initial letters of the word FOR THE EASTERN DISTRICT OF VIRGINIA
checkmate. Lipka later signed a letter to Nikitin as

“Enrico Passante” a variation on the initial letters of Alexandria Division
Lipka’s parole. The term “coins” was used in reference
to the NSA material. Lipka was paid $5,000 and told UNITED STATES OF AMERICA
that additional payments would be made.
v. CRIMINAL NO. 96-305-A

Throughout their meetings and correspondence, Lipka
expressed mistrust and doubts about Nikitin, and Lipkapj | |p TYLER SELDON,
refused on several occasions to comply with instructions,
discuss his training, or clear dead drops in a timely pefendant.
manner. He also professed to a memory problem and
frequently claimed he was underpaid for his efforts. cRIMINAL INFORMA TION

Lipka's final meeting with Nikitin was on December The United States Attorney Charges That:
8 1993, in Lancaster. Before this final meeting ended,

Nikitin gave Lipka emergency contact instructions with from on or about November 6, 1992 through on
a new accommodation name, address and telephegyt July 10, 1993, in the Eastern District of Virgi
number, and $5000 as the balance due for his pagl elsewhere, PHILLIP TYLER SELDON, then
espionage activities. officer and employee of the United States and
. . Department of Defense, did unlawfully, willfully an
On September 15, 1994, the FBI mailed Lipka a cophowingly conspire, combine, confederate and ag
of The First Directorateby former KGB Major General \ith an officer in the air force of ElI Salvador
Oleg Kalugin. At page 82t seq this book implicates ommunicate to a person whom SELDON knew
Lipka in its detailed description of espionage committegh g reason to know was an agent and representat
by a "young soldier at NSA” who provided *reams of, foreign government, information which had be
top secret material” to the KGB in the mid-1960s, priqg|assified by the President as affecting the securit
to leave to go to college. In the letter, “Carl MarXine United States, with defendant SELDON know
advised Lipka that if the need arises, he should activajgy having reason to known such information to b

the instructions for an emergency contact. so classified, and without defendant SELDON hay
_ been specifically authorized by the President and
Conclusion head of the Department of Defense to make s

Based on the foregoing, the U.S. Governmenfsciosure of such information, in violation of Title 5
believed there was probable cause to believe thafjied States Code, section 783(b).

ROBERT STEPHAN LIPKA violated Title 28, United
States Code, Section 794(c), conspiracy to commit
espionage, as charged in the Criminal Complaint.
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Manner and Means IN THE UNITED STATES DISTRICT
1.1t was part of the conspiracy that defendant COURT FOR THE EASTERN

SELDON would use his authorized access to classified
information to generate and gather classified documents DISTRICT OF VIRGINIA
in his office located in the Pentagon.
Alexandria Division

2. Itwas further a part of the conspiracy that defendant
SELDON would remove classified documents from the UNITED STATES OF AMERICA
Pentagon.

v. CRIMINAL NO. 96-

3. Itwas further a part of the conspiracy that defendant
SELDON would deliver classified documents to an PHILLIP TYLER SELDON,
officer in the air force of the El Salvador through use of
the U.S. Postal Service and by personally delivering Defendant.
the classified documents to the El Salvadoran air force

officer in El Salvador. STATEMENT OF FACTS
1. On or about May 14, 1983, defendant PHILLIP
Overt Acts TYLER SELDON was commissioned as an officer]

In furtherance of the conspiracy and in order to effeéfe U.S. Army.
the objects and purposes thereof, defendant SELDON

n

performed the following overt acts in the Eastern District 2. On each of three occasions, on or about Februiary
of Virginia and elsewhere: 5, 1986, on or about November 30, 1987, and op or

about July 17, 1992, defendant SELDON executd

1. On or about November 6, 1992, in the Pentagok;!assified Information Nondisclosure Agreems
within the Eastern District of Virginia, defendant(CINA) in which he acknowledged receiving a secu
SELDON mailed a package containing classifie®riefing concerning (a) the nature and protection]
documents to El Salvador, with the intent that suc#lassified information, and (b) the procedures to

da
nt
ity
of
be

documents would be delivered to an officer in the afpllowed in ascertaining whether or persons to whom

force of El Salvador. he might contemplate disclosing classified informaf
have been approved access to it. In each C

2.0n or about May 31, 1993, in El Salvadordefendant SELDON further acknowledged that
defendant SELDON personally delivered an envelop&ould never divulge classified information unless

containing classified documents to an officer in the aftad officially verified that the recipient had begn
force of El Salvador. properly authorized by the United States governn(I;ent

to receive such information, or unless he (defen
3. On or about July 10, 1993, in Stafford CountySELDON) had been given prior written notice of sy

on
NA
he
he

ant
ch

within the Eastern District of Virginia, defendantauthorization from the U.S. government. In each CINA
SELDON mailed a package Containing C|assifie@|€fendant SELDON further aCkn0W|edgeS that he was

documents to El Salvador, with the intent that suciware and had been advised that the unautho

ized

documents would be delivered to a officer in the aflisclosure of classified information may constitut¢ a

force of El Salvador. violation of Title 50, United States Code, Section 783

b).

All in violation of Title 18, United States Code, 3- From on or bout July 2, 1987, through on or abput

Section 371 May 25, 1994, Defendant SELDON held a “Top Seclet

U.S. government security clearance.
s/ 8/7/96 by AUSA Robert C. Chesnut.
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4. From on or about February 22, 1991, through oenvelope containing several documents containing
or about July 6, 1992, defendant SELDON served wittlassified information originating from the Cent:LaI
the U.S. Army in El Salvador. While in El Salvador,ntelligence Agency and/or the Department of Defefse.
defendant SELDON came to know a certain officer ithgain, defendant SELDON had obtained the documgnts
the air force of El Salvador. through his employment at the Pentagon. Defenglant

SELDON mailed the package from a post office| in

5. On or about July 7, 1992, defendant SELDONstafford, Virginia, in the Eastern District of Virginia.
began serving with the U.S. Army in the Pentagon asTée package was received in El Salvador by a U.S.
military assistant to a senior executive of the Departmeoifficial who, on SELDON's instructions, subsequently
of Defense. transferred it to the El Salvadoran air force officer, the

U.S. official now knowing the package containg¢d

6. A few months later, the El Salvadoran air forceslassified documents.
officer telephoned defendant SELDON from El
Salvador and asked defendant SELDON to provide him10. On at least one occasion, the El Salvadoran air
with certain information that the air force officerforce officer, upon receiving classified documents frpm
believed defendant SELDON had access to pursuantdefendant SELDON, provided the documents to ofher
his new job duties. On several other occasions befapficers in the El Salvadoran air force. SELDON was
on or about July 10, 1993, the El Salvadoran officeamaware of this transfer.
and defendant SELDON had additional telephone
conversations in which the El Salvadoran officer made 11. The United States learned of the criminal conduct
additional requests for information from defendamvhen SELDON applied for another position with ;Te

|

SELDON. United States which required a polygraph examination
as a prerequisite to employment. Over a period of {ime
7.0n or about November 6, 1992, defendanand in response to a series of questioning, SELOJON
SELDON mailed a package containing, among othelisclosed his transmittal of classified documents, which
things, an envelope in which were enclosed severtlle United States confirmed through mailing recards
documents containing classified information originatingnd interviews with individuals in El Salvador.
from the Central Intelligence Agency and/or the
Department of Defense. Defendant SELDON had 12. While admitting to the offense conducted,
obtained the documents through his employment at t8&LDON has voluntarily reviewed numeroys
Pentagon. Defendant SELDON mailed the packagiscuments, and identified documents that he belig¢ves
from a post office in the Pentagon in the Eastern Distribe transmitted to the El Salvadoran officer. Many| of
of Virginia. The package was received in El Salvadahese documents were classified, and some were
by a U.S. official who, on SELDON's instructions, classified “Secret.” SELDON identified one document,
subsequently transferred it to the El Salvadoran air foreénich was classified “Top Secret,” as a document fhat
officer, the U.S. official now knowing the packagehe believes that he may have passed. Howevef, he
contained classified documents. cannot specifically recall passing this document, ard is
unsure that he passed it. The parties agree that the United
8. On or about May 31, 1993, defendant SELDONbtates cannot prove beyond a reasonable doubt that any
traveled to El Salvador, met with the El Salvadoran aifocument classified “Top Secret” was passed, buf the
force officer and delivered to him an envelope enclosingarties agree that documents classified “Secret” |and
several documents containing classified informatiobelow were passed.
originating from the Central Intelligence Agency and/
or the Department of Defense. Defendant SELDON All of the above described actions of defendant
had also obtained these documents by virtue of HBELDON were performed knowingly and willfully, ngt
employment at the Pentagon. by accident or mistake. Had this case gone to trial| the
United States would have proven SELDON's illegal
9. On or about July 10, 1993, defendant SELDONonduct beyond a reasonable doubt.
mailed a package containing, among other things, an
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The Nicholson Chronology

June 1994: Stationed in Malaysia, Nicholson beginsJuly 1996: Nicholson is assigned to t
his espionage career for the Russians. Just prior to @isunterterrorism Center at CIA Hgs. An audit of

return to the United States, he has several meetings vatmputer use shows him searching databases not r¢

his KGB handlers. Immediately after these meeting® his job. He is listed as a surfer.
he deposits $12,000 to his credit union account in

1S

Oregon. 1 August 1996: Nicholson mails an envelope with a
false return address and a greeting card inside with an

December 1994: Nicholson takes a three-weeltias name. The FBI believes he was signaling the K

vacation to Asia. During and after the trip, he depositiat he had a new assignment at CIA Hgs.
money into his account and pays off credit card debts;

GB

the amount totals $28,000. 11 August 1996: FBI agents search Nicholsdn’s
Chevy van. His laptop computer hard drive is analygzed
June-July 1995: Nicholson takes another Asialong with a diskette. Both are loaded with classified

vacation and shows $24,000 in unexplained depositscuments.
and payments.
23 September1996: Nicholsonis caught
October 1995: Nicholson’s polygraph examinationshotographing documents by a hiddemera  in
shows deception to questions of unauthorized foreigiffice.
contacts.

his

9 October 1996: Nicholson is observed using a fnail
December 1995: Nicholson takes a Christmadrop to signal a meeting in Switzerland in late Novernber

vacation in Thailand and again $27,000 shows up in higth his Russian handlers.
bank account.
23 October 1996: An FBI search of Nicholso
January 1996: A CIA internal investigation focusegesidence fails to uncover any new evidence.
on Nicholson. FBI agents assigned to CIA Hgs detect a

S

pattern of foreign travel and unexplained income. 3 November 1996: A search of Nicholson’s office at
CIA by FBI agents turns up 40 documents on Rugsia,

March 1996: A Russian intelligence officer informaone of which were pertinent to his work.
an FBI agent that the Russian Government has issued a
worldwide task to obtain information on terrorism by 12 November 1996: Nicholson is again obsern
Chechnya rebels. photographing documents in his office.

April 1996: Nicholson, who is an instructor at a CIA 16 November 1996: The FBI arrests Nicholsor
training facility, attempts to obtain informatiam Dulles International Airport.
Chechnya although he has no need to know.

June 1996: FBI has Nicholson under surveillance.
Vacationing in Singapore, he is observed entesing
Russian diplomatic vehicle. Following his vacation,
he gives his son $12,000 to buy a new car and distributes
another $20,000 for purchases, credit payments, and
savings.

ed
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guilty to a one count criminal information filed withiy the national defense of the United States.
this agreement. The maximum penalty for this offenggyestigation reveals that the Russian Federation

is five years of imprisonment, a fine of $250,00, fulhsig Nicholson over $100,000 since June, 1994 fo
restitution, a special assessment, and two years, @fiawful acts.

supervised release.
Information in this affidavit is based on my perso

Respectfully submitted, Harold J. Nicholson
HELEN F. FAHEY (Excerts from the Affidavit in support of complaint,
UNITED STATES ATTORNEY arrest warrant and search warrants update
BY: Robert C. Chesnut United States v. Harold J. Nicholson
Assistant United States Attorney As more fully described below, Harold Jamiles
Michael C. Liebman, Trial Attorney Nicholson, an American citizen and employee of the
Internal Security Section Central Intelligence Agency (CIA), has been act|ng
Criminal Division . clandestinely, corruptly and illegally as an agent ofthe
U.S. Department of Justice Russia Federation Foreign Intelligence Servige,
Sluzhba Vneshney Razvedki Rossii, commonly refefred
SE_E_N AND AGREE: to within the U.S. intelligence community as SVRR.
Phillip Tyler Seldon The SVRR is the direct successor to the Committea For
Defendant State Security of the Union of Soviet Socialist Repullics
_ (hereafter USSR), known as the KGB. By his actigns,
Joseph J. Bernard, Esquire Nicholson has committed violations of 18 U.S/C.
Counsel for the Defendant 794(a) and (c), that is, with reason to believe that it would
_ be used to the injury of the United States and|the
(All signed: 8/7/96) advantage of a foreign nation, he has unlawfully and
knowingly conspired to communicate, transmit gnd
PLEA AGREEMENT HIGHLIGHTS deliver to representatives of a foreign government,

1.SELDON agrees to waive indictment and pleagdyecifically the Russian Federation, information relafing

he
has
his

hal

sufficient to reimburse the government for the costs @, enforcement officers. This affidavit also relies

~ 3. The defendant is aware that his sentence will B§cholson, but is for the purpose of setting out probd
imposed in accordance with tBentencing Guidelines .5,,se in support of:

and Policy StatementsThe U.S. makes no promise
concerning what sentence the defendant will receive. 5 A complaint charging Harold J. Nicholson:
The defendant waives his right to appeal the sentence,yitn a violation of title 18. United States code

_ . o section 794(c) (conspiracy to commit espionage)
4. The United States will not further criminally

prosecute defendant for this specific conduct b. An arrest warrant for Harold J. Nicholson:

5. The defendant represents to the Court that he is A search warrant for Nicholson’s residence
satisfied that his attorney has rendered effective 5t 5764 Burke Towne Court, Burke, Virginia, in
assistance. the Eastern District of Virginia;

agrees that the facts therein are accurate in every respeqhcated in room 6E2911, Old Hg. Building, CIA
Headquarters, Langley, Va;

2. The Court may order the defendant to pay a fing,owledge and on information provided to me by j;er

- . . - n
imprisonment, term of release and probation, if Sfformation provided by the CIA, which has cooperated
ordered. with the investigation. This affidavit is not intended|to

be an exhaustive summary of the investigation agginst

ble
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e. A search warrant for Nicholson’s vehicle, a frequent access to sensitive classified information. | have
1994 Chevrolet Luminasports van, Virginia also reviewed a document signed by Harold J. Nichojson
license plate 8888BAT; entitled “sensitive compartmented informatipn

nondisclosure agreement.” In this document, Nicholson

f. Asearch warrant for a safe deposit box in the acknowledges that he has been grarateckess t
name of Harold J. Nicholson, Box #417, located sensitive compartmented information (SCI) as parnt of
at Selco Credit Union in Springfield, Oregon. his employment, that any unauthorized disclosur¢ of

such highly classified information is a violation pf

g. A searchwarrant for any luggage that federal criminal law. and that any unauthorized

Nicholson may be carrying or may checkatles disclosure of SCI information could irreparably injure
Airport on November 16, 1996, the day of his the United States or provide an advantage to a foreign
arrest. nation. In this signed document, Nicholson agrees|that

he will never divulge classified information to anyohe

Background not authorized to receive it without prior writtgn

Harold James Nicholson, was born on November 1&uthorization from the United States.
1950, in Woodburn, Oregon. He is divorced, and has
three children. Nicholson enteraah duty as In his career with the CIA, Nicholson has begen
employee of the CIA on October 20, 1980. Accordingssigned duties throughout the world. He has wotked
to CIA records, Nicholson took the oath of office orfor the CIA as an operations officer specializing|in
January 26, 1982, where he stated that “I will suppairtelligence operations against foreign intelligerjce
and defend the Constitution of the United States agairsgrvices, including the intelligence services of the U$SR
all enemies foreign and domestic; that | will bear truand later, the Russian Federation. Specifically, flom
faith and allegiance to the same; that | take this obligatid®82-85, Nicholson worked for the CIA in Manil
freely, without any mental reservation or purpose afhere he had sustained, direct contacts with tar
evasion; and that | will well and faithfully discharge theSoviet officials. Nicholson worked for the CIA i

special training center (“STC”) in the Eastern Distfict
of Virginia, teaching ClA trainees intelligence tradecratft.
In July, 1996, Nicholson was assigned as a branch ¢hief
in the Counterterrorism Centelirectorate of
Operations, at CIA headquarters in Langley, Virginia.
this position carries a pay grade GS-15, and his cufrent
salary is approximately $73,000; it is the highest pay
grade Nicholson has held during his CIA employmeént.

According to CIA records, Nicholsoowns and
currently resides in a townhouse at 5674 Burke Toyne
Court, Burke, Virginia, in the Eastern District of Virginip,
Virginia department of motor vehicle records show that
a Chevrolet Luminasport van, Virginia plate nol
8888BAT, is registered to Harold J. Nicholson.

Harold J. Nicholson
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The Investigation—Polygraphs Nicholson left Kuala Lumpur on July 5, 1994, ahd
On or about October 16, 1995, and October 20, 199%&turned to the United States. The FBI has been unable
Nicholson underwent polygraph examinationgo trace the source of this money to any legitimate sojurce
administered by CIA polygraphers as part of his routingf income.
security update. A computerized review of the
examination results indicated a .97 (out of 1.0pecember 1994 Foreign Travel and
probability of deception on two questions: (1) are yolnexplained Money
hiding involvement with a foreign intelligence service? According to Nicholson’s travel records, Nicholspn
and (2) have you had unauthorized contact with a foreidgft the United States on personal travel on or alpout
intelligence service? During one the examinations, @ecember 9, 1994. According to an itinerary [he
CIA polygrapher deemed Nicholson’s responsegrovided to the CIA, Nicholson planned to travel|to
“inconclusive” to the following question: “are you London, New Delhi, Bangkok and Kuala Lumpr.
concealing contact with any foreign nationals”? Nicholson left Kuala Lumpur on December 28, 1994,
returning to the United States on December 30, 1994.
On or about December 4, 1995, Nicholson underwent
a third polygraph examination administered by a CIA According to financial records, after arriving in Kugla
polygrapher. Acomputerized review of the examinatiohumpur, Nicholson made a $9,000 wire deposit from
revealed an .88 probability of deception on the followindylalaysia to his Selco checking account #000026-1759/
guestions: (1) since 1990, have you had contact withl, and a $6,000 cash payment to his American Express
foreign intelligence service that you are trying to hidaccount #3728-128689-71001. Almost immediately
from the CIA? and (2) are you trying to hide any contaetfter returning to the U.S., on December 31, 1994,
with a foreign intelligence service since 19907 Thalicholson entered the Selco Credit Union in Eugene,
CIA examiner noted that Nicholson appeared to b@regon, and, using 130 $100 bills, paid off a $3,000
trying to manipulate the test by taking deep breaths ¢man at Selco (loan #86, Volkswagen), and ppid
the control questions, which stopped after a verb&l0,019.35 toward his Selco Visa account. The FBI
warning. has been unable to trace the source of the mong¢y in
these transactions to any legitimate source of income.
By reviewing CIA records and Nicholson’s frequent
flyer records and financial records from 1994 througfiune/July 1995 Foreign Travel and
early 1996, the FBI uncovered a pattern of twice yearlynexplained Money
foreign travel, followed by unexplained deposits and CIA leave records show that Nicholson took annual

payments to Nicholson's accounts. leave from June 15, 1995 through July 14, 1995.
According to an itinerary Nicholson provided to the

June 1994 Meeting with Russian and CIA, Nicholson left the United States on June 16, 1995,

Unexplained Money for Singapore, then traveled to Kuala Lumpur, where

According to CIA records, Nicholson was assignetie stayed from June 17 through July 1, 1995. Nichojson
to Kuala Lumpur, Malaysia during 1992-94 as Deputyeturned to the United States through Hong Kong on
Chief of Station/operations officer. CIA records showluly 1, 1995.
that Nicholson met with an officer of the Russian
Intelligence Service SVRR in Kuala Lumpur on four Analysis of financial records created during gnd
occasions during Nicholson’s final months there; threghortly after the trip show the following financigal
of these meetings took place in the Russian Embassytriansactions totaling $23,815.21 involving accounts in
Kuala Lumpur. These meetings were authorized ke name of Harold J. Nicholson and joint account$ he
the CIA and reported by Nicholson. On June 30, 19940lds with his children. The FBI has been unablg to
one day after Nicholson’s last reported meeting witlrace these financial deposits and payments, which are
the SVRR officer, financial records show that $12,008et out below, to any legitimate source of income.
was wired into Nicholson’s savings account #000026-

1759/01 at Selco Credit Union, Eugene, Oregon.
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amount institution

Date Amount Institution Account
6/21/95 $6,300 American 3728-128689-71001
Express date
) 1/3/96
6/30/95 $1,000 Selco Credit 000026-1759/20 1/3/96
Union money 1/4/96
market 1/5/96
) 1/8/96
6/30/95 $4,715.21 Selco Credit 4202-51000-261-7591 1/8/96
Union Visa 1/11/96
_ 1/16/96
6/30/95 $1,000 Selco Credit 000029-1248 1/17/96
Union 1/22/96
) 2/6/96
6/30/95 $1,000 Selco Credit 000034-2527
Union

6/30/95 $1,000 Selco Credit 000029-1249

Union

7/10/95 $1,000  Selco Credit 000026-1759/10

Union checking

$4,000
$4,400
$3,000
$1,900
$1,000
$1,000
$ 900

$2,000
$1,400
$ 900

$1000

Central Fidelity
Central Fidelity
Central Fidelity
Central Fidelity

USAA Mutual Fund
USAA Mutual Fund

Central Fidelity
Central Fidelity
Central Fidelity
Central Fidelity
Central Fidelity

account

7922119540
7922119540
7922119540
7922119540
52900-468973
54900-278125
7922119540
7922119540
7922119540
7922119540
7922119540

June 1996 Meeting with Russians in Singapore
and Cash Payment

J. Nicholson totaling $26,900 which the FBI has bgen
unable to trace to any legitimate source of income

On or about March 17, 1996, FBI officials wefre
contacted by an SVRR liaison officer who asked

information about Chechnyan terrorism. The SV
liaison officer added that his request was part of a gl

for
RR
pbal

tasking by SVRR Headquarters to gather information

7/10/95 $1,000 Selco Credit 000026-1759/20
Union money

market

7/17/95 $3,000

Central 7922119540

Fidelity
7/17/95 $1,000

Central 7922119540

Fidelity
7/20/95 $1,400 USAA
Mutual Fund

52900-468973

about Chechnya.

On or about April 26, 1996, Nicholson traveled frgm

his duty station at the CIAs special training cente
CIA Headquarters in the Eastern District of Virginja.
While at CIA headquarters, he asked several CIA
employees for background information about Chech
Nicholson claimed that he needed the information f
training exercise at the training facility. However,
according to CIA officials at the training facility, trainir|g
exercises ongoing at that time were developed mgnths

in advance, and no training was planned or conducted

7/20/95 $1,400 USAA

Mutual Fund

54900-278125

December 1995 Foreign Travel and
Unexplained Money

According to ClAleave records and Nicholson'’s trav:
records, Nicholson left the United States for person
travel on December 18, 1995, and arrived in Bangko
Thailand on December 20, 1995. Nicholson stayed n
Bangkok until December 24, 1995, when he left for
Phuket, Thailand. Nicholson returned to the Unite&v
States on December 30, 1995.

Analysis of Nicholson'’s financial records during andZ
shortly after this trip show the following financial
transactions involving accounts in the name of Harold

According to CIA records, Nicholson left the Unitg¢d
tates on personal travel on June 25, 1996, arrivirg in
ingapore on June 26, 1996. While Nicholson's cheg¢ked
uggage was searched and no evidence found, thg

regarding Chechnyan matters. Requests for changes to
the exercises must be submitted to a board for review,
and Nicholson did not submit any proposed changes.

FBI

as unable to search Nicholson’s carry on luggage,
hich included a camera bag.

At the time of his travel, Nicholson had applied fo
osition as CIA chief of station in a foreign country,
nd was being actively considered for that post.

I a
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Upon arrival in Singapore on June 26, 19961996 letter to the CIA, Nicholson identified this wompan

Nicholson checked into the garden wing at the Shanggsis a foreign national currently residing in Thail

nd

La Hotel, where the cost of a room exceeds $300 pghom he intends to marry. According to a receipt folind
night. in a car search described below, Nicholson magle a
$762.93 cash payment to the Hanalei Bay Resoft in

Surveillance of Nicholson in Singapore on June 2Hawaii on July 5, 1996.
1996, revealed that Nicholson left his hotel with his
camera bag at approximately 10:11 a.m. for about fourRecords of Nicholson'’s financial transactions dur|

ng

hours. During this four hour period, Nicholson made and immediately after this Singapore trip reveal
“surveillance detection run,” that is, a trip designed tapproximately $20,000 in purchases, deposits jand
detect surveillance. For example, Nicholson wgsayments. In addition, electronic surveillance has

observed taking numerous countersurveillanadetected a telephone conversation between Nichd

Ison

measures, such as backtracking his steps, watching gkass an acquaintance indicating that Nicholson gave his

panels of shops to look behind him, then entering asdn approximately $12,000 to purchase a new k4r.

immediately exiting a subway station. During thidave seen a cash receipt found in Harold J. Nicholg
excursion, Nicholson made no purchases and took wan dated July 12, 1996, issued to his son
photographs. $12,377.50 cash.

Surveillance of Nicholson later on June 27, 1996, date amount institution account
Singapore revealed that Nicholson left his hotel wifi28/96 $8,300 ~American ~ 3728-128689-71001
his camera bag at approximately 6:15 p.m., and retraced Express _
part of his route from earlier in the day, finally arriving/1/96 ~ $ 820.58 S&’:ﬁ:ﬁ; ;)Téogoii”k
at a subway station at 7:15 pm. Nlpholson remalnedP/T /96 $1,679.59 Shangri La Hotel
the elevated area of the station until all other passen

. . $ 762.93 Hanalei Bay Resort
had gone to the station’s lower level. Nicholson theiigigs  $1000  Selco Credit 000029-1248

came down the escalator and sat on a stone seat at the Union
end of the station near a taxi stand. After afew minutem/o6 $1,000 Selco Credit 000034-2527
Nicholson got up and went back into the main concourse Union

area of the station. While walking through the concours84/96 $ 120  Dulles Airport parking

area, he was met by a Caucasian male. The two nf&9/96 $5,000  Selco Credit 000026-1759/10
walked together toward a taxi stand. A car pulled up to Union

the taxi stand. The trunk of the car opened, and

Nicholson placed his camera bag in the trunk. Nicholsé¥cholson’s Move to CIA Headquarters

then got into the back seat of the vehicle. The vehicle©n Or about July 16, 1996, Nicholson reported to
bore diplomatic license plates which are registered R$W Position at CIA headquarters in t
the Russian embassy in Singapore. The vehicle left fr@unterterrorism Center. Nicholson had applied

area. This meeting with Russian nationals was ndgveral foreign postings, including the chief of stafjon
authorized, nor did Nicholson report it to the CIA aRosition discussed above, all of which were denied.

required by agency regulations. _
On or about July 19, 1996, an audit of CIA compu

The next morning, on or about June 28, 19982formation revealed that Nicholson was using
surveillance detected Nicholson leave his hotel and §gMPUter to conduct searches in CIA databases
to an American Express travel services center [formation using the following key words:"Russia(n
Singapore, where he made an $8,300 cash paymer@r{zg Chechnya.” As a result of Nicholson’s use of th
his American Express account. Several days latéY Words to conduct searches, CIA cables, reports

Nicholson left Singapore for Bangkok, paying higlocuments containing either of those key words wd
$1,679.59 bill in cash. be routed to his computer where he could read t

and print them. According to CIA officials, Nicholsd

On or about July 2, 1996, Nicholson left Bangkok fopas no need for such materials in his present pos
Honolulu with a female companion. In an August 21,

on’s
for

his
he
for

ter
his

5 for
)y
pse
and
uld
hem
n
tion.

358



Cl at the End of the 20th Century

The audit also revealed that Nicholson attempted tmdress itself may be serviced by an intermediary. [This
access CIA databases that he had no authorizationptust office box appears to be the method that Nicholson

the CIA computer security personnel to list Nicholsorforeign posting that he had sought, but instead
as a “surfer.” management position at CIA Headquarters.

On or about August 1, 1996, surveillance detectddlassified Documents Recovered From Nicholson
Nicholson approach a mailbox at 8283 Greensboidotebook Computer
Drive, Tyson's Corner, in the Eastern District of Virginia. On or about August 11, 1996, the FBI conductgd a
A sealed Hallmark greeting card envelope containingsearch of a 1994 Chevrolet Lumina sports van whigh is
postcard was subsequently retrieved from the mailbeggistered to Nicholson; surveillance and DMV records
A return address of 2206 Pimmit Run, Falls Churcttonfirm that this is Nicholson’s only vehicle. In additipn
22041 was hand-printed on the envelope. Both the cash receipts confirming some of the above finarcial
envelope and the postcard carried oversizedansactions, the FBI discovered a personally-o
commemorative stamps with a face value on $1, amtebook computer in the van. An analysis of the hard
amount in excess of the necessary postage. Tteve showed that it contained numerous CIA classified
postcard, which was addressed to a post office box irdacuments relating to Russia. All of these files had

foreign country, contained the following text: been deleted from program directories, which in my
training and experience indicates that they had alr¢ady
Dear J. F, been copied on to a disk and transmitted to Rugsian

Intelligence. This is corroborated by the fact that fthe

Just wanted to let you know that unfortunately I will - griginal classified documents are all dated priof to
not be in your neighbor as expected._ Priorities at the Nicholson’s June 1996 trip to Singapore. While the
Egssgg::gﬁt ::)eosslijtlifnd ﬂ':"erg]y gssq'gr:gs;t tgoyt;‘uer files had been deleted, the FBI recovered certain files
: and fragments of files from the notebook computér’s

general vicinity to visit field offices will occur, but not . .
for more than a few days at a time. Still, the work at hard drive. Abrief summary of some of these documents

the home office should prove very beneficial - | know follows:
you would find it very attractive. | look forward to a

possible ski vacation this winter. Will keep you a. A fragment recovered by the FBI describes
informed. Until then, your friend, the planned assignment of a CIA officer to a
position in Moscow. Nicholson trained this officer
. Nevil R. Strachey at a ClAtraining facility. The text of the fragment

P.S.I am fine. includes the statement “(comment: please see

biographic profile prepared previously on (name
of officer) as well as updated assignment listings
provided separately.” According to the CIA,

Investigation at 2206 Pimmit Run, Falls Church,
Virginia, revealed no one at this address named Nevil

R. Strachey. The zip code 22041 is not accurate for jmation about this officer’s assignment was
2206 Pimmit Run, Falls Church. No listing for Nevil classified “Secret.” The assignment was intende

R. Strachey was found in telephone directories for 4, e 4 covered slot, and the officer was trained |
Northern Virginia, the District of Columbia, Prince the use of a full range of intelligence collecting

George's and Montgomery County (MD). techniques. Collection targets included, but were

_ _ , _ _ not limited to, military preparedness of the Russiar]
(It is believed) the foreign post office box to which - regeration, the Russian Federation's knowledg
the postcard was mailed is an “accommodation address. of U.S. national defense plans, and other importar

An accommodation address is a prearranged address';oreign intelligence and counterintelligence

V‘{he(rje an ||nt;alllgence offlcer_rﬁan receive dm"?‘” matters. The disclosure of this officer could have
clandestinely from an agent. The accommodation |aq 15 the losses of human sources and causéd

e = =
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serious damage to U.S. intelligence capabilities.
Further, the fragment indicates that Nicholson has
provided the SVRR with biographic information
and assignment listings of CIA case officers. This
is confirmed by the fact that the hard drive also
contained biographic information about CIA
employees who were at the training facility during
Nicholson’s tenure there. Nicholson’s position as
a staff instructor at the CIA's special training center
gave Nicholson access to highly sensitive
information, including access to the biographical
information and assignments for every CIA case
officer trained during his two year tenure there.
As a result of this disclosure, it will be difficult, if
not impossible, for the CIA to place some of these
newly trained case officers in certain sensitive
foreign postings for the rest of their careers.
Further, Nicholson communicated with other case
officers who were instructors at the center, and
may have heard descriptions of their work as part
of training. The methods of training, and the
techniques taught to future case officers, would
be valuable information for foreign intelligence
agencies.

b. A document concerning a closed briefing on
Russian recruitment pitches to CIA case officers
in the field. A CIA official has told the FBI that
there was a briefing concerning recruitment
pitches by Russian intelligence officers and that
the briefing was classified “Secret.” A CIA official
said that information concerning how many
recruitment pitches have been reported by CIA
officers to CIA headquarters is classified “Secret.”

c. A document concerning information on
Chechnya. The information was a near verbatim
copy of an actual “Secret” CIA report regarding
Chechnya that had been provided to Nicholson
by CIA officials. | believe that Nicholson gathered
the Chechnyan information found on his computer
in response to clandestine tasking from the SVRR,
consistent with the SVRR’s global tasking for such
information as discussed above.

d. A document which included the statement
“the following added notes were taken by me from
the secret report from the CIA's Paris
accountability review team, dated 16 June 1995....”

According to a CIA official, the notes contained
in the electronic document came from a “Secret’
CIA report dated June 16, 1995 regarding
expulsions of CIA officers from Paris.

e. A document regarding information about
the Moscow CIA station. The document gave the
name of the Chief of Station, and set out staffing
information for this CIA office. CIA officials
advised that information concerning the location
and staffing of any CIA station is classified
“Secret.” (It is known) that the Russian
intelligence services attempt to identify U.S.
intelligence officers to identify CIA intelligence
operations and confidential human assets, son
of whom report on the military intentions and
military preparedness of foreign powers.

f. A document summarizing information
obtained during the debriefing of convicted spy|
Aldrich Ames.

g. An extended description of Nicholson’'s
polygraph examination, focusing on the questiony
Nicholson had been asked about any unauthorizg
contact with a foreign intelligence service and the
CIA polygraphy’s reaction to the test.

A 3.5 inch computer diskette was also found in
search of the vehicle. Unlike the hard drive, it contai
an electronic document that had not been erased
“Subject: Reporting From Access Agents to Russ
Sources and Developmental.” Access agents
individuals who are not employed by the fede
government. Instead, they are individuals who wor!
a variety of private fields who, by the nature of th
work, often travel and gain valuable intelligen

information. These individuals voluntarily provide thi

information to the United States. The identity of th
assets is classified, as they could be the target of rep
if foreign countries were aware of their intelligen

e

the
hed
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gathering activities. The access agent docunpent

contained seven summary reports concerning

human assets and their confidential reporting on for
intelligence matters. The document noted: (comm
The following was gleaned from reporting accessi
lists on Russian objectives.): the topics inclug

CIA
Pign
ent:
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ed

intelligence information concerning the Russign

banking system, efforts of a foreign country to acq
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Russian cruise missile technology, acquisition dfater, Nicholson asked for a camera that folds d¢
Russian designed electric field suppression systemsimfo a briefcase; ...this style camera is usefu

interest to the U.S. Navy, sound-vibration insulation fgsghotographing documents. According to CIA officidls,

diesel generator plants, high frequency radar researtlicholson has no need for any camera in conneg
submarine weapons systems design, and informatiaith his current official duties

concerning the Russian economy. In addition, the

human sources of information, whose identities the DIA On or about October 4, 1996, Nicholson made p
seeks to protect from disclosure, were identified in the travel to two foreign locations for official meetin
document by their codenames, positions, and accessith friendly foreign intelligence services, departing
particular information. CIA officials told the FBI that November 16, 1996, and returning to the U.S.
the seven items were all apparent extracts from thridevember 26, 1996. Nicholson has informed travel
actual CIA documents, each dated July 18, 1996, acdmpanions from the CIA that he plans to trave

classified “Secret.” A CIA official who examined theSwitzerland after the official meetings rather than relurn

extracts said that the information contained in thie the U.S. with them. Nicholson has made reserva

extracts was classified “Secret” and consisted of Russianfly to Zurich, Switzerland.

matters selected from a broader compilation of CIA

headquarters comments to three CIA stations concerningn or about October 9, 1996, FBI surveillan

reporting by CIA assets of those CIA stations. Thebserved Nicholson deposit an item in a mailbo

“comment” reported above was not found in the text @allows Road and Electric Avenue, Dunn Lorin

any of the three CIA documents. Virginia. The FBI retrieved the item, a sealed airn

envelope which contained a postcard mailed to the S

(It is known) that agents of foreign intelligenceaddress and same foreign post office box as the Al

services collect information on computers and transfér 1996, postcard. Both the envelope and the pos

the information on diskettes. | know that classified ClA&arried the same oversized commemorative style st

intelligence information concerning staffing in Moscowyith a face value of $1 as used on the August 1, 1

reports from CIA assets about Russian bankingpstcard. The text of the postcard reads:

technology, and political information; and information

about the number of Russian recruitment pitches Hello Old Friend,

reported by CIA officers is valuable intelligence

information which is being sought by the Russian ! hope itis possible that you will be my guest for a

intelligence services, particularly the SVRR. Much of Ski holiday this year on 23-24 November. A bit early

the information on the hard drive and the disk relates to but it would fit my schedule nicely. I am fine and all is

the national defense of the United States. me/iltlét:;ﬁpe you are the same and can accept m

. Best regards,
On or about August 24, 1996, a search of Nicholson’s Nevil R. Strachey

safe deposit box #417 at Selco Credit Union in
Springfield, Oregon, revealed a number of gold and P.S.The snow should be fine by then.
commemorative coins, including the two gold coins
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Nicholson purchased in Singapore with cash on July 1(Itis believed) that Nicholson was informing an SVRR
1996. intelligence officer of his intention to meetin Switzerlﬂwd
on November 23 and November 24, 1996. (Itis further
Nicholson’s Planned Meeting with Russians in believed) that the reference to “a bit early” refers to|the
November 1996 fact that their prior semi-annual meetings have occurred

On or about September 23, 1996, electronia December.
surveillance at Nicholson's workplace in Langley,
Virginia revealed Nicholson removing a camera from On or about October 23, 1996, the FBI conductd
his desk and holding it above papers on his lap, as if figrreptitious search of Nicholson’s residence. T
were trying to photograph documents. Nicholson hagbarch was very limited in that the FBI had little time
requisitioned this camera and lenses from the Clferform the search, and had to leave no trace of

da
his
to

their
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entry or the search. Most of the search focused &urveillance detected Nicholson photograph
Nicholson’s home and notebook computers, whictlocuments under his desk later that same evening
revealed no new evidence. They each revealed thmt the morning of November 13, 1996.

Nicholson keeps his notebook computer in his bedroom,

and electronic surveillance has detected the sounds aficcording to a personal financial statement t
typing in the bedroom at night. The search also revealetdrold J. Nicholson signed and filed with the CIA
that Nicholson has an electronic document scanner1#95, Nicholson has no outside business interes

a computer disk. in connection with his foreign travel. His federal
returns for the 1994 and 1995 tax years do not appe
On or about November 3, 1996, FBI agents conducteéclare the income described above that Nicholsor
a search of Nicholson’s office in Langley, Virginia.deposited in his accounts or used to pay debts.
Approximately 40 documents relating to Russia were

the “Secret,” “Top Secret,” and “SCI” levels. Accordingcause to believe that Nicholson is engaged
to CIA officials, these documents contained informationonspiracy to commit espionage in violation of Ti
concerning,among other things, the intelligencé8, United States Code Section 794 (c).
capabilities and military preparedness of the Russian

federation. The documents do not appear to be germdtens to be Searched for and Seized

documents relate to the national defense of the Unitedtional defense and classified documents and mats
States. The majority of these documents was locateddlandestine communications devices and instructi

photographs, other papers and materials relatin
Unlike his computer at previous CIA assignment;ommunications procedures, proceeds of ille
Nicholson’s computer at Langley has no disk drive. Thigspionage transactions, records, notes, bank rec
security feature makes it impossible for anyone to copijnancial statements, calendars, journals, and o
classified documents onto a disk for editing, removalapers or documents relating to: 1) the transmittg
or transfer. national defense and classified intelligence informa
to foreign governments and intelligence services; 2
On or about November 9, 1996, electroniédentities of other foreign espionage agents
surveillance of Nicholson's workspace revealedhtelligence officers; 3) financial transactions includi
Nicholson removing documents from the black foldepayments from governments and hidden finan
on his desk, and removing classification markings fromccounts; 4) records of previous illicit espiong
the tops and bottoms of documents. | believe that tiiansactions; 5) the source and disposition of nati
no disk drive security feature of Nicholson’s computedefense and classified intelligence information.
is forcing Nicholson to print out these documents and
edit them by hand. b.Agents of foreign intelligence services often utili
espionage paraphernalia, including devices design
On or about November 12, 1996, in response twonceal and transmit classified and intelligen
Nicholson’s request, individuals from the CIAs Officeinformation. These paraphernalia and devices inc
of Technical Services delivered a document cameraneaterials used by espionage agents to commun
Nicholson'’s office. Immediately Nicholson closed hisbetween each other and with a foreign government,
door and placed the camera under his desk. Nicholsas computer disks or photographic film.
took some of the documents relating to Russia from the
black folder, placed them under the desk, knelt on thec. It is common for agents of foreign intelligen
floor, and began photographing the documentservices to secrete national defense and class
Nicholson photographed documents for about 3ocuments and materials, clandestine communical
minutes on the morning of November 12, 1996devices and instructions, contact instructions, co

home which would enable him to scan documents onsources of income that account for the income desth;(ed

found on his desk, including documents classified atBased on the above information, there is probTbIe
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telephone numbers, maps, photographs, other papBescription of ltems and Places to be Searched

and materials relating to communications procedures(lt is planned to) arrest Nicholson on November
proceeds of illegal espionage transactions, record€96 at Dulles Airport in the Eastern District of Virgin
notes, bank records, financial statements, calendgtst prior to his scheduled departure. In his past trg
journals, espionage paraphernalia, and other papersNizholson has checked luggage with the airline and
documents on their persons and in secure, hiddearried, hand luggage, including a camera bag, ont

16,
ia
\vel,
Also
D the

locations and compartments within or near theairplane. Based on the above information, ther
residences, at places of employment, in safe depgsibbable cause to believe that Nicholson will h

P S
ve

boxes, and in motor vehicles, including hiddewlassified information in some form on his person| or
compartments within motor vehicles, for ready accesecreted in his luggage for delivery to his SVRR
and to conceal such items from law enforcemehtandlers. Accordingly, should Nicholson check gny
authorities. items with the airline for transportation with his flight,
or should he have any carry on items prior to boarding

d. Agents of foreign intelligence services routinelithe aircraft.
maintain or conceal in and near their residences or in

safe deposit boxes large amounts of U.S. and foreiglNOTE: On 31 March 1997 Harold J. Nicholson, the

currency, financial instruments, precious metals, jeweldyighest-ranking CIA agent ever charged with spying
and other items of value and/or proceeds of illeg&ussia, pled guilty to espionage. Nicholson admi
espionage transactions. They also conceal recotds federal court that he sold Top-Secret U.S. intellige
relating to hidden foreign and domestic bank anidformation to the Russians for $180,000. On 5 J
financial accounts, including accounts in fictitiousl997, Nicholson was sentenced to 23% years in pr
names. He did not get life imprisonment because of
cooperation with federal authorities.

e.Agents of foreign intelligence services are not unlike

any other individual in our society in that they maintain

documents and records. These documents and records Pitts Affidavit

will normally be maintained for long periods of time

regardless of whether their value to the agent hagpect: Earl Edwin Pitts Affidavit
diminished. These persons maintain documents aggiegory: Pitts Case

records which will identify and corroborate travel both

in the U.S. and abroad made in connection with The following information is UNCLASSIFIED.
clandestine espionage activity, including personal meets

with foreign intelligence officers. These documents and UNITED STATES DISTRICT COURT
records include passports, visas, calendars, journals, date EASTERN DSTRICT OF VIRGINIA
books, telephone numbers, address books, credit cards,

hotel receipts, airline records, correspondence, carbon UNDER SEAL

copies of money orders and cashier’s checks evidencing UNITED STATES OF AMERICA
large cash expenditures, and accounts and records in

fictitious names. CRIMINAL COMPLAINT

f. Agents of foreign intelligence services often CAV'SE NUMBER: 96-1041-M
maintain and conceal identity documents, including
those utilizing fictitious identities, U.S. and foreign garL EDWIN PITTS
currency, instructions, maps, photographs, U.S. anqname and Address of Defendant)
foreign bank account access numbers and instructions,
and other papers and materials relating to emergency {he undersigned complainant being duly sworn s
contact procedures and escape plans. the following it true and correct to the best of 1

for
ted
bnce
Lne
son.
Nis

tate
ny
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knowledge and belief. From on or about July, 198718, U.S.C. Section 641, that is, conveyance wittjout
December, 1996 in Arlington and Stafford Counties iauthority of property of the United States.
the Eastern District of Virginia Defendent(s) did, (Track
Statutory Language of Offense) In violation of Title 18 United States Code, Sectior](s)
794 (a) and (c), and 641, and Title 50, U.S.C. § 783(a).
commit a violation of Title 18, U.S.C. Section 794
(c), that, with reason to believe that it would be used tol further state that | am a Special Agent, FBI and that
the injury of the United States and the advantage oftlsis complaint is based on the following facts:
foreign nation, Earl Edwin Pitts did unlawfully and
knowingly conspire with others to communicate,
transmit and deliver to representatives of a foreign Signature of Complainant
government, specifically the U.S.S.R. and the Russian David G. Lambert, Special
Federation, information relating to the national defense  Agent Federal Bureau of Investigation
of the United States, and did overt acts to effect the
object of said conspiracy, including but not limited to Reviewing AUSA -Randy |. Bellows
the following: Earl Edwin Pitts did travel on March 24, Sworn to before me and subscribed in my presence,
1992 from National Airport, in the Eastern District of December 17, 1996 at Alexandria, Virginia
Virginia, to New York City; and did

Date City and State

commit a violation of Title 18, U.S.C. Section 794
(a), that is, with reason to believe that it would be usedThomas Rawles Jones, Jr.
to the injury of the United States and the advantage of dJnited States Magistrate Judge
foreign nation, Earl Edwin Pitts did unlawfully and
knowingly attempt to communicate, transmit and deliver Name & Title of Judicial Officer
to representatives of a foreign government, specifically
the Russian Federation, information relating to the  Signature of Judicial Officer
national defense of the United States; and did

commit a violation of Title 50, U.S.C. Section 783 AFFIDAVIT IN SUPPORT OF CRIMINAL
(@), that is, communication of classified information COMPLAINT, ARREST WARRANT, AND
without authority by Government officer or employee SEARCH WARRANTS
to a person he had reason to believe was an agent of a
foreign government; and did commit a violation of Title UNITED STATES v. EARL EDWIN PITTS

I, David G. Lambert, being duly sworn, depose and
state as follows:

1. | am presently employed as a Special Agent of the
Federal Bureau of Investigation (FBI) and am assigned
to the Washington Field Office in the District of
Columbia. | have been employed as an FBI Spdcial
Agent for approximately 9 years. | have been assigned
to foreign counterintelligence (FCI) investigations for
approximately 7 years. As a result of my training and
experience, | am familiar with the tactics, methods, and
techniques of foreign intelligence services and tieir
agents.

Earl Edwin Pitts
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2. This affidavit is in support of the following: on behalf of that service. Prior to being an agen
of the SVRR, there is probable cause to believ

PITTS was an agent of the KGB.

U

a. Complaint and Arrest Warrant for:
EARL EDWIN PITTS,
DOB: September 23, 1953
SSAN: 486-62-7841,

b. From in or about July, 1987, through the
present, PITTS conspired with officers of the KGB
and SVRR to commit espionage. This included
numerous trips which PITTS made from the
Eastern District of Virginia to the New York area
in connection with his espionage activities. From
in or about October, 1992, to the present, to th
best of my knowledge and belief, PITTS remained
an agent of the SVRR in a dormant capacity.

for the following violations of federal criminal law.

a. Conspiracy to commit espionage
(Title 18, United States Code, Section
794(c)); and

11%

b. Attempted Espionage
(Title 18, United States Code, Section
794(a)); and

c. During PITTS’ espionage activities between
1987 and 1992, PITTS received from the KGB
and SVRR in excess of $224,000, including ove
$100,000 set aside for PITTS in a “reserve”
account (according to PITTS).

c. Communication of Classified Information
by Government , Officer or Employee
(Title 50, United States Code, Section
783(a)). d. From in or about August, 1995, through the

present, PITTS attempted to commit espionage arjd

3. The information stated below is based on personalcommitted numerous other violations of federal

knowledge, training and experience, including training criminal law in connection with his contact with
and experience | have gained while assigned to FClcertain individuals who he believed were agents
investigations, and information provided to me by others of the SVRR but who were, in fact, undercover
as noted herein. personnel employed by, or operating on the
instructions of the FBI. During this “false flag”

Summary operation, described in greater detail below, PITT$

4. This affidavit concerns an investigation by the FBI gave persons he believed to be SVRR officers
into the compromise of FBI intelligence operations and sensitive and Secret classified documents relatgd
information. During this investigation, | and others have to the national defense, gave “SVRR [FBI]”
conducted interviews, physical and electronic handlers personal, medical and family information
surveillance, financial analysis, and other forms of about fellow FBI special agents, proposed
investigation. strategies by which the SVRR might recruit
additional agents, made plans to smuggle into th

FBI Academy an SVRR technical expert, provided

his “SVRR [FBI]" handlers an FBI cipher lock

combination, an FBI key and his own FBI

D

5. The results of this investigation to date indicate
there is probable cause to believe that:

a. EARLEDWINPITTS (hereafter, “PITTS”),
a United States citizen, is an agent of the Sluzhba
Vneshney Rasvedi Rossii (hereafter, “SVRR"),
which is the intelligence service of the Russian
Federation. The SVRR is the direct successor of
the Union of Soviet Socialist Republics’
Committee for State Security, known hereafter as
the “KGB.” An agent of a foreign intelligence
service is one, other than an intelligence officer
or employee, who clandestinely and illegally acts

identification badge in order to facilitate the
smuggling operation, stole from the FBI a handse
to a telecommunications device used to transm
classified information, and divulged a variety of
classified information to his “SVRR [FBI]"

handlers. PITTS did this for money. During the
“false flag” operation, PITTS accepted $65,000
for his espionage activities and his attempt tg
compromise FBI intelligence activities.

— F
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Background on Earl Edwin Pitts relating to material contained in the files, or
6. EARL EDWIN PITTS is a United States citizen, disclose any information or produce any materia

presently employed as a Supervisory Special Agent of acquired as a part of the performance of my official

the FBI. PITTS is43years old and is an attorney. PITTS duties or because of my official status.

and his wife, Mary, were married in 1985. PITTS resides

with his wife at a single family dwelling located at 13415

Fox Chase Lane, Spotsylvania, Virginia, 22553.

That | understand unauthorized disclosure ma
be a violation of Federal law and prosecuted as g
criminal offense.

7. On September 18, 1983, PITTS entered on duty
with the FBI and, on September 19, 1983, took the 9. On October 22, 1984, PITTS signed the Classified
following Oath of Office: Information Nondisclosure Agreement, which reads in

part:
| will support and defend the Constitution of

the United States against all enemies, foreign and | have been advised and am aware that direct ¢r

domestic; that | will bear true faith and allegiance
to the same; that | take this obligation freely,
without any mental reservation or purpose of
evasion; and that | will well and faithfully
discharge the duties of the office on which | am
about to enter. So help me God.

indirect unauthorized disclosure unauthorized
retention or negligent handling of classified
information by me could cause irreparable injury
to the United States or could be used to advantage
by a foreign nation. | hereby agree that | will
never divulge such information unless | have
officially verified the recipient has been properly
authorized by United States Government tg

8. OnSeptember 20, 1983, PITTS signed an FBI
Employment Agreement, which included the following
provisions:

receive it or | have been given prior written notice
of authorization from the United States

That | am hereby advised and | understand that
Federal law such as Title 18, United States Code,
Sections 793, 794, and 798 . . . prohibit loss,
misuse, or unauthorized disclosure or production
of national security information, other classified
information and other nonclassified information
in the files of the FBI;

| understand that unauthorized disclosure of
information in the files of the FBI or information
| may acquire as an employee of the FBI could
result in impairment of national security, place
human life in jeopardy, or result in the denial of

due process to a person or persons who are subjects

of an FBI investigation, or prevent the FBI from
effectively discharging its responsibilities. |

understand the need for this secrecy agreement;

therefore, as consideration for employment, |
agree that | will never divulge, publish, or reveal
either by word or conduct, or by other means
disclose to any unauthorized recipient without
official written authorization by the Director of

the FBI or his delegate, any information from the
investigatory files of the FBI or any information

Government Department or Agency (hereinafte
Department or Agency) last granting me a security
clearance that such disclosure is permittéd.
further understand that | am obligated to comply
with laws and regulations that prohibit the
unauthorized disclosure of classified information.

I have been advised and am aware that any
breach of this Agreement may result in the
termination of any security clearances | hold;
removal from any position of special confidence
and trust requiring such clearances; and th
termination of my employment or other
relationships with the Departments or Agencieg
that granted my security clearance or clearance
In addition, | have been advised and am awar
that any unauthorized disclosure of classified
information by me may constitute a violation of
United States criminal laws including the
provisions of Sections 641, 793, 794, 798,
and...the provisions of Section 783(b), Title 50,
United States Code, and the provisions of theg
Intelligence Identities Protection Act of 1982.

1%
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10. PITTS currently holds a “Top Secret” securitywas not authorized in 1995 or 1996 to meet with ag}nts

clearance. From November 15, 1989 until Novembef foreign counterintelligence services. In additi
18, 1996, PITTS held certain additional “code wordPITTS was required by FBI policy and procedure
clearances for access to sensitive compartmentacturately and fully report such contacts, which he
information. not do.

11. Upon graduation from the FBI Academy, he was 17. This affidavit refers to information obtained from

n,
to
did

assigned to the FBI's Alexandria Field Office where helectronic surveillance, video surveillance and sear¢hes

worked applicant, white collar crime and narcoticef various places and things. In each instance,

the

investigations. PITTS was assigned to theearchesand surveillance described in this affidavit yvere

Fredericksburg Resident Agency within the Alexandriauthorized by court order, or by consensual monitor
Field Office from March 18, 1985 through January 21,

1987. Espionage-Related Activities (1987-1992)

18. In January, 1987, PITTS began his duties v

12. PITTS was assigned to the New York Fieldhe New York Division, assigned to a squad respong

ng.

ith
ible

Office from January 31, 1987 to August 13, 1989e for various FCI investigations. Between January, 1p87
worked FCI investigations including investigationsand August, 1989, PITTS had access to a wide range of
concerning KGB officials assigned to the (then) Sovigtensitive and highly classified operations. Thgse

Mission to the United Nations. included the following: recruitment operations involvi
Russian intelligence officers, double agent operati

13. In August 1989 PITTS was promoted tooperations targeting Russian intelligence officers,
Supervisory Special Agent and transferred to thidentities of human assets, operations against Ru
Document Classification Authority Affidavit Unit within illegals, true identities of defector sources, surveilla

g
DNS,
rue
5sian
nce

the Operations Section of the Records Managemertthedules of known meet sites, internal policies,

Division at FBI Headquarters, in Washington, DCdocuments, and procedures concerning surveillang
Upon assignment to the Records Management DivisidRussian intelligence officers, and the identificat
PITTS was granted access to Sensitive Compartmentadyeting and reporting on known and suspected K
Information. In 1991, he was reassigned to the Securibytelligence officers in the New York area.
Programs Section, where he was responsible for
supervising personnel security investigations. 19. In 1988, PITTS described his duties in New Y(
as follows:

14. On or about October 18, 1992, PITTS was
transferred to the Legal Counsel Division at FBI  my current duties in NY include investigations
Headquarters, where he worked in DNA Legal concerning Soviet intelligence officers, Soviet
Assistance and was then assigned to civil litigation establishments, Soviet emigres, espionage matte
matters. PITTS worked in FBI office space located and developing assets. These duties have affordg
within a building at 601 Pennsylvania Avenue, NW, me an opportunity to investigate some highly
Suite 750, Washington, DC. complex and sensitive cases, including

identification of Soviet intelligence officers,

15. On or about January 23, 1995, PITTS began identifying Soviet efforts directed at the emigre
working in the Behavioral Science Unit, FBI Academy community and participation in recruitment
in Quantico, Virginia, where he remains at present. efforts.
Among his responsibilities at the FBI Academy is to
conduct security briefings for FBI personnel. The July 1987 Letter

20. Inor about late July 1987, a cooperating witn
16. Since PITTS' assignment to the FBI Academy(hereafter, “CW"), who is known to be reliable al

e of
on
GB

rk

]

bd

2SS
hd

PITTS had no duty or responsibility that would haveredible, received a letter addressed to the CW
required or necessitated ongoing contact with Russiéhen) Soviet Mission to the United Nations. At

the
e

citizens in a foreign counterintelligence capacity. PITTime, the CW was a citizen of the Soviet Union assighed
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to the Soviet Mission to the United Nations. The letteEW, and based upon PITTS' subsequent conductl and
provided surveillance information concerning the CW'en other investigative activities, | believe that the writer
recent activities. of the letter to the CW was PITTS and that PITTS \vas
the U.S. intelligence officer who met with the CW and
21. Specifically, CW recalled that the letter receiveKarpov at the New York Public Library.
from the writer contained reference to a trip which CW
had made to a New York City airport to meet two highBisclosure of Classified Material
ranking KGB officials several days earlier. Review of 27. The meeting between Karpov and PITTS at the
FBI records indicates that on July 15, 1987—one wed¥ew York Public Library was the beginning of five years
before it is believed the letter was sent to CW—PITTSf active espionage activity by PITTS on behalf of the
conducted surveillance on the CW at another New YoikGB and SVRR.
City airport and later reported the surveillance in a
memorandum classified Secret. 28. | believe that among the classified documgnts
and information which PITTS conveyed to the KGB|in
22. Based on the foregoing, the CW concluded thaihe course of his espionage activity in return for mohey
the writer was an FBI employee. In the letter, the writerere the following:
requested a meeting with the CW or, if the CW was not
a KGB officer, with an actual KGB officer. (During a. A document known as the “Soviet
the summer of 1987, several Special Agents on the Administrative List.” The “Soviet Administrative
counterintelligence squad to which PITTS was assigned, List” was the FBI's computerized, alphabetical
wrongly concluded the CW was a senior KGB officer. compilation of all Soviet officials posted or
PITTS, himself, told the CW in December, 1995, that assigned to the United States. It is classifiec
he had chosen the CW to meet with because the CW'Secret” and is related to the national defense. Th
had been “misidentified” [as a KGB officer].) “Secret” classification is applied to information
whose unauthorized disclosure reasonably coul
23. The CW provided the letter to the Mission be expected to cause serious damage to the
Security Officer, Vadim Voytenko (hereafter, national security. The list contains the names
“Voytenko”). Later, the CW met with Voytenko and dates of birth, posting, in-country/travel/out-
Aleksandr Vasilyevich Karpov (hereafter, “Karpov”).  country status, file number, FBI office of origin,
FBI squad, FBI case agent, and the known of
24. Based upon investigation and analysis, Aleksandr suspected intelligence affiliation of each Soviet
Vasilyevich Karpov has been identified by the FBI as official assigned to Soviet legations in the United
an officer of the SVRR and, formerly the KGB. From States, including the Soviet Embassy in
1987 through 1990, he was the New York Chief of Line Washington, D.C., and the Soviet Mission to the
KR. Line KR, the counterintelligence component of United Nations in New York, New York.
the KGB, was responsible for penetrating the
intelligence and security services of foreign nations, PITTS was not authorized to deliver the “Soviet
including those of the United States, by human and Administrative List” to any person not employed
technical means. The FBI was one of the intelligence/ by the FBI nor to any person within the FBI who
security services targeted by Line KR. did not have an official need to know the
information contained in the list.

D

=N

The Meeting at the New York Public Library

25. The CW was instructed by Voytenko to meet  b. Aletterto CW, then suspected by the FBI of
with the writer of the letter at the New York Public being a KGB officer, containing surveillance
Library, located at Fifth Avenue and 42nd Street in New information concerning CW. Specifically, PITTS
York City. The CW briefly met the writer inside the disclosed classified Secret information concerning
library, and then introduced the writer to Karpov. FBI surveillance of CW.

26. Based upon statements made by PITTS during
the “false flag” operation, information provided by the
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c. Secret information concerning an FBl asset  d. On or about November 2, 1995, PITTS wrotg
who reported covertly on Russian intelligence letter to the person he believed to be his SVRR han
matters. In this letter, PITTS made reference to “previa

exchanges.” (This letter was not in fact sent dug
Information Obtained in the “False Flag” Opera- PITTS' discovery of a surveillance device.)
tion Concerning PITTS’ 1987-1992 Espionage
Activity e. In the same November 2, 1995 letter, PITTS as
29. The FBI conducted an analysis of PITTSTor $35,000 to $40,000 from “my account” to fund
financial affairs and travel records and conductegkscape plan. It is believed that this reference to
additional investigation, including the debriefing of CWaccount” is a reference to an account set up in Rusg
by the FBI. In or about August 1995, a “false flagPITTS” behalf.
operation was initiated. A “false flag” operation is an
operation intended to persuade a target of the operatioh On December 17, 1995, a telephone call took p
that he is working for one country when, in fact, he isetween PITTS and the person he believed to bé
working for another. The purpose of this “false flag'SVRR handler. In that call, the “SVRR [FBI]” handl
operation was to confirm PITTS’ 1987-1992 suspectddid PITTS that PITTS needed to have a face-to-|
espionage activities and, most importantly, to determimeeeting with PITTS' friend from Moscow. The “SVR
what FBI information, projects and operations PITTEBI]” handler told PITTS that “you must come to t
had compromised by divulging them to the KGB angdlace where you first requested to meetin 1987." PI
SVRR during the course of his espionage activities. acknowledged that he remembered the place [the
York Public Library] and the section in the place wh
30. Specifically the “false flag” operation wasthe 1987 meeting had occurred.
designed to persuade PITTS through the use of the CW,
and through the use of U.S. government personnel. On December 28, 1995, a telephone call took p
posing as SVRR officers, that he was being contactbdtween PITTS and the person he believed to bg
again by the SVRR and then, in the course of conducti8yRR handler. The call concerned the fact that
current espionage-type activites, ascertain the scope amekting scheduled for earlier that day in New York
content of his past espionage activities. In fact, durimpt taken place as planned. After the “SVRR [FB
the course of the “false flag” operation, PITTS madeandler told PITTS that his friend had been waiting
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In

numerous incriminating statements concerning his prione section of the library for PITTS, PITTS stated that

espionage activites, including the following: this section was “not where we first met” and that tt
first meeting had been in a different section of the libr
a. On or about September 8, 1995, PITTS wrote ldbelieve this is a reference to PITTS'’ first meeting w
letter to the person he believed to be his new SVRRe CW in or about July, 1987.
handler in which he apologized for missing a meeting

elr

ary.
ith

with his old SVRR handler in New York and stated that h. In a December 29, 1995 meeting with a persomf he

he was “very pleased to hear from you again.” believed to be his SVRR handler, PITTS was askg
he had brought anything for the handler. PITTS sai
b. In the same September 8, 1995 letter describbed not because “before” we were “never suppose
above, PITTS indicated that he did not have informatiaxchange two things.” | believe this is a referenct
concerning a certain KGB official and stated: “Shortlyhe procedures PITTS used during his espionage ac|
after | last met with Alex, | left the operational side obetween 1987 and 1992.
the business and became more of an administrator and
researcher.” The reference to “Alex” is believed to be ai. In the same December 29, 1995 meeting, PI}
reference to one of PITTS handlers, Aleksandr Karpasaid: “| feel very uneasy compared to last time, it's,
I'm much more out of out of touch with what's goi
c. In the same September 8, 1995 letter described.” | believe this is a reference to PITTS’ espion
above, PITTS stated: “I have no additional material tactivity between 1987 and 1992.
pass along as collections ceased when | missed your
friend in New York.”
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j. In the same December 29, 1995 meeting, the UCO: Yeah, but | understand those peoplg
following exchange took place between an Undercover who did bring you money at the time or that money,
officer ["'UCQ"], who was posing as an SVRR officer, which was passed toyou . ..
and PITTS:

PITTS:  Um Hum.
UCO: Edwin, does your wife know
anything about our present project? UCO: They, well, tried to reach us,
establish to see if your account is up to date. W
PITTS: No, No. She doesn't know about any have an account, you know this?
of the Projects but she....
PITTS: Um Hum. Yes.
UCO: Did she know anything about the
project when you worked with Alex in the old UCO:  Are you aware of the account?
days in New York?
PITTS: Well, Yeah, I've been told about it.
PITTS: No, unless she suspected. She has
great deals of suspicions. UCO:  Yeah, did ever mention how much it
is, in the account?
UCO: You had no problem with that then
in New York at the time? PITTS: Alexdid, butl, | don't remember the
amount.
PITTS: No.
UCO: You don’'t remember?
k. In the same December 29, 1995 meeting, the

following exchange took place: PITTS: No. I've tried to put those things out
of my head.
UCO: Do you remember the last date when
you met Alex [Karpov]? m.On July 9, 1986, PITTS wrote a letter to the per
PITTS: No. he believed to be his SVRR handler, which read
part:

UCO:  Youdon't? The year?
If it is possible, please make payment for my
PITTS: Oh, the year? The year would have most recent deliveries (or withdraw from my

been, um, uh, 1988. reserve account) . . .
[. In the same December 29, 1995 meeting, then. On or about August 14, 1996, PITTS wrote ale
following exchange took place: to the person he believed to be his SVRR handler, w

reads in part:
UCO: ... the money you got in the past. . .
there was some doubt that you perhaps did not Regarding my reserve, | do not know the amoun|
get all the money which was coming to you, to and it is my understanding that you do not. Wher
your account. | last met with Alex, it was over 100,000.

PITTS: No, Ididn't. No... but, 0. In the same August 14, 1996 letter, PITTS stz

UCO: No. You. .. out of his “reserves” because “much of the informa
| have recently provided is not of the quality | ha
PITTS: But, | mean, | understand, we had provided in the past. . ”
to break contact.

that it might be appropriate for the SVRR to pay Tm
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p. On or about September 18, 1996, PITTS madeénancial Analysis
additional statements in a letter to the person he believe®2. The FBI has conducted a financial analysig
to be his SVRR handler concerning moneys he h&ITTS for the time period in which it is believed PIT]
received in the course of his espionage activities durimgas actively involved in espionage activities on be

of
'S
nalf

the 1987 to 1992 time period. In this excerpt, PITT8fthe KGB and SVRR. This financial analysis indicates

made reference to an SVRR officer who handled PITTBat PITTS acquired substantial money during this pe
after Alexander Karpov: of time which cannot be traced to legitimate source)
funds.

During the time | knew him, two payments were
made but | can not remember if they were inround  33. PITTS’ only known source of substantial incor
numbers. He never spoke of the size of the reserveduring the period from 1987 to 1992 was from
fund or how much | was to expect in payment. employment and his wife’s employment with the F
The greatest difficulty was the distance between PITTS made frequent deposits of cash and/or md

riod
S of

ne
Nis
Bl
ney
This

our locations and the absence of an alternate meansccounts or as payments on credit card accounts.
of communicating meeting dates and alternate activity was unusual as compared to PITTS’ nor

al

dates. The distance and time between meetingsfinancial banking activity prior to July, 1987 and
made it impossible to plan for unforeseen subsequent to June, 1992. Furthermore, examingtion
circumstances. The nature of the information of when money orders were purchased and when

changed because of the type of work | was groupings of deposits were made, revealed a p
assigned. | only met him two, or maybe three, linking such deposits to the dates of PITTS’ New Y.
times after my posting to Washington (in 1989). trips.

g. On December 13, 1996, in a communication to 34. From 1987 to 1992, these unexplained depd
the persons he believed to be his SVRR handlers, PITasd credit card payments resulted in an enhancemsd
stated that he no longer had “direct access” to the filB$T TS’ wealth by over one hundred thousand doll
from his New York assignment (1987-1989) but “is follows:
believe | have provided you with everything that | was

aware of.” YEAR TOTAL VALUE OF DEPOSITS
r. In the same December 13, 1996 communication, 1987.......ccccccvevvevrerennn. $2,775.00
PITTS stated that he wished “to draw on reserve funds”  1988........c.cccccevvvvveennnnnn. 5,024.48
on January 6, 1991 and February 6, 1997. | believe this  1989...........ccccceeeeeennn. 23,414.31
to be a reference to the Russian account set up on behalf 1990...............cccceeee.. 35,520.00
of PITTS, as described, above. 1991, 29,115.21
1992, 28,375.66
Trips to New York City in 1990-1992 TOTAL ..o, $124,224.66

31. InAugust 1989, PITTS was transferred from the
New York Field Office of the FBI to FBI Headquarters. This sum of money does not include any funds PI
Beginning in February 1990, and continuing to Octobenay have received which were not deposited into
1992, PITTS made a series of nine brief trips to Newf his accounts or used to pay bills. Nor does it incl

York City, most of which were one day trips, all suclthe account in Russia which, according to PITT

trips taken to or from National Airport, in the Easteristatement, was funded with “over $100,000.”

District of Virginia. Hnancial analysis indicates

pattern of unusual monetary deposits following these35. PITTS utilized a number of financial institutior

trips. Ibelieve that PITTS made all or most of thesand accounts to hide his receipt of this unexplai

trips for the purpose of continuing his espionageealth, including several accounts at finang

activities. institutions in the Eastern District of Virginia. TH
deposits to these accounts were small, no larger
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$1,100.00, and spread out over several days within aAccount #: 7919862232
month. To further conceal the receipt of illegal funds, In name of; EARL EDWIN PITTS and Mar

by PITTS’ known income.

Account #: 587571 019
In name of: EARL EDWIN PITTS and Mary d. Name/Company:

Colombaro Pitts CHEMICAL BANK (MANU-
Activity: From September 1987 through April FACTURERS HANOVER)

1992, there were thirty-two known Address: New York, New York

depositsto this accounttotaling Account #: 0630264

approximately $8,419, all unexplained In name of: EARL EDWIN PITTSand Mary

account totaling approximately $4,591, Address: Baltimore, Maryland
all unexplained by PITTS’ known  Account # 11661881
income.

by PITTS known income. Colombaro Pitts
Activity:  From January 1989 through Augu
b. Name/Company: 1989, there were thirty-two know
CENTRAL FIDELITY BANK depositsto this accounttotaling
Address: Richmond, Virginia approximately $8,027, all unexplaing
Account #: 1018713721 by PITTS’known income.
In name of: EARL EDWIN PITTS and Mary
Colombaro Pitts e. Name/Company:
Activity:  From July 1989 through July 1992, there NATIONS BANK (AMERICAN
were twelve known deposits to this SECURITY)

y

PITTS rented a post office box in Washington, D.C., Colombaro Pitts
which received the American Security Bank statements, Activity: ~ From July 1989 through October 1992,
he made innumerable deposits, withdrawals, and there were one hundred fifty one known
transfers via automated teller machines, and he deposits to this account totallinlg
purchased multiple money orders for deposits into his approximately $38,612, all unexplaingd
bank accounts and for payments on credit and accounts. by PITTS known income.
For example, in the years 1987-1992, over 50 money
orders were purchased by PITTS. Name/Company:
KEY OF NEW YORK
36. The following isa summaryof activity Address: Albany, New York
concerning the specific accounts listed above that haveAccount: 342928376
led me to believe these accounts contain proceeds ofin name of: EARL EDWIN PITTSand Mary
PITTS' espionage activity: Colombaro Pitts
Activity:  From June 1988 through August 1989,
a. Name/Company: there were fifty-three known deposits
PENTAGON FEDERAL CREDIT to this account totalling approximately
UNION $10, 488 all unexplained by PITTS
Address: Alexandria, Virginia known incomes.
Account #:  587571-027
In name of: EARL EDWIN PITTS and Mary Account #. 347009151
Colombara Pitts In name of: EARL EDWIN PITTS and Mary
Activity: From July 1987 through May 1992, Colombaro Pitts
there were thirty-five known deposits  Activity:  From September 1988 through June
to this account totaling, approximately 1989, there were nineteen known
$10,595, all unexplained by PITTS’ deposits to this account totallinlg
known income. approximately $1,354, all unexplaingd
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In name of: EARL EDWIN PITTS responded: “I'll help you if | can.” PITTS added that

Activity:  From March 1990 through Augusthe was in “another line now,” and did not have g¢
1992, there were one-hundred twentyaccess.
known deposits to this account totaling

od

approximately $33,735, all unexplained 43. The UCO provided a sealed envelope to PITTS
by PITTS’ known income which contained written instructions to PITT|S
describing how PITTS should make a “dead drop” ait a
Espionage—Related Activities (1995-1996) particular location code-named “POLE” qgn

37. InAugust 1995, the FBl initiated the “false flag” September 9, 1995 in the Clifton, Virginia area. (A“dd
operation described above. It began with correspodrop” is a prearranged location where a clandeg

ad
tine

dence, postmarked in New York, New York, and sent foreign agent or intelligence officer may utilize

PITTS' residence. There was no response. impersonal, clandestine means of communication to
transfer tangible objects between them.) PITTS Was

The August 26, 1995 Meeting also instructed to mark a signal site, codenamed

38. On or about August 26, 1995, at approximatel§{GRADE,” in this same area once the “dead drop” had

2:30p.m., the CW went to the PITTS residence arlgeen put down. Also included in the envelope \
met PITTS at the door. He told PITTS: “SVRR [FBI]" tasking for PITTS to accomplish an

provide in the future.

There is a guest visiting me. He wanted to see

you. He's in my car. He's from Moscow. 44. The UCO asked PITTS about his financ
situation and indicated that money was availabl
39. PITTS agreed to meet with the CW and th@ITTS needed it. PITTS responded by asking if the U
“guest from Moscow” one hour later at thehad the money with him. The UCO told PITTS that

vas
d

al

b if
CcO
he

Chancellorsville Battlefield Visitor Center. did have the money with him and PITTS stated that he

“could” use the money. The UCO gave PITTS a se
40. Atapproximately 3:20 p.m. that same day, PITT8nvelope containing $15,000.00 in used, unmarked,
met the “guest from Moscow,” an undercovesequential, $100 bills. PITTS placed the envelopeg
intelligence officer (hereafter, “UCQO"), at thehis pants’ pocket.
Chancellorsville Battlefield Visitor Center.
45. The meeting ended with PITTS stating, “I'll ¢
41. The UCO told PITTS that the reason he was thevehat | can.”
was to advise him of a mutual problem. The UCO
indicated that the “SVRR” was worried about théVlary Pitts’ Suspicions
behavior of a Resident [a senior SVRR official] who 46. On August 26, 1995, the day of the first “fal

had been recently assigned in the United States dtad)” contact, Mary Pitts talked to her sister on th
requested PITTS’ assistance. occasions. She said that on that day a man with a fo
accent came to the house and asked for PITTS,

The UCO asked PITTS: which PITTS left the house in a “panic.’Mary Ritts

warned that she didn't want to talk about it over

UCO: Have you brought anything for me, phone, but she confronted PITTS with what she fol
with you? Anything you can give me? Maybe (She searched PITTS  home office while he was mee
you have some. with the “SVRR [FBI]".) Her sister then asked if th

included “the secret stuff” and Mary Pitts answe

PITTS: |, I have nothing. |wasn't expecting affirmatively.

you.

hled
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47. On or about August 29, 1995, at approxima

ly

42. The UCO stated that his superiors were ver§:.00 a.m., Mary Pitts telephoned Special Agent Tom
happy with PITTS and highly appreciative of PITTSCarter at the Fredericksburg Resident Agency, and gsked
help and asked if PITTS would help them. PITT&im to meetwith her on an urgent and confidential matter
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concerning her husband. Special Agent Carter metwith Mary: Even though maybe he would have
Mary Pitts for approximately an hour and obtained stopped in a, in a while? What you would have
statements from her regarding PITTS’ suspicious stopped at my request and we could have gone ¢n
activities on August 26, 1995 and a copy of the initial with our wonderful life?
“false flag” letter referred to above. Special Agent Carter  Neighbor: Don't know, uh see...
advised Mary Pitts that he would look into the matter
for her, and that he would get back to her as soon as Mary: Could | have gone on with my
possible. regular and wonderful life? It's over, my life is
over.

48. Later that day, Mary Pitts had a telephone
conversation with a neighbor in which she expressédtlients of August 29, 1995— August 30, 1995
concerns about PITTS’ conduct and her own decision49. At approximately 9:00 a.m., on or about Auguist

to report her husband to the FBI: 29, 1995, while sitting in his office, PITTS took from
his gym bag, under his desk, an envelope believagd to
Mary: | probably shouldn’'t gone to the contain the operational instructions given to him by the

Bureau and it will probably be the end of my UCO on August 26, 1995. PITTS read the instructigns,
marriage either way it goes because if he find . . . consulted his calendar, and returned them to|the
If he is on the up and up and he finds out that | envelope, which he put in his desk drawer.
went behind his back we're finished.
50. At approximately 1:00 p.m., on or about Augyist
Neighbor: Ahm, the thing of it is Mary. You 29, 1995, PITTS took an envelope of money from|his
did what you had to do at the time and there is no gym bag under his desk and proceeded to count and
point in beating yourself. separate the money into stacks often bills. PITTS pl

Mary:  There is no going, there is no going in all. PITTS sealed each envelope and placed the
back now . . . envelopes into one large manila envelope, along
Neighbor: No, no beating yourself over that... what appeared to be the written instructions for the “dead
drop” site, and placed the large envelope into his desk

Mary:  What price for national security. drawer.

Neighbor: Were you worrying about national 51. At approximately 8:00 a.m., on or about Auguist

security really? 30, 1995, PITTS concealed a large manila envelope in
a ceiling panel of his office. The envelope contained
Mary:  Yeah, part of me is. the money and instructions previously furnished to

PITTS by the UCO on August 26, 1995.
Neighbor: Yes.
PITTS' Meeting with Agent Carter
Mary: Because, you know | have... There  52. After learning from his wife that she had talked
is things wrong with this country but it's still my  to Special Agent Carter about her suspicions, PITTS

country. asked for a meeting with Special Agent Carter. | At
approximately 10:52 a.m., on or about August 30, 1995,
Neighbor: Yeah. PITTS meet with Special Agent Carter in PITTS’ office

space. PITTS was calm and made a series of statenents
Mary:  And passing information to a foreign to Special Agent Carter to explain the situation which
national or a foreigner, a foreign country... transpired between himself and his wife on August|26,
1995, as follows: A man visited their home on Augst
Neighbor: Well if it turns out to be the case then 26, 1995, who PITTS explained was an asset he Knew
you know you did the right thing. You did the while working in the New York Division. The namnle
only thing. provided by PITTS to Special Agent Carter was the
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name of a person other than the CW. Due to theind placed this into the pre-addressed envelope as|well.
previous relationship and the fact that PITTS wasRITTS then placed the pre-addressed envelope arld the
lawyer, the asset sent PITTS a note asking him to comeney envelopes into a stenotype folder on top of his
to New York. Because of the asset’s drunken state wheesk.
the asset appeared at PITTS’ residence, PITTS met the
asset at the Walmart near his home to render legal advic&7. On or about September 8, 1995, PITTS arriyed
These statements were false. at his work place at approximately 7:18 a.m. |At
approximately 7:29 a.m., PITTS began typing on |his
53. Atapproximately 4:30 p.m., on August 31, 1995aptop computer.
in PITTS’ office, PITTS took a white letter-sized
envelope out of his filing cabinet and opened e 58. At approximately 7:38 a.m., PITTS took ouff a
took from the envelope ten bills and proceeded tdorthern Virginia map and the “dead drop” instructigns
examine each bill by placing them up against the lightthich were stored in a dark colored binder. PIT[TS
PITTS returned nine of the bills to the envelope arstudied both the map and the instructions, then placed
placed the envelope back in his filing cabinet. He placéae binder into his bottom, right desk drawer.
one bill into his wallet.
59. At approximately 10:43 a.m., PITTS put on a
Office Search on August 31, 1995 pair of gloves. PITTS then retrieved a 3.5" compdter
54. A search was conducted on August 31, 1995 disk, wiped the disk off with the gloves and placed it
PITTS' office space at the FBI Academy, Quantico. Thimto the hard drive of his laptop computer and bepan
search revealed the following: a legal size manikgping. At approximately 10:32 a.m., PITTS looked at
envelope found inside a five drawer filing cabinethe dead drop instructions contained in the dark colpred
located behind PITTS’ desk, which contained 15 sealbihder. PITTS continued to glance at the instructipns
white, letter-sized envelopes, and one manila, letténtermittently while typing. At approximately 10:
sized envelope that was folded but not sealed. Then., PITTS took out a small piece of paper and briefly
manila envelope contained the written “dead dropfirote on it, while wearing gloves. At approximatgly
instructions provided to PITTS by the UCO on August2:37p.m., PITTS took the disk out of his laptop hard
1995. Each one of the 15 white envelopes were seatlrive and replace it with another one. One minute later,
and contained money in what appeared to HATTS exchanged the disks again, replacing the hew
denominations of $100.00. The serial number of ormme with the original. At approximately 12:39 p.
bill in each envelope, which could be seen through tRETTS took a map out and looked at it. At approximately
envelopes, matched those provided to PITTS by thi€:40p.m., he took a plastic bag from his briefcase,

UCO on August 26, 1995. and placed one disk into the plastic bag. This disk was
placed into his briefcase, while another disk was plgced
Events of September 7-8, 1995 into a disk storage container, taped shut, then placgd in

55. At approximately 8:33 a.m., on September 7 file cabinet. At approximately 12:44 p.m., PITTS
1995, PITTS retrieved the “dead drop” instructiongeviewed a map and then the dead drop instructiofs in
furnished to him by the UCO on August 26, 1995 frorthe binder. PITTS departed his office at approxima;
his hardcover briefcase. He placed the instruction ¥2:53p.m.
plastic pockets of a dark colored binder, and discarded
the envelope from which they came. 60. PITTS entered the Clifton, Virginia, area ft

approximately 2:11 p.m. PITTS proceeded directly to

56. At approximately 11:49 a.m., on the same dathe “dead drop” location in Clifton, arriving at the “defad
PITTS took a large manila envelope from his legalrop” site at approximately 2:30 p.m. PITTS placefd a
attaché case. PITTS took a smaller, white envelope qatckage containing a 3.5" computer disk into the “dead
of the manila envelope and withdrew cash from ijrop.” The disk was wrapped in a plastic sandwich
afterwards marking on the white envelope. PITT8ag, which was then concealed in a paper bag.
placed the cash in a pre-addressed, small, white
envelope. He also took money from his money clip
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61. PITTS proceeded to signal site “Grade,” and &®ITTS’ file cabinet which contained the “dead drg
approximately 2:40 p.m. marked the signal site aastruction note furnished to PITTS by the UCO
previously instructed. PITTS departed the Clifton areAugust 26, 1995. A sheet of paper containing the g
at approximately 3:10 p.m. and proceeded back to hsgnature “Edwin Pearl” was also located in the bin
work place.

October 18, 1995 Drop by “SVRR [FBI]”

62. The package retrieved from dead drop “Poleand Pick Up by PITTS

contained a note with the signature, “Edwin Pearl” [a 65. At approximately 5:12 a.m., on October 1

0’
on

lias
ler.

8,
5"

code name for PITTS] and a computer disk which995, the FBI posing as the “SVRR,” placed a 3
contained a file named “Alex’ which, in part, said: computer disk, wrapped in plastic, at the appointed

sorry | missed your friend when | was in New drop activities.
York. | discovered | had gone to the wrong

missed the get together. Unfortunately, | did not a.m. He drove to his work place and entered his o
have ready access to a telephone number orat approximately 8:45 a.m.Hetook a dark colorec
address where | could contact you and could not binder from his file cabinet and several envelopes,
invite you or your friends to any future get then left his office at 9:60 a.m.During the next two
togethers. hours, PITTS drove to various locations in what | beli
to be an effort to detect surveillance.

It is my belief that PITTS was referring to a missed

meeting with his SVRR handler in New York. 67. Technical coverage at the drop site revealed

PITTS arrived from a westerly direction on Yates F
63. The file also contained the following statemenRoad, at approximately 11:21 a.m. He left the d
by PITTS: site at approximately 11:27 a.m. and left the a

| appreciate your concern for my well being, of turning right at Burke Center Parkway, as would
but there should be no great concern on your part. the most direct route, PITTS continued north
It appears to me that there are several aspects aboutighway 123, .25 miles north of Burke Center Parkw
our system that are greatly different from your He turned left into Fairfax Station Square Shopp
concept of our system. It is possible to insulate Center at approximately 11:46 a.m. PITTS exited
one’s self from real harm even if all security vehicle and walked toward one of the stores. PIT
systems fail. There are certain legal and political was next seen in a southbound direction on High
factors one can rely on to prevent a serious threat 123, turning left onto Burke Center Parkway. He tur
to one’s safety. Therefore, | strongly recommend left into Burke Center Shopping Center and parke
you take no dramatic action on my behalf, even if the western end of the parking lot. He entered C
you have had a total problem within your system. Pharmacy, exited and walked toward Baskin Robh
My sudden movement would only confirm He entered Baskin Robbins, bought an ice cream
suspicions if they exist and could seriously harm and stayed in the store for approximately ten mind

rop

site in Fairfax County, Virginia. The disk containgd
| was very pleased to hear from you again. I'm tasking for PITTS and operational planning for future-

location and by the time | realized my mistake |  66. PITTS left his residence at approximately 8100

ice
and
bve
that
Drd

fop
ea,

heading north on Highway 123 to the signal site. Instead

be
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ay.
ing
his
(TS
jvay
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ins.
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tes.

the degree of cordiality that is being developed He exited the store, looked around the area, w

Office Search on September 13, 1995 signal site. He once again looked around, looked
at PITTS office space at Quantico. The search reveal&bbbins), then walked down the sidewalk and ba

12:03p.m.

ked

between our principals. If | am confronted, | can across the street and marked the signal on a fire hyfrant

use certain procedures to protect myself from any as he passed by. He then walked through the pafking

long term harm. lot back toward his vehicle. Before reaching his vehjcle
he returned (through the parking lot) to the area of| the

the

64. On September 13, 1995, a search was conductgignal site from across the street (in front of Bagkin

to

the following: a dark colored binder was located irhis vehicle, leaving the shopping center at approximately
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Events of November 1, 1995-November 3, 1995 in a storage facility in the Springfield, Virginia,
68. On or about November 1, 1995, PITTS was area.
observed typing on a laptop computer in his office,

looking through and writing in spiral notebooks, looking 72. | believe that PITTS was preparing this document
at a dark colored binder and handling and reviewing pass via computer disk to persons he believed o be

documents marked “Secret.” These activitiethe SVRR on the scheduled drop dates of eif
collectively lasted approximately 176 minutes. November 1, November 2, or November 3, 1995. (1

her

'his

document was not in fact passed due to the discgvery

69. On or about November 2, 1995, PITTS speridy PITTS of a surveillance device.)
approximately 95 minutes typing on his laptop computer

in his office at work. 73. On November 3, 1995, it was determined that
PITTS had discarded the following, among other items:

70. On or about November 2, 1995 at approximately
8:26 p.m., a search of PITTS’ office revealed the 1) ten typewritten pages with classified
following items of interest: a handwritten note with markings cut off;
names of FBI Special Agents recently transferred to the
National Security Division at FBI Headquarters; a  2) ten pieces of paper stamped “Secret” whick

handwritten note describing a Northern Virginia Public appeared to be from the cut off tops of a documen;

storage facility at 7400 Alban Station Boulevard, with
telephone number (703) 569-6926; a 3.51" computer 3) ten pieces of paper stamped “Secret” which
disk labeled “PITTS” which contained the information appeared to be cut off from the bottom portion of
passed via “dead drop” on September 8, 1995; and aa document.
dark colored binder containing, in part, “dead drop” and
signal site locations and a photocopy of the note withovember 16, 1995 Telephone Contact
the name “EDWIN PEARL” on it. 74. On or about November 16, 1995, PITTS w
telephonically contacted by an undercover FBI Spe
71. During the same search on November 2, 199B8gent (hereinafter “UCA”") posing as an SVRR offic
the hard drive on PITTS’ personal notebook computBTTS received the call at a public telephone neaf
was searched. It contained a six page, single spadédsMart Convenience Store, located at the interse
letter to PITTS’ “SVRR handlers.” of Kilarney Drive and Route 3, Fredericksburg, Virgin

This letter included the following: 75. During the telephone conversation, the U(
instructed PITTS to retrieve two keys and a slip of pg
Information concerning past and current FCl from a magnetic box located underneath the teleph
operations in New York, Los Angeles and PITTS was told the keys were for a mailbox and
Washington, D.C., identifying information address of the mailbox was on the paper. The keys
concerning eight FBI agents, including himself, Box 318, located at a Mailboxes Etc., facility in t
including such information as home address, Eastern District of Virginia, hereafter referred to as “B
current assignment, and number of children. 318.”
(PITTS made reference to himself in this letter in
the third person, as if the letter had been composedNovember 17, 1995 Drop
by someone else.) 76. On or about November 17, 1995, PITTS pla
a computer disk in Box 318. This disk contained a Ig
Information concerning an “emergency escape to the person PITTS believed to be his SVRR han
plan in the event it needs to be used on short The letter included the following: apologies for miss
notice.” the last meeting, information regarding the discowv
and arrest of Aldrich Ames, and the risks associated
Information concerning PITTS’ plan to provide exchanging information via a mailbox.
and receive information via a computer disk left
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77. On or about November 17, 1995, PITTS was PITTS: Okay.
paid $10,000.00 by what he believed to be the SVRR

via Box 318. UCA: Go to the sam@lace you first
requested to meet and arrive there at thirteen
December 13, 1995 Drop hundred hours. One three zero zero.

78. On or about December 13, 1995, PITTS PITTS: Okay.
delivered a computer disk via Box 318. This disk
contained a letter to the person PITTS believed to be UCA: At the same table, in the same section
his SVRR handler. The letter included the following: at this place.
information regarding technical penetrations in use by
the FBI, his use of surveillance detection routes, and PITTS: Okay.
the identities of FBI agents who had access to operations
conducted against the KGB while PITTS was assigned UCA: And you will see somebody,
to the New York office and their current assignments. someone you already know. Somebody already
known to you. Okay?
Events of December 17, 1995, December 28, 1995
and December 29, 1995 PITTS:  Okay.
79. On December 17, 1995, PITTS had a telephone
conversation with the person he believed to be his SVRR UCA: This person will give you
handler. In fact, the person posing as an SVRR officer instructions.
was an FBI Undercover Agent (hereafter, “UCA”"). In
the conversation, the UCA and PITTS set up a meet. PITTS: Okay.
Significantly, PITTS was never told precisely where
the meet was to take place; rather, he was told to meetThe meet was set for December 28, 1995 at 1 p|m.
at the same location where he had first met the CW in
1987 (i.e., the New York Public Library]: 80. The meet described above did not take place.
PITTS traveled to New York City and followed |a
UCA: Okay. Edwin. Thank you for your  surveillance detection route provided to him by his
package and your signal was received and ah, ah,"SVRR [FBI]" handler. Hethen went to the New Yor
listen Edwin. Ah, your friend from Moscow has  City Public Library and spent approximately 30 minutes
come and he must speak to you face-to-face to in several rooms of the library. PITTS then left the
discuss some important matters and give you library and returned to Virginia.
something substantial from your account and a
Christmas bonus also, okay? 81. At5:35p.m., on December 28, 1995, PITTS and
the undercover agent spoke on the telephone:

PITTS: Okay.
UCA: Edwin, what happened?

UCA: Okay. Now, Edwin. Ah, you must

come to the place where you first requested to PITTS: Uh, | was there in the room. I, I,
meet in 1987. Do you remember this place? none of your friends were there.
PITTS: Ah, yes. UCA: Okay. Now, uh, a friend that you

know, a person whom you know waited for you
UCA: Okay, good. Now you remember the and was seated at the table in the Law Section ¢f

section where you came? Room 228, and waiting for you.
PITTS: Ah, | believe so. Yes. PITTS: Okay. That's not where we first met.
UCA: Good. Good. Okay, Edwin. We will UCA: It is not where you met?

meet you there, okay?
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PITTS: No. CW: ... how much time did you wait?

UCA: Oh, where did you meet? You know PITTS: No, llodked through the (word or two
I, | thought that this is the place that you met.  unclear) half an hour or so.
Where did you meet him the first time?
Cw: Anduh . ..
PITTS: No, it was in the uh, uh, | think it is
called the Public Affairs and Economics. PITTS: | looked through the library, and |
looked through other areas, but uh . . .
UCA: Public Affairs and Economics you
think that is where you met him? Cw: But it was changed, you know?
PITTS: Yes. Because . . .

UCA: Because my people thought that you PITTS: Yeah.
met him in the Law Section, in Room 228.

CW: . . .when you invited me, then those
PITTS: No, it, itwas around the corner. |, | computers were not in.
thought there might be some confusion. | looked
around uh, but | couldn't find him anywhere, 1, | PITTS: Yeah, that's, that's what caused the
must have missed him in that section. confusion, really, the library had changed

considerably, and it's full of computers now.

A second meeting was scheduled for the next day at
National Airport. PITTS stated that he would do  CW: Uh-huh, uh-huh! Well, | didn't say
“everything | can” to make the meet and would “treatit Merry Christmas, sir!
importantly” but that he did not have “complete control”
over his schedule. PITTS was told that the meetwould PITTS: Yes, also Merry Christmas to you.
be with “somebody that you know uh, somebody that
knows you...." Cw: I have one funny question to ask you.

82. On December 29, 1995, at approximately 10 PITTS: Yes?
a.m., PITTS arrived at National Airport and met with
CW (the person to whom PITTS had written the 1987 CW.: Why did you select me? (laughs) You
letter): had that whole bunch of people in the, in the
Embassy.
PITTS: Hi. I'm sorry I, didn't, uh, like
yesterday | couldn't find you inside the . . . PITTS: Ah, it's because you were ah, you
were misidentified [as a KGB officer].
Cw: You couldn't find the place, yes?

83. CW then took PITTS to a parked car, whe

Cw: | mean uh, you didn't remember the PITTS met with the undercover officer (hereaft
place, yes? Actually | went to this, the, the library “UCQO”) posing as an SVRR official from Moscow. Tt

where you took me for the first time after how UCO tasked PITTS, on behalf of the “SVRR [FBI],”
many years have passed? (laughs) obtain a list of all our [SVRR] people from our servid
... who is known to your [FBI] people. By name 3

PITTS: Well, I'm trying to remember. their avocation, what they really deal with. When as

if he understood the tasking, PITTS responded, “Y

Cw: (laughs) you, want a list of uh, of people with their, their ov
cover and, and what we have them classified as.” PI

PITTS: Yeah, we met down on the, on the
second floor . . .
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was told that “should you provide this list to us, we are  UCA: Yes.
willing to pay you fifteen thousand dollars for this list.”
84. Onorabout December 29,1995, PITTS accepted PITTS: Ah I'll explain that in more detail uh
$20,000.00 in payment for services from what he when uh you get my package.
believed to be the “SVRR.” The money was passed to
PITTS by his “SVRR [FBI]” handler in a meeting which April 3, 1996 Drop

took place in a vehicle parked at National Airport, in 88. On or about April 3, 1996, PITTS placed

the Eastern District of Virginia. envelope in Box 318. The envelope containe
computer disk which contained a letter to the perso

February 13, 1996 Drop believed to be his SVRR handler. The letter inclu

85. On or about January 29 and January 30, 199he following: information regarding numerous F
PITTS made arrangements with a pager company &mecial Agents who had recently been given tran
buy a pager, which he picked up on or about Februapyders to various FBI Field offices and Headquarte
1,1996. PITTS purchased this pager to use for covelescription of various FBI units within the Nation
communication with what he believed to be his “SVRRSecurity Division, and the names of FBI or other age
handlers. A paging system was established so the ngetsonnel who he said were assigned to national se
to physically mark a signal site was eliminated ancklated investigations.
intentions to make a drop or a telephone call could be
relayed via the pager. PITTS purchased this pager in89. Inthe same April 3, 1996 letter, PITTS promig

pager issued to him by the FBI for other purposes. gain an inroad” into a unit responsible for reviewi
sensitive national security operations.

86. On or about February 13, 1996, PITTS deposited
a manila envelope in Box 318. The envelope containdgpril 16, 1996 Drop
an FBI document entitled: “Russian Administrative 90. On or about April 16, 1996, PITTS placed
List,” dated 10/20/95 consisting of 91 pages (pages &hvelope in Box 318. The envelope contained tf
through 91 were repeated). The “Russiahundred fifty two pages. Included in the envelope W
Administrative List” was marked “Secret” at the topFBI telephone directories from The FBI Traini
and bottom of each page. In my opinion, this documeAicademy, FBI Headquarters, the Washing
is related to the national defense as that term is usedMetropolitan Field Office, FBI Field offices througho
Title 18, United States Code, Section 794. This lighe United States and FBI Legal Attaché Offig
was made available to PITTS in early November 199roughout the world. The envelope also contained
in the course of PITTS’ regular duties at the FBI. Whilerganizational charts from FBI Headquarters.
PITTS came into possession the “Russian
Administrative List” in a lawful manner, he had no 91. Such telephone directories including the F
authority to duplicate the list for the purpose oHeadquarters directory referred to above, of
conveying it to persons he did not believe to beontained on their front cover the following warni
authorized recipients. prohibiting unauthorized dissemination:

87. On or about March 21, 1996, PITTS paged the  This document is for internal use within the FBI,
“SVRR [FBI]" to his cellular phone and reported that is to be provided appropriate security, and dispose
he was not able to make his drop as planned, but wouldof in official trash receptacles when no longer
do so on the first, second or third of April. The following current.
was part of this conversation:

April 24, 1996 Telephone Conversation
PITTS: Uh, yes, everything is fine uh, I'm 92. On or about April 2, 1996, PITTS paged t
making some progress on your request uh some“SVRR [FBI]" and, during the telephone conversati
of the things are more difficult than | thought but that followed, the UCA and PITTS spoke substanti
| have several avenues to explore so . . . as follows:

furtherance of his espionage activities while using thigis “SVRR [FBI]" handler that he would “attempt {o
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PITTS: | was wondering if it would be able
ah, if it would be possible for me to pick up a
payment, ah, sometime in the near future?

UCA: Ok, ah, what are your needs, Edwin?

PITTS: Ahjust for the material that I've ah,
delivered.

UCA:
in mind?

Right. Did you have a certain amount

PITTS: Ah, well, ah, | believe uh, | have the
list you gave me ah, whatever you feel is equitable.

Later in the conversation they continue
substantially as follows:

UCA: Is, is eh, equitable. Ok, ok, | will tell
this to my superiors. And, ah, is everything ok
with you?

PITTS: Ah, yes. Everything is going well.
I’'m continuing on our project. There's some an...
unanticipated uh, difficulty in just locating uh, the
information but uh, I'll continue. I...I'l send a
progress report with my next uh... report on...on
what | found or haven't been able to find.

Later in the conversation they continue substantially facsimile transmissions up to Top Secret level.

as follows:

UCA: Ok. By the by, we received your
recent shipment and | understand it was very
interesting information.

PITTS: | hope it's ah, good.

93. On or about May 6, 1996, the “SVRR [FBI]”
paid PITTS $5,000.00 via Box 318.

May 16, 1996 Drop

94. On or about May 15, 1996, PITTS paged the a common tumbler lock, but | do not have thosg
“SVRR[FBI],” indicating that he would make a drop skills. If you have someone who is skilled in entry,
the next day on or about May 16, 1906. PITTS placed | have several preliminary plans for getting them
an envelope in Box 318. This envelope contained ato the location undected [sic]. The key planning
videotape classified “Secret.” The videotape was of a factor is how long the examination will take, as it
presentation by an FBI Special Agent to a will only be a matter of hours before the unit is
counterintelligence training class at the FBI Academy missed. Please advise.

in Quantico, Virginia.

June 28, 1996 Drop

95. On or about June 27, 1996, PITTS paged
“SVRR [FBI]” to let them know that he would make
drop the next day. On or about June 28, 1996, he pl
an envelope in Box 318. This envelope containg
personnel list for certain FBI employees in t
Washington, D.C. area and a computer disk. This
contained a letter to the person PITTS believed tq
his SVRR handler. The letter contained informat
about three FBI Special Agents who had patrticipate
a particular counterintelligence operation while PIT]
was in New York. The letter included the FBI Spec
Agents home addresses, current office assignment
PITTS’ assessment of their personalities. The Ig
included information such as job satisfaction and, g
one agent, her medical condition. | am aware that
SVRR targets persons with vulnerabilities, such as
dissatisfaction, and that these vulnerabilities car
exploited for recruitment purposes.

The disk also contained lists of FBI personnel be
trained at the FBI Academy and the training receiv
and transfers within the Intelligence Division of the F

Finally, PITTS' letter to his “SVRR [FBI]" handlef

contains the following statements concerning t
telecommunications devices:

The secure telephone model Il (STU 1lI) is
capable of encrypting telephone conversations an

| need to know how long you need access to th
telephone. | also need to know if you will need
access to the key. Finally, | need to know if it will
be necessary for me to deliver the telephone t
you, or if it can be examined on site.

| can get into a protected area that houses
telephone, but | don't know if I'll be able to
disconnect it once inside. | know the location of]

the key for the unit, but do not have access to whele

itis located. Access can be gained by manipulatin
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| have located several ciphered radios, but they to our mutual interests”; promised to provide the SVRR
are closely accounted for. Access to the area is “details concerning the [STU-III] telephone you have
closely controlled, so a direct theft of one of the requested as soon as possible”; and suggested that the
radios would be a very high-risk manuver [sic]. Thanksgiving holiday would offer an “excellent winddw
If it is possible to make a facsimile of a radio, itis of opportunity” [to smuggle into the FBI Academy an
possible that the facsimile could be substituted for SVRR technical expert].
the actual radio, delaying discovery that it is
missing. Once the discovery is noticed, security July 31, 1996 Drop
measures will increase dramatically, making future ~ 99. On or about July 30, 1996, PITTS paged the
operations much more difficult or impossible. My “SVRR [FBI]” indicating that he would make a drqp
own assessment is that a direct theft poses greatethe following day. As indicated, on July 31, 1996, |he
risks than the potential rewards, but it is a placed an envelope in Box 318 which contained [L92
possibility. pages of the Secret FBI manual described above.

| will continue to look for an alternative means August 14, 1996 Drop
of securing a radio that poses fewer operational 100. On or about August 13, 1996, PITTS paged the

risks. “SVRR [FBI]" to indicate that he would make a drgp
the next day. As indicated, on August 14, 1996, he placed
July 9, 1996 Drop an envelope in Box 318. This drop included a complter

96. On or about July 8, 1996, PITTS paged theisk which contained a six page letter. Among
“SVRR [FBI]" indicating that he would make a drop“Personnel Actions of Interests,” PITTS describefl a
the next day. As indicated on July 9, 1996, he placedcently retired FBI Special Agent as one whgse
an envelope in Box 318 which contained a computéknowledge of operations and sources of informatjon
disk and 112 pages of an FBI Headquarters manual titteder a number of years would be valuable in assegsing
“Informal FBI Headquarters Supervisors Manual any past or present security breaches. If the opportlinity
Intelligence Division (INTD).” The document was arises to make an indirect approach, it should be worth
clearly classified “Secret” on the cover, and on numerotise effort.” As stated above, vulnerabilities are a key
internal pages. to assessing potential recruitment targets. PITTS falso

wrote that this agent “tends to be talkative, and appears

The letter on the disk explained that this was only @ be somewhat lonely and isolated. At the time | knnew
portion of the manual and the rest would be deliverddm, most of his social activities revolved around work
later (due to the size of the manual). He also requestedhtionships. Now that he is retired, he will probaply
payment during the week of July 15, 1996. feel cut off socially and may be approachable ag an

indirect source of information.”

97. On or about July 22, 1996, the “SVRR [FBI]”
paged PITTS, indicating that they would make a drop 101. Other information contained on the disk dealt
the following day. This drop included a payment oprimarily with PITTS' continued efforts toward assisting

$5,000.00. the “SVRR [FBI]” in gaining access to a STU-IjI
telephone. He told of the location of the STU-III he
July 25, 1996 Drop considered most appropriate, and gave the “SVRR

98. On or about July 24, 1996, PITTS paged thfFBI]" the cypher lock combination to the door of the
“SVRR" indicating that he would make a drop on th&oom housing the telephone. Vehicle and foot acgess
following day. As indicated on July 25, 1996 he placeihto the Academy were detailed, as well as the possibility
an envelope in Box 318. This envelope contained 119 “covert placement (by SVRR personnel] in a claks”
pages of the Secret FBI manual described above. Thiethe Academy.
drop also contained a computer disk, containing a letter
to PITTS “SVRR [FBI]" handlers. Inthe letter, PITTS 102. In this communication, PITTS also noted his
apologized for missing “my appointment last week’desire for a “steady stream of payments,” and|his
noted that his schedule was unpredictable but believedncern about being able to “mask” his paymgnts
it could be “managed to avoid unreasonable disruptiarceived from the SVRR:
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Regarding my reserve, | do notknowthe amount  on either the 10th or 11th of next month. |
and it is my understanding that you do not. When  anticipate | will need one more payment beforg
| last met with Alex, it was over $100,000. | do the end of this year (probablly [sic] November)
not recall discussing the matter with Alex’s friends ~ after additional material is delivered to you.
who | met later. The amount of the reserve is not
the key point | was trying to raise in my recent  103. The envelope provided to the “SVRR [FBI]" opn
communication. | believe | am being treated fairly August 14, 1996, also contained a color slide of an afrial
even though circumstances have made our view of the FBITrainingAcademyatQuantico,\ﬁrginr;
working relationship more difficult. eighty seven (87) pages of a Federal Bureal of

Investigation manual titled “The Federal Bureau| of

My purpose in requesting the recent payments, Investigation Emergency Response Plans, FBI
even if they came from reserve, was to keep a Academy, Quantico, Virginia, Training Division, April,
steady stream of payments in place. Given the 1996"; and ten (10) FBI Directories.
difficulties we have had maintaining contact in
the past, changes in your organizational structure August 29, 1996 Drop
and current conditions, large reserves are of very  104. On or about August 29, 1996, PITTS placed an
little current use to me. There are also practical envelope in Box 318. This envelope containefl a
problems that | must deal with if your payments computer disk and four maps which correlated with
are made in only a few lump sums. It is very information on the disk. On the disk, PITTS gave the
difficult to make use of large sums, (over $10,000) exact location of “the device you are interested in” [the
without leaving traces of its source. It also is not STU-III telephone detailed above], informatign
wise to leave large sums of cash unused, as holdingconcerning security devices near and on the way t¢ the
large amounts of cash raises immediate suspicions.telephone, and various routes to the phone from the
The safest way to deal with this is to create a outside of the Academy. He gave the pros and con for
situation where smaller amounts of money can be each route, stated which he recommended, and marked
hidden in assets that are not easily observable butthe routes on the accompanying maps.
that can accumulate over a longer period of time.

To do this, it is better to deal in smaller amounts  105. On orabout September 9, 1996, the “SVRR
but to do so regularly. Regular patterns of spending [FBI]” paged PITTS, indicating there would be a drpp
are difficult to detect, but erratic patterns stand made on the following day. On or about Septembey 10,
out regardless of the amounts involved. 1996, PITTS was paid $5,000.00 by the “SVRR [FB|].”
Transactions involving large amounts of money
are difficult to hide, even if they are done in cash. September 18, 1996 Drop
Therefore, it is important to my purposes that  106. On or about September 17, 1996, PITTS paged
smaller amounts of cash can regularly be infused the “SVRR [FBI]” to indicate that he would make|a
into the structures | am using to mask your drop the following day. On September 18, 1996/ as
payments. | suggested use of the reserves becausndicated, PITTS placed an envelope in Box 318. This
much of the information | have recently provided envelope contained a computer disk and five pages of
is not of the quality | have provided in the past technical information relating to FBI radios apd
and did not wish to imply | expected the same telephones, including radio frequencies and channels
level of payment. However, it is also important used at the FBI Academy, FBI Headquartgrs,
that | create and maintain a structure that can Washington Field Office, Philadelphia, Pittsburgh,
accomodate [sic] and mask payments for higher Richmond and New York Divisions.
guality material, such as the project we are
working on now. 107.The disk contained information regarding
transfers within the FBI Intelligence Division and

With both my needs and your needs (both National Security Division training instructors and
monetary and security) in mind, | would ask you attendees at the FBI Academy, including some hpme
to make payments on the material | have provided addresses and telephone numbers. PITTS highlighted
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one individual as someone who “may be of significard computer disk, a key, a hand drawn map with “target”

the “SVRR [FBI]” indicating that he would be makingthe success of the operation.
a drop the following day. As indicated on or about

divisions. 1996, the “SVRR [FBI]” paid PITTS $5,000.00 via Box
318.
The disk contained detailed information about the

unaccompanied access to the Academy. PITTS that it wished to have PITTS’ assistance i

October 6, 1996 Drop PITTS would be provided a device for this purposg.
109. On or about October 5, 1996 PITTS paged the

technician. PITTS stated that “he was in the processmérmal method” for “modifications.”
assessing security measures” for the building containing

the STU-Ill. Also enclosed in the envelope werdNovember 12, 1996 Drop
telephone directories and assignment charts for varioud16. On or about November 12, 1996, PITTS placed
divisions within the FBI. an envelope in Box 318. This envelope contained an

Intelligence Officer.” This document is classifiedproperty. This badge allows entry onto the HBI
“Secret” in its entirety and, in my opinion, is related tdAcademy grounds, as well as unaccompanied entry into

United States Code, Section 794. a person while walking through the Academy as| all

October 16, 1996 Drop badge of some type while inside the Academy.
111. On or about October 15, 1996, PITTS paged the

“SVRR [FBI],” indicating that he would be making a November 26, 1996 Drop

drop the next day. On or about October 16, 1996, PITTS117. On or about November 26, 1996, PITTS pl

placed an envelope in Box 318. The envelope containad envelope in Box 318. It contained a computer gisk
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containing a letter to the person PITTS believed to hmauthorized persons, or to attempt to compromise the
his SVRR handler. In the letter, PITTS referred to theecurity of this information.
STU-IIl handset and said:
Intent to Escape
The device has been recieved [sic] and is ready 122. On or about November 2, 1995, during a physical
for installation. A window of opportunity exists  search of Room B-103, FBI Academy, Quantico Maijine
to install the device, and expect installation by Base, Quantico, Virginia, the following informatign

December 2 or 3. relating to an escape plan was found in the hard driye of
PITTS’ personally owned computer [typed, as in the
Stealing the STU-IIl Handset original]:

118. On or about November 29, 1996, PITTS stole a
handset from a STU-Ill telecommunications device Personal security is a greater concern now dug to
from the FBI Academy and replaced it with thesuspicions that may have been raised by our dfrect
supposedly “modified” handset provided to him by hisommunication and the greater possibility of security

“SVRR [FBI]" handlers. breakdowns since our previous exchanges. ||lam
developing an emergency escape plan, in the event it
December 4, 1996 Drop needs to be used on short notice. If you wish mg to

119. On or about December 3, 1996, PITTS pagedntact you in such an event, please advise me of apoint
the “SVRR [FBI]” to indicate that he would make aof contact, preferably outside this country, where | shguld
drop the next day. On or about December 4, 199@ake the contact. Under my working plan, it will take
PITTS made a drop via Box 318. The box he droppdide to six weeks between instituting the plan and being
included the handset which he had stolen from the FBIa position to make contact. To avoid possible seclirity

Academy. breaches, | will take total responsibility for extracting
myself, and only need to know any final point at whjch
The Final Drop you want me to arrive. If it can be passed, | need 35 to

120.OnDecember 12, 1996, PITTS paged thdOK from my account to fund the plan and use 4s a
“SVRR [FBI]" indicating that he would make a dropreserve to be used if the plan must be put into effect.
the next day. On December 13, 1996, PITTS placed bet me emphasize that my plan will only be put into
envelope in Box 318. In the envelope was a computeifect as a final extreme measure when all other
disk containing a letter to PITTS’ “SVRR [FBI]" safeguards
handler. Among other things, the letter said:

123. In a December 6, 1996, telephone conversation

Please understand | no longer have direct access to between PITTS and his “SVRR [FBI]” handler, PITTS
the files concerning the events that took place during indicated that it was getting “close to that time” when

that period [o_f his New quk assignment] and | believe he would need a passport prepared by the SVRR| and

| have provided you with everything that | was  a¢ he would provide the SVRR with a photograph.

aware of.

124. Based on the above facts and circumstanges |

Blliieve there is probable cause that EARL EDWIN

on or about August 12, 1995, and continued to on . . S
about December 13, 1996. During this 16 month ti"gli;-li-r?alc Ic;ry\/@tted the following violations of federpl

period, PITTS made 22 drops of FBI interna

IL?r]:zlr;]szgi?eTj ig?ufgcﬁgfzﬁéilzor a classified ‘?.tnd A. Conspiracy to Commit Espionage, in
’ . ep c_)n? ConVersat'(,?nSvioIation of Title 18 United States Code Section

and two face-to-face meetings with his “SVRR [FBI] 794(c);

handlers, and accepted payment of $65,000 for these ’

services. At no time was PITTS authorized to divulge

or convey such documents and information to

unauthorized persons or to persons he believed to b

121. The “false flag” operation described above beg

B. Attempted Espionage in violation of Title 18
eUnited States Code Section 794(a);
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C. Communication of Classified Information by
Government Officer of Employee, in violation of
Title 50 United States Code Section 783(a); and

2) the identities of other foreign espionage
agents and intelligence officers;.

3) financial transactions including payments tg
foreign espionage agents and hidden financidl
accounts;

D. Conveyance Without Authority of
Government Property, in violation of Title 18
United States Code Section 641.

4) Records of previous illicit espionage

Iltems to be Searched and Seized transactions; and
125. Based on my training and experience, | know
that: 5) the source and disposition of national defens

and classified intelligence information.

192

a. Agents of foreign intelligence services
maintain records, notes, bank records, financial
statements, calendars, journals, maps, instructions,

c. Agents of foreign intelligence services
routinely conceal in their residences large amount]

[72)

classified documents, and other papers or
documents relating to the transmittal of national
defense and classified intelligence information to
foreign governments and intelligence services.

The aforementioned records, notes, bank records,

financial statements, calendars, journals, maps,
instructions, classified documents, and other
papers or documents are maintained, albeit often
secreted, on their persons, in and around their
residences, places of employment, in home and
office computers, automobiles, and in other remote

locations, such as safe deposit boxes and storage

facilities.

b. Agents of foreign intelligence services often
utilize espionage paraphernalia, including devices

designed to conceal and transmit national defense

and classified intelligence information. These
paraphernalia and devices include materials used

by espionage agents to communicate between each

other and with a foreign government, to wit; coded
pads, secret writing paper, microdots, microfiche
together with instructions in the use of these
materials, recording and electronic transmittal
equipment, chemicals used to develop coded and

secret messages, computers, computer disks,

cameras, film, books, records, documents, and
papers. The information which is frequently
passed or recorded through such methods often
includes:

1) national defense and classified intelligence
information;

of U.S. and foreign currency, financial instruments
precious metals, jewelry, and other items of valug
and/or proceeds of illegal espionage transactions.
They also conceal records relating to hidder
foreign and domestic bank and financial accountg,
including accounts in fictitious names.

d. It is common for agents of foreign intelli
gence services to secrete national defense and
classified documents and materials, clandesting
communications devices and instructions, contadt
instructions, codes, telephone numbers, map$
photographs, other papers and materials relatin
to communications procedures, and proceeds ar
records of illegal espionage transactions in securg
hidden locations and compartments within their
residences, places of employment, safe depogit
boxes, and/or motor vehicles, including hidden
compartments within motor vehicles, for ready
access and to conceal such items from law
enforcement authorities.

o Q <

N4

e. Agents of foreign intelligence services are
not unlike any other individual in our society in
that they maintain documents and records. Thede
documents and records will normally be
maintained for long periods of time regardless of
whether their value to the agent has diminished.
These persons maintain documents and recordls
which will identify and corroborate travel both in
the United states and abroad made in connectign
with foreign intelligence activity, including
personal meets with foreign intelligence officers.
These documents and records include passports,
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visas, calendars, journals, date books, telephone
numbers, credit cards, hotel receipts, airline
records, correspondence, carbon copies of money
orders and cashier’s checks evidencing large cash
expenditures, and accounts and records in fictitious
names.

f. Agents of foreign intelligence services often
maintain identity documents, including those
utilizing fictitious identities, U.S. and foreign
currency, instructions, maps, photographs, U.S.
and foreign bank accounts access numbers and

instructions, and other papers and materials Warrants Requested

Virginia, 22150 (as more fully described in
Attachment C);

f. One storage unit,, numbered D13, located at
U-Stor-It Mini Storage, 3662 1/2 Jefferson Davis
Highway, Fredericksburg, Virginia, 22408 (as
more fully described in Attachment D); and

g. One safety deposit box, numbered 114
located at the Central Fidelity Bank, 4230 Plank
Road, Fredericksburg, Virginia, 22407.

relating emergency contact procedures and escape 127.Based on the foregoing, | respectfully reqyest

plans. the following:

126.Based on the foregoing, | believe there is
probable cause that evidence, fruits, instrumentality’s,

and proceeds of this offense/these offenses are DOB: September 23, 1953,

located in:

a. Premises known and described as a single
family residence located at 13415 Fox Chase Lane,
Spotsylvania, Virginia, 22553 (as more fully
described in Attachment A), which is within the
Eastern District of Virginia;

b. Premises known and described as Roem B
103, Building 19, Behavioral Science Unit, FBI
Academy, Quantico Marine Base, Quantico,
Virginia (as more fully described in Attachment
B) which is within the Eastern District of Virginia;

c. One 1992 Chevrolet S-10 Pick-up Truck,
bearing Virginia registration KVI-582,
VIN:IGCCS19R7N2I48561, which based on
recent observation by FBI Special Agents and
surveillance personnel presently is located at
13415 Fox Chase Lane, Spotsylvania, Virginia,
22553;

d. One 1996 Honda Accord, bearing Virginia
reg. OXK-347, VIN:IHGCD5636TA1.12429,
which based on recent observation by FBI Special
Agents and surveillance personnel presently is
located at 13415 Fox Chase Lane, Spotsylvania,
Virginia, 22553;

e. One storage unit, numbered A425, located
at 7400 Alban Station Boulevard, Springfield,

a.Warrant for the Arrest of:
EARL EDWIN PITTS

SSAN: 486-62-7841;
for violations of Title 18, United States Code

(USC), Sections 794(a), 794(c) and 641, and Titl¢
50, United States Code, Section 783(a).

14

b. Search Warrants for:

1) Premises known and described as a singl
family residence located at 13415 Fox Chase Lang
Spotslvania, Virginia, 22553 (as more fully
described in Attachment A), which is within the
Eastern District of Virginia;

= O

2) Premises known and described as Roem B
103, Building 19, Behavioral Science Unit FBI
Academy, Quantico Marine Base, Quantico,
Virginia (as more fully described in Attachment
B), which is within the Eastern District of Virginia;

3) One 1992 Chevrolet S-10 Pick-up truck,
bearing Virginia registration NVI-582,
VIN:IGCCS19R7N2148561 which based on
recent observation by FBI Special Agents and
surveillance personnel is presently located al
13415 Fox Chase Lane, Spotsylvania, Virginia
22553;

4) One 1996 Honda Accord sedan,
bearing Virginia registration OXK-347,
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VIN:IHGCD5636TA112429, which based on ATTACHMENT B
recent observation by FBI Special Agents and (Office space of EARL EDWIN PITTS)
surveillance personnel is presently located at Room B-103, Building 19, Behavioral Science Unit,
13415 Fox Chase Lane, Spotsylvania, Virginia, is located on the 3rd level beneath the gun vault af the
22553; FBI Academy, Quantico Marine Base, Quanti¢o,
Virginia. The room is accessed by descending in[the
5) One storage unit, numbered A425, located elevator located in the firearms cleaning area to “3B.”
at Public Storage, 7400 Alban Station Boulevard, On the wall beside B-103 is a sign, “Earl E. Pitts.” The
Springfleld, Virginia, 22150 (as more fully office has a single, wooden door and is approximately
described in Attachment C); 15 feet long and 10 feet wide. The office walls are
blue; the ceiling is white.
6) One storage unit, numbered D13, located at
U-Stor-It Mini Storage, 3662 1/2 Jefferson Davis ATTACHMENT C
Highway, Fredericksburg, Virginia, 22408 (as (Storage space of EARL EDWIN PITTS)
more fully described in Attachment D); and One storage unit, numbered A425, located at Public
Storage, 7400 Alban Station Boulevard, Springfigld,
7) One safety deposit box, numbered 114, Virginia, 22150.
located at the Central Fidelity Bank, 4230 Plank
Road, Fredericksburg, Virginia 22407. Directions to this unit are as follows: go through a
locked gate that requires a keypad code. Facing the
Items to be searched for are more fully described storage building, turn left and approximately 35-50 ydrds
Attachment E. on the right is a door to enter the building. Take the
elevator to the third floor, exit and take two lefts. Uit
128. The above facts are true and correct to the bégt25 is on the right.
of my knowledge and belief.
ATTACHMENT D

David G. Lambert, Special Agent (Storage Space of EARL EDWIN PITTS)

Federal Bureau of Investigation One storage unit, numbered D13, located at U-Stor-
Subscribed to and It Mini Storage, 3662 1/2 Jefferson Davis Highway,
Sworn before me this Fredericksburg, Virginia, 22408.

17th day of December, 1996
The storage facility is located on the Route 1 Bypgss,
Hon. Thomas Rawles Jones, Jr. behind Purvis Ford. The facility is surrounded by a| 7'-
UNITED STATES MAGISTRATE JUDGE 8' fence. Turn left after entering the facility and gq to
the end of the two buildings.
Alexandria, Virginia
Unit D13 is in the western-most building on the ngrth
ATTACHMENT A end.
(Residence of EARL EDWIN PITTS)
The residence located on two and one half acres STTACHMENT E
land with the address 13415 Fox Chase Lanétems of EARL EDWIN PITTS to be searched)
Spotsylvania, Virginia. It is a single family dwelling 1) records, notes, bank records, financial stateménts,
facing Fox Chase Lane. The home has two levels abas@lendars, journals, maps, instructions, classified
ground and an unfinished basement. The outside of thecuments, and other papers or documents relatipg to
residence is finished with tan siding and brick and hagle transmittal of national defense and classified
two-car garage attached. intelligence information to foreign governments;

The residence is accessed via a paved driveway thaR) espionage paraphernalia, including devi¢es
extends 215 feet from Fox Chase Lane. The houdesigned to conceal and transmit national defensg and
number “13415” is located on a mailbox at the street.

388



Cl at the End of the 20th Cent

ury

classified intelligence information and materials usgolapers and materials relating emergency contact

by espionage agents to communicate among each ofercedures and escape routes;

and with a foreign government, to wit: coded pads, secret

writing paper, microdots, microfiche together with 7) foreign and domestic bank records, includ
instructions in the use of these materials, recording aocdnceled checks, monthly statements, deposit g
electronic transmittal equipment, chemicals used withdrawal slips, wire transfer requests a
develop coded or secret messages, computers, compatafirmations, account numbers, addresses, sign
disks, cameras, film, books, records, documents, acalds, credit cards, and credit card statements, ar
papers which reflect: other financial statements;

a) national defense and classified intelligence  8) safety deposit box records, including signat
information, cards, bills, and payment records;

b) the identities of other foreign espionage  9) financial and investment account records, inclug
agents and intelligence officers, statements, investment confirmations, withdrawal
dividend records, and all other-related account recq

c¢) financial transactions including payments to
foreign espionage agents and hidden financial 10) federal, state, and local tax returns, work shé

ng
lips,
nd
hture
d all

Lire

ing
And
rds;

pets,

accounts W-2 forms, W-4 forms, 1099 forms, and all related

schedules; and
d) records of previous illicit espionage
transactions, and 11) records concerning real property purchag

bes,

sales, transfers, in the U.S. and foreign countijies,

e) the source and disposition of national defense including but not limited to deeds, deeds of trust, |
and classified intelligence information; contracts, promissory notes, settlement statements
mortgage documents.
3) large amounts of U.S. and foreign currency
financial instruments, precious metals, jewelry, and

other items of value and/or proceeds of illegal espionaggRyssian Commentary on Pitts’ Arrest
transactions.

Analysis by Igor Korotchenko under the gene

4) national defense and classified documents aRdadiine: “Yet another agent arrested in the Un
materials, clandestine communications devices arghtes.... This is the way the FBI ‘congratulated’
instructions, contact instructions, codes, telephofgyssian Chekists on their professional holiday.” (Fi

numbers, maps, photographs, other papers and mategi@a§sjated text from Moscow Nezavisimaya Gaz
relating to communications procedures and proceegc), 20 December 1997.)

and records of illegal espionage transactions;

_ . In line with existing practice, the official spokesm
5) passports, visas, calendars, journals, date bookp.ryssia’s Foreign Intelligence Service (SV

telephone numbers, address books, credit cards, h@igljitionally declined all comment on the arrest in
receipts, airline records, correspondence, carbon copi§sited States of FBI employee Earl Edwin Pitts

hnd
, and

ral
ted
he
BIS
eta

an
R)

the
of

of money orders and cashier's checks evidencing larggarges of spying for Moscow. Admittedly, Taty

a

cash expenditures, and accounts and records in fictitiatig,olis, press secretary of the SVR Director, utter¢d a

names, very remarkable phrase talking with your

G

_ _ _ _ ~correspondent: “Irrespective of this case, | can say|that
6) identity documents, including those utilizingeyen having carried out a considerable reduction of our

fictitious identities, U.S. and foreign currencygpparatus abroad, we have not lost the high qualify of
instructions, maps, photographs, U.S. and foreign baglerk inherent in our service. It is sometimes possjble

account access numbers and instructions, and other
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to score a greater effect with a smaller number diy the recent press conference of FSB (Federal Segurity
people.” Service) head Nikolay Kovalev where he announged
the catching of 39 agents, Russian citizens recruited by
It will be recalled that this disgraceful episodéWestern special services. This was, perhaps, the pther
happened soon after the case of CIA officer Haroldason why the FBI urgently detained Earl Edwin Pltts,
Nicholson accused of cooperation for many years wittho had been actively watched by Americgn
the KGB'’s PGU (First Main Department) and the SVRounterintelligence.
was taken to court.

Although the SVR gave up “globalism” after 1991 Economic Espionage Act of 1996
and closed more than 30 of its stations in Africa, South

East Asia, and Latin America, Russian intelligence secTION 1. SHORT TITLE.
doctrine still lists the United States among the objects

of prime attention. True, the term "Main Adversary” Thjs Act may be cited as the “Economic Espionage
with regard to Washington is no longer used in thgt of 1996 .”
official documents of the intelligence service. At the

present time, the man in charge of the American area inggc. 101. PROTECTION OF TRADE SECRETS.
the SVR’s activities is Lt. Gen. Grigoriy Rapota who

has the rank of Deputy Director of this Special Service. (3) [N GENERAL.~Title 18, United States Code, |s

He keeps daily tabs on the operational subdivisiongnended by inserting after chapter 89 the followingy:
abroad subordinated to him. The SVR has three “legal”
stations operating in the United States under the covefFcHAPTER 90—-PROTECTION OF TRADH
of official Russian institutions in New York, Washington,secreTs

and San Francisco. Each of them includes several dozen

staff members and has a direct channel of coded ggc.

communication with the SVR headquartersin Yasenevo. 1831 Economic espionage.
The work of diplomatic stations is organized and carried 1832 Theft of trade secrets.

out in three main area—political, economic, and 1833 Exceptions to prohibitions.

technical-scientific spying. 1834. Criminal forfeiture.

_ o 1835. Orders to preserve confidentiality.
Furthermore, according to existing expert 1836 Civil proceedings to enjoin violations.
assessments, the Foreign Intelligence Service has 1837  conduct outside the United States.
created anywhere from three to seven major illegal 1838  Construction with other laws.

stations in the United States and Canada, each of which 1839  Definitions.
is in contact with a corresponding Directorate in 1831 Economic espionage
Yasenevo. The SVR’s Foreign Counterintelligence

Directorate also has its own apparatus of agents in thgg) [N GENERAL —Whoever, intending or knowing
United States who operate independently. that the offense will benefit any foreign governmdnt,

. _ _ . foreign instrumentality, or foreign agent, knowingly{—
Obviously, in order to localize what is already the

second exposure of a valuable Russian spy, Yasenevo (1)steals, or without authorization appropriates
will set up a special commission to thoroughly (akes. carries away, or conceals, or by fraud

investigate the circumstances of what happened. grifice or deception obtains a trade secret;
However, the circumstance that the date of Pitt's arrest

was not a random choice is now already conspicuous; (2) without authorization copies, duplicates,
it comes shortly before 20 December, the day of the gketches, draws, photographs, downloads
Workers of Russian Federation State Security. American s|0ads, alters, destroys, photocopies, replicate
counterintelligence has in this manner “congratulated” transmits, delivers, sends, mails, communicates
Russian Chekists on their professional holiday. FBI o conveys a trade secret;
Director Louis Freeh must have been strongly impressed

4
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(3) receives, buys, or possesses a trade secret,

knowing the same to have been stolen or
appropriated, obtained, or converted without

such persons do any act to effect the object of the
conspiracy, shall, except as provided in subsectig
(b), be fined under this title orimprisoned not more

-

authorization; than 10 years, or both.

(4) attempts to commit any offense described
in any of paragraphs (1) through (3); or

(b) Any organization that commits any offen
described in subsection (a) shall be fined not more
$5,000,000.

(5) conspires with one or more others persons
to commit any offense described in any of 1833. Exceptions to prohibitions

5e
than

paragraphs (1) through (4), and one or more of
such persons do any act to effect the object of the
conspiracy, shall, except as provided in subsection
(b), be fined not more than $500,000 or

“This chapter does not prohibit—

“(1) any otherwise lawful activity conducted by
a government entity of the United States, a Statd

imprisoned not more than 15 years, or both. or a political subdivision of a State; or
(b) ORGANIZATIONS.—Any organization that “(2) the reporting of a suspected violation of
commits any offense described in subsection (a) shalllaw to any government entity of the United States
be fined not more than $10,000,000. a State, or a political subdivision of a State, if such
entity has lawful authority with respect to that
1832. Theft of trade secrets violation.
(a) Whoever, with intent to convert a trade secret,

that is related to or included in a product that is producd®34. Criminal forfeiture

for or placed in interstate of foreign commerce, to the (&) The court, in imposing sentence on a person f
economic benefit of anyone other than the ownefiolation of this chapter, shall order, in addition to g
thereof, and intending or knowing that the offense wilpther sentenced imposed, that the person forfeit tq
United States—

injure any owner of that trade secret, knowingly—

(1) steals, or without authorization appropriates,
takes, carries away, or conceals, or by fraud,
artifice, or deception obtains a trade secret;

(2) without authorization copies, duplicates,
sketches, draws, photographs, downloads,
uploads, alters, destroys, photocopies, replicates,
transmits, delivers, sends, mails, communicates,
or conveys such information;

(3) receives, buys, or possesses such

(1) any property constituting, or derived from,
any proceeds the person obtained, directly g
indirectly, as the result of such violation; and

-

(2)any of the person’s property used, or intended
to be used, in any manner or part, to commit of
facilitate the commission of such violation, if the
court in its discretion so determines, taking into
consideration the nature, scope, and
proportionality of the use of the property in the
offense.

or a
ny

information, knowing the same to have been
stolen or appropriated, obtained, or converted
without authorization;

(b) Property subject to forfeiture under this secti

bN,

any seizure and disposition thereof, and any

administrative or judicial proceedings in relation thergto,

(4) attempts to commit any offense described
in any of paragraphs (1) through (3); or

shall be governed by section 413 of the Compreher

Drug Abuse Prevention and Control Act of 1970

U.S.C.853), except for subsections (d) and (j) of s
(5) conspires with one or more others persons section, which shall not apply to forfeitures under

to commit any offense described in any of section.

paragraphs (1) through (3), and one or more of

sive
21
ch
his
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1835. Orders to preserve confidentiality institution, association, or any legal, commercial,
In any prosecution or other proceeding under this or business organization, corporation, firm, or

chapter, the court shall enter such orders and take suckntity that is substantially owned, controlled,

other action as may be necessary and appropriate t@ponsored, commanded, managed, or dominat

preserve the confidentiality of trade secrets, consistentby a foreign government;

with the requirements of the Federal Rules of Criminal

and Civil Procedure, the federal rules of Evidence, and (2) the term ‘foreign agent’ means any officer,

all other applicable laws. An interlocutory appeal by employee, proxy, servant, delegate, orn

the United States shall lie from a decision or order of a representative of a foreign government;

district court authorizing or directing the disclosure of

any trade secret. (3) the term ‘trade secret’ means all forms and
types of financial, business, scientific, technical,
1836. Civil proceedings to enjoin violations economic, or engineering information, including

(a) The Attorney general may, in a civil action, obtain patterns, plans, compilations, program devices
appropriate injunctive relief against any violation of this formulas, designs, prototypes, methods
section. techniques, processes, procedures, programs,

codes, whether tangible or intangible, and whethg

(b) The district courts of the United States shall have or how stored, compiled, or memorialized
exclusive original jurisdiction of civil actions under this physically, electronically, graphically,

economic value, actual or potential, from not being
(1) the offender is a natural person who is a  generally known to, and not being readily
citizen or permanent resident alien of the United  ascertainable through proper means by, th
States, or an organization organized under the laws  public; and
of the United States or a State or political
subdivision thereof; or (4) the term ‘owner’, with respect to a trade

(2) an act in furtherance of the offense was  which rightful legal or equitable title to, or license
committed in the United States. in, the trade secret is reposed.”

1838. Construction with other laws (b) CLERICAL AMENDMENT.—The table of

displace any other remedies, whether civil or criminaode, is amended by inserting after the item relatin
provided by United States Federal, Stateghapter 89 the following:

commonwealth, possession, or territory law for the

misappropriation of a trade secret, or to affect the(c) REPORTS.—Not later than 2 years and 4 yg¢
otherwise lawful, disclosure of information by anyafter the date of the enactment of this Act, the Attor,
Government employee under section 552 of title General shall report to Congress on the amounts rec
(commonly known as the Freedom of Information Actand distributed from fines for offenses under this cha

deposited in the Crime Victims Fund established
1839. Definitions section 1402 of the Victims of Crime Act of 1984 (
As used in this chapter— U.S.C. 10601).

(1) the term ‘foreign instrumentality’ means
any agency, bureau, ministry, component,

subsection. photographically or in writing if—

1837. Applicability to conduct outside the (A) the owner thereof has taken reasonablé

United States measures to keep such information secret; and
This chapter also applies to conduct occurring outside

the United States if— (B) the information derives independent

secret, means the person or entity in which or i

d

or

174

1%

This chapter shall not be construed to preempt ohapters at the beginning part 1 of title 18, United States

g to

bars
hey
pived
pter

by
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392



Cl at the End of the 20th Century

Cold War Espionage in Germany The report makes several judgements and

observations:
(This report has been lightly edited and all classified

data deleteq. The espionage threat posed by the East German
intelligence services during the 1980’s evolved

This assessment was tasked by the Department of70M a collection effort directed primarily at

Defense Damage Assessment Committee, chaired byV€apon system “hardware.” The focus was

Mr. John Grimes DASD (CI&SCM)/C3I. This report €Xpanded to high technology applications as we
describes Soviet and East German intelligence agency?S o hardware.
Cold War espionage, which targeted German industry

and how those activities evolved to serious dimensions  1he combination of high-tech espionage and U$
for Western security. It examines the ongoing Russian Pudgetary restraint may narrow the qualitative

espionage efforts still targeting German industry, which €dge of our future military forces to a surprising
cause the loss of key US defense-related technologiend dangerous degree.

provided in bilateral military exchange programs. ) o ) o
Finally, the paper raises concerns over the future EVen if the possibility of war with Russia is

implications of this continuing harm to the basic security émote, war between the US and other regional

of the nation, providing policy perspectives for POWers is quite plausible. Compromised US
decisionmakers. technology, marketed to these powers by

entrepreneurial Russians, is not unthinkable.

There was and continues to be a natural tension .
between the policies that increase international military ~And there are economic consequences. Muc
sales and commercial trade and the security policiesf the technology stoleniis the valuable proprietary

that limit nonproliferation and technology transfer. information of US companies. These companies

During the Cold War we accepted risk of compromise depend upon proprietary information for their
with military exchange programs. We still accept a high Competitiveness, profitability, even survival.

degree of risk with the same programs, while expectin ' .
no immediate change to the threat. ASA's Legacy of Spies

-

MBB is a major subsidiary of Deutsche Aerospace

For the future there is every indication that additiondlG (PASA), the aircraft, defense and sateliites divis
espionage and resulting loss of key US defense-relatgidPaimler Benz. DASA was formed in early 1989

technologies will occur. How severe the risk turns oluild @ “technology group” on the foundations of the

to be can still be affected by a proactive ud/ercedes Benz automotive business. DA
Governmentwide response, which must ensure a beti@mediately began a series of corporate acquisit

on
to

5A
ons

balance between risk and potential gain. and new joint ventures. Joint ventures already umder

way included the “Eurofighter” project with British

Many German defense companies have access to [{&an, Spanish, and other German companies.

defense technology information. This information is

typically transferred to Germany for weapon system [N 1991, DASAs defense sales accounted for
coproduction or for the marketing of US defense goodi@rcent of the corporation’s revenue according to p
and services through host-nation companies. Deferf&0rting. By 1993 defense sales generated only &
technology transfers to Germany represent importafif Percentof revenue. DASA was sharply and adve
material support for its key role in the North Atlanticaffected by the Cold War's end, by efforts to reduce
Treaty Organization. During the Cold War, Wesf3€rman Government budget deficit, and by
Germany’s eastern border marked the “front line” dfong-running global recession. In addition to {
the NATO central region. Germany was, and remain§urofighter, DASA's major remaining militar

a principal provider of military forces and weapons t@rograms include a joint venture guided-missile prog
the alliance. with France and close links with Aerospatiale in

European military/civilian helicopter project.

50
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he
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MBB: one Company—Many Spies wanted data on high-technology applications, as yvell
Dirk Peter Meyer surrendered to the BfV in 1982 ands the traditional data on hardware Rotsch and his fgllow
confessed he had been an agent for the MfS for oggies at MBB provided so well for so long.
year.
Espionage for State Profit
Dieter Klimm’s espionage career ended with his deathWerner Stiller, an East German intelligence offigcer
in February 1990. He had spied for the MfS since Aprwho defected in 1979, reportedly told Western officials
1983. the “game plan.” By investing about $2 million in spy
operations, East Germany could gain about $130 million
Lothar and Katharina Straube were arrested on Wlorth of technology it would otherwise have to bly.
December 1990 for spying for the MfS for 19 year$luch of the take was reportedly passed along to| the
(1963 to 1982). Soviet Union.

Franz Musalik was arrested in October 1990 on An excellent example of such espionage against MTU
espionage charges. involved Juergen and Marietta Reichwald from 1973
to 1980. Juergen Reichwald was an MTU enginger.
Peter Kraut and his wife Heindrun were arrested faviTU jointly manufactured the engine for the Tornado
espionage on 1 January 1992. Multi-role Combat Aircraft, along with Britain’y
Rolls-Royce and ltaly’s Fiat. The Tornado was a jgint
Manfred Rotsch was arrested in September 1984 agenture of the German, British, and West German
KGB spy. Rotsch was probably the most productivaerospace industries. In 1980, the Tornado promisgd to
known KGB spy at MBB. He had been spying for morée Western Europe’s most advanced war plane.| For
than 30 years, the last 15 of them at MBB. Three weeklelivery in 1988, the FRG had ordered 322 of the
after Rotsch’s September 1984 arrest, FRG authoritiagcraft, Britain at least 305, and Italy 100. The
arrested a second MBB employee and two workers froReichwalds were sentenced in 1982 to six and a|half
other West German defense contracting companies. A#tars (him) and 15 months (her). At the Reichwald’s
three were native East Germans suspected of spyinigl, the presiding judge said the couple had betrgyed
for the KGB. Two of the three, including the MBB some of West Germany’s most sensitive military sedrets
employee, were released due to lack of crimindbecause of their lust for money.” The court estimated
evidence. they received at least $60,000 deutsche marks (gbout
US $470 in monthly payments) from 1973 to 1980
Helmut Kolasch's espionage career ended in 1984
with the discovery at MBB, which netted ManfredThe KGB Takes Over at MTU
Rotsch and the others. Kolasch went to work in 1978 The MfS disintegrated in May 1990. At least
on a special project Siemens had contracted witkell-placed MfS spy in the MTU company immediately
Dornier. Siemens was employed by Dornier tagreed to continue spying directly for the KGB.
collaborate on a study for a test concept of the tactidéhrlheinz Steppan, who was arrested October 9,1990
fighter jet of the 1990s (TFK-90). The TFK-90 was dor espionage on behalf of the MFS from 1972 uptil
forerunner of the European Fighter Aircraft (EFA)—May 5, 1990, apparently agreed to work for the KGB.

now called the Eurofighter 2000. The project wittHe was arrested before beginning to work for his pew

Dornier was similar to the AFT work with MBB. masters. The Steppan case makes clear that the threat
to military-related high technology in German indusjtry

Something New for the KGB did not expire with the demise of the East German

The Manfred Rotsch case illustrates the excellesspionage apparatus.
ability of the KGB and MfS to obtain sensitive Western
military technology information through human sourcef/ndetected Spies
actually placed within Western defense industries. Theln an October 1990 magazine interview, Kuirt
Kolasch case indicates a refinement in the KGB'Stavenhagen, the oversight official for all Gernfan
collection objectives during the early 1980s. The KGBhtelligence agencies reported that a number of former
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East German operatives were currently working for thereas as flight safety, aerodynamics, and propulsion

KGB. The KGB had also reportedly taken over entirengineering. The DLR is the focus of the FRG’s space

East German spy nets and operational files. programs and contributes to the FRG'’s participatiop in
the European Space Shuttle Program.

According to Stavenhagen, the MfS and the KGB

had always worked closely. The MfS reportedly ha&n Underestimated Threat?

placed about 4,000 active spies in West Germany. ManyThe nature of the DLR is such that even a spy with no

of the former MfS—now KGB spies—were presentlyaccess to classified material is bound to find unclassjfied

dormant. Others were reportedly active and woulchaterial of interest, especially after working there [for

remain active. Many had not been detected. 20 years. The accused DLR employee with the MfS
contacts showed that agents can be found in
A Spy at DLR “unproductive” areas, and may be far more productive

The KGB net extended to another high-technologtghan they seem.

facility affiliated with Deutsche Aerospace—the

German Aviation Research Establishment—bettéthe OLMOS System: A Case Study in

known by the acronym “DLR.” On September 4,199Zechnology Application

a 56-year-old unnamed employee of the DLR Aviation The OLMOS Maintenance Support Fatigle

and Space Flight Test Center at Goettingen was chardédnitoring System permits the German Luftwaffe|to

with intelligence activities. monitor the life cycle fatigue values of wear itemg in
the engines and airframe of the Tornado aircraft. It ill

The accused man reportedly confessed to having Mésentually be expanded to helicopters. The OLMOS
contacts after his incrimination by a former MfS caseystem permits “on condition” maintenance—an
officer. The accused was reportedly employed by thefficiency- increasing and cost-saving innovation— over

Goettingen Test Center for more than 20 years and wihg old method of maintenance and repair based yipon
recruited by the MfS in the mid—1970s. time-change intervals.

Both the Federal German prosecutors’ office and aUnder the old method, parts that are still fully
spokesman for the DLR head office stated that thaperational must be exchanged for safety reasons)“On
accused was the first MfS spy to be detected within tliendition” maintenance permits part exchanges only
DLR. The DLR spokesman reported, however, that thehen wear—which is dependent on operation—
accused had not been authorized access to amguires. Knowing the wear lessens the number of
“classified matters.” unforeseeable part failures and renders unnecesgary a

preventive parts exchange based upon operating hours.

The DLR is the largest engineering research and
development organization in the FRG. It conducts The Dornier OLMOS Fatigue Monitoring Syst
research at facilities in Oberpfaffenhofen near Municltalculates wear with mathematical algorithms| of
Braunschweig, Goettingen, Cologne and Stuttgantecorded signals and stores the results as cumulative
Germany-wide, DLR employs about 4,200, to includéatigue values on board the aircraft. Because operating
more than 1,000 scientists. It has an annual operatiogsts are the largest part of the total cost of a complex
budget of approximately $600 million deutsche markeeapons system, automated “on conditign”
(US $375 million). maintenance permits a considerable reductio

total cost.

The DLR is a hybrid organization, carrying out largely
government-funded research and development. It is alNew Reasons to Spy
obliged to transfer the technology developed to industryKnowing about OLMOS could not help the Sovigts
for commercial application. A principal industrial shoot down any Tornados if war broke out. However,
beneficiary of the DLR is Deutsche Aerospace AG. theft of Western high-technology applications|is

motivated by economic as well as militajy

The DLR carries out an impressive array of activitiegonsiderations.
all involving application of aerospace technology in such
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Knowledge of OLMOS helped the Soviet Union“Brits” admitted to being Russians and Finnish officials
reduce the desperately high cost of operating its ovexpelled them to Russia.
military aircraft fleet. ASoviet version of OLMOS might
have been sold to client militaries around the world “The two were either going on an assignment fqr a
bringing in much needed hard currency. foreign intelligence service as ‘illegals,’ or were on their
way back from a consultation in Moscow,” the 1992
According to press reporting “most present-dafV report concluded. “Articles in their luggage that
(1992) Russian intelligence activity against Germamyere made in Germany strongly indicated that this could
is concentrated on industrial and economic™— ndbave been their operational area.”
military—secrets. “A special division of the main
Russian service run by Yevgeny Primakov is dedicatdthe “Hannover Hackers”
exclusively to collecting information on economic From 1986-88, an eight-member ring of German
conditions and developments in Germany, the US agdmputer “hackers” created a new form of espionage.

other leading industrial nations.” The Hannover, Germany-based computer enthusiasts,
gained access to passwords and codes at some pf the
A Matter of Competition West's most sensitive technical research and milifary

The recently issued BfV (German Counterinstallations. They sold the passwords and codes tp the
intelligence) 1992 annual report squarely addresses K&B. This was the first international computer
issue of Russian spying on the West for economispionage case to show how much damage could be
reasons. “Western companies, banks, think tanks addne by gathering and selling unclassified data.
economic journals (now) enjoy the status of top priority
targets,” said the report. “The aim is to acquire The “Hannover Hackers” (collectively known hergin
information to modernize Russian enterprises arabs the Hackers) started innocently enough. They $oon
improve their ability to compete in world markets.” realized, however, that the information they wegre

collecting might be worth something. They all neeIed

“Since 1991, numerous Russian intelligence officerthe extra money, some to support drug habits. At first
assigned to Germany have left the service and triedtttey thought about selling the stolen industrial and
establish themselves in private enterprise in Russia msearch data to competing companies. They focused,
in Germany,” the BfV report continued. “Not all of thesehowever, on a potentially more profitable strategy—
persons have broken with their former employer.bbtaining the computer access authorizations with the
According to German Interior Minister Manfred highest privileges at targeted companies and institutions.
Kanther, Russian intelligence services reduced thdihey commenced operations, approached the Sqviets
“legal” agents in consulates and the embassy (in Bonin) East Berlin, and began delivering the data.
by about a third in 1992. However, the remaining ones

“are still believed to be working hard.” The Hackers penetrated Dornier, DLR, MBB, gnd
many other German companies and institutions. [The
The Story of “John” and “Elizabeth Anne” KGB gained full knowledge of the computers at these

Of no less concern are the “illegals— spies who doompanies and institutions, and how to break into tHem.
not work out of embassies, but run networks of agenthe Hackers showed particular interest in Wesilern

under cover or false identities. research institutions potentially associated with weapons
of mass destruction (nuclear, chemical, biological)—
On April 23, 1992, a man and a woman claiming tand in information about atomic accidents,
be British disembarked from an Aeroflot plane irdecontamination zones, toxicological experiments,
Helsinki, Finland. Officials became suspicious whemveapons production, and the contents of weagons
both of the “Brits” (identified as “John David A.” and depots.
“Elizabeth Anne G.”) spoke with heavy Eastern
European accents. They were carrying $30,000 in cashThe Hackers’ downfall began with an accounting efror
a modified short-range radio receiver, and materials usefl75 cents in a computer billing program at LBL |in
for writing coded messages. Under questioning, thealifornia. A newly assigned astronomer decided to
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investigate the 75-cent problem and discovered that aThe GDR spent 40 years building the intelliger
previous user had added a new account. He then begatworks that produced the government spies Prell
tracking down the user. and Steinmann, and the company spies at MBB, Do
MTU, and the DLR. From a GDR point of view, it w
LBL officials established a monitoring system toa considerable success.
observe the user, identified as “Sventenk.” Over the next
year, Sventenk attacked about 450 computer syste@enclusion: Why This Problem Still
around the United States, gaining entry into more thaviatters to the United States
30.He searched for military and defense-related items, The July 1992 DoD Key Technologies Plan li
and, when successful, copied data from them. eleven “Technology Areas.” These areas are consid
vital to achieving success in seven Scientific
Sventenk was patient and methodical. He usualllechnical (S&T) “thrusts.” These thrusts are in ti
followed a pattern: attempting to gain super-user accessnsidered crucial toward making significant impro
then searching for keywords, then for the password filment in US warfighting capability.
and finally for other network connections. He would
regularly check the system status to see what jobs werd&he following lists the eleven technology areas:
running—and who was on line—as if to avoid detection
by system administrators. 1. Computers: High performance computing
systems (and their software operating systems
After tracing was accomplished, several of the providing orders-of-magnitude communications
Hackers under suspicion were brought in for capabilities as a result of improvements in

interrogation by FRG authorities. After the necessary hardware, architectural designs, networking, andl

work with other governments, the principal Hackers computational methods.
were formally arrested in March 1989. Two of them
cooperated with the authorities to avoid prosecution. 2. Software: The tools and techniques that
(An excellent treatment of the whole story of the Hackers facilitate the timely generation, maintenance, ang
is contained in The Cuckoo’s Egg by enhancement of affordable including sofftware for
Cliff Stoll.) distributed systems, data base software, artificig
intelligence, and neural nets.

And... Spies at The Ministry of Defense

Wolf-Heinrich Prellwitz and Ulrich Steinmann were 3.Sensors: Active sensors (with emitters, suckh

longtime KGB and MfS spies in the FRG MOD. asradar and sonar), passive (“silent’) sensors (e.g.

Prellwitz served 21 years in the Armaments Division thermal imagers, systems), and the associate
In May 1992, Prellwitz was sentenced to 10 years signal and image processing.
imprisonment for committing “particularly severe acts
of treason” and for “corruption.” The 58-year-old 4. Communications Networks: The timely,
“former Federal Defense Ministry Official” had reliable, and secure production and worldwide
reportedly supplied “particularly sensitive Ministry dissemination of information, using DoD
documents to the former GDR for 21 years.” consumers, in support of joint—Service mission
planning, simulation, rehearsal, and execution.
The Prellwitz and Steinmann cases demonstrate that
by the mid-1980s, the GDR intelligence services had 5. Electronic: Ultra-small (nano-scale)
penetrated the German MOD as well as the industrial electronic and devices optoelectronic devices|
sectors. The GDR services, the KGB, and the Russiancombined with electronic packaging and
Foreign Intelligence Service received considerable photonics, for high speed computers, data storag
amounts of high-quality high-technology information modules, communication systems, advance
of US origin. sensors, signal processing, radar, imaging systen
and automatic control.
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6. Environmental Effects: The study, modeling, Communications Networking (Global
and simulation of atmospheric, oceanic, terrestrial, ~ Surveillance and Communications)
and space environmental effects, both natural and
man-made, including the interaction of a weapon Materials and Processes (Advanced Land
system with its operating medium and Combat)
man-produced phenomena such as obscurants
found on the battlefield. Design Automation (Technology for

Affordability)

7. Materials and Processes: Development of
man-made materials (e.g., composites, electronic Human-System Interface (Synthetic
and photonic materials, smart materials) for  Environments)
improved structures, higher temperature engines,
signature reduction, and electronics, and the Keeping the Game Close
synthesis and processing required for their  There are at least several possible explanation
application. the apparent correspondence between our S&T Str

8. Energy Storage: The safe, compact storage apparently intended their espionage to help preve

wanted to help prevent or reduce any “technology g
9. Propulsion and Energy Conversion: The between the military forces of the West and East. §
efficient conversion of stored energy into usable gaps could be used by the West to the polit
forms, as in fuel efficient aircraft turbine engines disadvantage of the East.
and hypersonic systems.
The evidence indicates the Soviet and GDR leadel
10. Design Automation: Computer-aided wanted to avoid spending the time and money assog
design, concurrent engineering, Automation with high-technology research and development. T|
simulation, and modeling; including the also apparently wanted to apply selected technold
computational aspects of fluid dynamics, to their own military and commercial products.
electromagnetics, advanced structures, structural
dynamics, and other automated design processes.Yesterday's Problem?
There is an urge to conclude that the problen
11. Human-System: The machine integration residual KGB and MfS spies in Germany now repres
and interpretation of interfaces data and its avery manageable risk for US national security. Rea
presentation in a form convenient to the human for such a conclusion may include:
operator; displays; human intelligence emulated

in computational devices; and simulation and The Warsaw Pact has “gone away.” Chance
synthetic environments. for a major war in Europe presently appear low.
Exploiting the US Strategy Unification of Germany, and the demise of KGB

US Defense S&T Strategy places the highest priority and MfS, mean that the problem will go away by
on achieving goals in six technology areas. The six areasitself. As the old spies die off, espionage will peter
(and thrusts) are: out.

Software (Precision Strike) Current political and economic developments

in the Russia are not unfavorable. However, if

Sensors (Air Superiority and Defense/Sea  hostile forces emerge to control Russia and i
Control and Undersea Superiority)

5 for
tegy

and their collection objectives. Soviet and GDR leadlers

the

of electrical or chemical energy, inluding energetic West from secretly developing any potentially whr-
materials for military systems. winning military technologies. They also apparerjtly
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Russia presents a major new military threat we
will know about it well in advance. Department of Defense Directive

If a serious threat develops, any US key
technology stolen by spies in earlier years will be
more than matched by continuing advances in US
defense technology. Our military forces will still
possess a significant qualitative edge.

May 22, 1997
SUBJECT: DoD Counterintelligence (Cl)

above, June 6, 1983 (hereby canceled)

The political, military, and economic future of
the former Soviet Union and Warsaw Pact
countries is far from certain. Prudence dictates
caution about Russia and the East for the next
several years. If Russia again presents a serious
military threat, the threat may not appear clearly
and with sufficient warning. Military threats are
often protracted and ambiguous. In the future,
serious and continuing losses of US key
technologies through espionage and other means
could be an important factor undermining
international security. This could contribute to
military confrontation and increased risk of war.

Intelligence Activities,” December 4, 1981

(c) Presidential Decision Directive/NSC-24, “U.
Counterintelligence Effectiveness,” May 3, 1994

(d) DoD Directive 5137.1, “Assistant Secretary
Defense for Command, Control, Communications
Intelligence (ASD(C3I)),” February 12, 1992

(e)through (bb), see enclosure 1

A. REISSUANCE AND PURPOSE

. . L 1.Reissues reference (a) and implements Section
Even if war with Russia is now remote, war @ P

between the US and other regional powers is far
more plausible. Stolen United States key
technology, marketed to other powers by
entrepreneurial Russians, is not unthinkable.

(DIA), National Security Agency (ASA), the Militan
Departments, and offices referenced in that sectio

The qualitative edge our military forces have 2. Integrates DoD CI capabilities and coordinat

traditionally enjoyed over adversaries is the product ir(t)e(c::f[eigrl: r;sthgt’\?a:ogzltggifl é;t‘:ct:lj EEI Sug)djrr](
a long-term national commitment to developing ke ﬁ ty

technologies for defense. In today’s US budgeta ference (C).
climate, there is no guarantee the nation will be able to
sustain the traditional commitment; the future qualitative
edge of our military forces is far from assured. Th
combination of high-tech espionage and budgeta
restraint may narrow the qualitative edge of our futur;
forces to a surprising and dangerous degree.

3. Establishes and maintains a comprehens
tegrated, and coordinated CI effort within t
epartment of Defense, pursuant to the responsibi
nd authorities assigned to the Assistant Secretal
efense for Command, Control, Communications

Intelligence (ASD9C3I)) in reference (d).

Much of the stolen technology constitutes the valuable
proprietary information of US companies. Thes?

companies depend upon proprietary information fop L .
. o L , of CI activities conducted under the authority
their competitiveness, profitability, even survival. MUCheéerences (b), (d), (e) and this Directive.

of the capital used by these companies to develop 5
technologies originated with the US taxpayer.

4. Assigns responsibilities to the DoD Compone

5. Establishes the Defense Counterintelligence B¢
(DCIB).

(b) Executive Order 12333, “United Stats

References: (a) DoD Directive 5240.2, subject as

\1%4

S

UJ

and

111

of reference (b) as it pertains to the assignment gf ClI
responsibilities to the Defense Intelligence Agency
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B. APPLICABILITY 5. Combatant Commanders may choose to exelcise
This Directive applies to the Office of the Secretargtaff coordination authority over Military Department
of Defense (OSD), the Military Departments, the€Cl elements deployed in an overseas theater. $taff
Chairman of the Joint Chiefs of Staff, the Combataordination authority is intended to encompass
Commands, the Defense Agencies, and the DoD Fieldconfliction of activities and assurance of unity of effort
Activities (hereafter referred to collectively as “the DoDn attaining the Military Department Secretaries gdnd

Components”). Combatant Commander’s objectives relating to Cl. This
coordination will normally be accompanied through the
C. DEFINITIONS assigned CI Staff Officer (CISO), as found in DgD

Terms used in this Directive are defined innstruction 5240.10 (reference (n)).
enclosure 2.
6. If a military operation plan or operation order 50
D. POLICY specifies, a Combatant Commander or the Combatant
It is DoD policy that: Commander’s designated joint force commander, may,
upon National Command Authority-directed executipn,
1. Cl activities shall be undertaken to detect, assesssume operational control of Military Department |Cl
exploit, and counter or neutralize the intelligencelements assigned to support the operation for|the
collection efforts, other intelligence activities, sabotagéuration of the operation, to include pre-deployment,
terrorist activities, and assassination efforts of foreigieployment, and redeployment phases. Under Jthis
powers, organizations, or persons directed against tiecumstance, these Cl elements come under|the
Department of Defense, its personnel, informatiolombatant Commander’s combatant command
materiel, facilities and activities. authority. However, law enforcement and Cl
investigations and attendant matters carried out by ClI
2. Cl activities shall be conducted in accordance witblements remain part of the Military DepartmerI’s
applicable statutes, E.O. 12333 (reference (b)) and Deldministrative responsibilities. Likewise, for joint
issuances that govern and establish guidelines amaining exercise purposes, the joint force commarder
restrictions for these activities, to include proceduremay assume operational control of assigned Cl elernents
issued under DoD Directive 5240.1 (reference (f)) thédr the purpose and duration of the exercise.
govern, among other things, Cl activities that affect U.S.
persons, as contained in DoD 5240.1-R. 7. The Deputy Assistant Secretary of Defense
(Intelligence and Security) (DASD(I1&S)) will resolv
3. CI activities shall be coordinated and conducte@l issues, where a Military Department Cl entity anfl a
within the United States in accordance with th€ombatant Commander disagree and when one or[both
Memorandum of Agreement (MOA) and its supplemeratppeal the matter through an appropriate channel tp the
between the Attorney General and the Secretary OSD.
Defense (references (h) and (i), and outside the United
States between the Secretary of Defense and DirectdB. Cl activities shall be inspected in accordance with
of Central Intelligence in accordance with the DirectdboD Directive 5148.11 (reference (0)).
of Central Intelligence Directive 5/1 and its supplement
(references (j) and (k)). 9.There shall be a DCIB, as described in enclosuie 3.

1%}

4. Military Department Cl elements are under th&. RESPONSIBILITIES
command and control of their respective Military 1. TheAssistant Secretary of Defense for Commahnd,
Department Secretaries, so as to carry out their statut@gntrol, Communications, and Intelligence shall
authorities and responsibilities under 1@lelegate to the DASD(I&S) the authority to act for the
U.S.C.162(a)(2) (reference (1)) and 1ASD(C3I) in carrying out Cl responsibilities assigngd
U.S.C.3013(c)(7), 5013(c)(7), and 8013(c)(7by DoD Directive 5137.1 (reference (d)), as followq:
(reference (m)).
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a. The DASD(I&S) shall:
(1) Oversee development and management of
the DoD Foreign CI Program.

(2) Establish and monitor management
procedures to improve the effectiveness and
efficiency of Cl and resource management.

(3) Serve as the OSD Tactical Intelligence and
Related Activities (TIARA) Functional Manager
for Cl programs.

(4) Serve as the Functional Manager for
information management matters related to
designated Cl systems.

(5) Represent DoD Cl interests on the National
ClI Policy Board (NACIPB) under PDD/NSC-24
(reference (c)), when necessary.

(6) Delegate to the Director, Cl, the following
authority and functions:

(a) Develop DoD CI policy and exercise policy
supervision and management of DoD Cl programs
and activities as defined in this Directive.

b) Act as program manager for DoD FCIP
resources, which include resources for the Military
Departments, On-Site Inspection Agency (OSIA),
DIA, and Defense Investigation Service (DIS).

(c) Serve as functional Cl manager to include
reviewing and monitoring the progress and
effectiveness of CI investigations, offensive
operations, collection, analysis and production.
Conduct or provide for the conduct of inspections
of DoD ClI Components; staff oversight of DoD
Cl components and resolve conflicts between

those components; and assign special tasks to the

DoD Components as may be necessary to
accomplish DoD CI objectives.
(d) Chair the DCIB.

(e) Coordinate DoD CI programs and activities
with other U.S. Government organizations.

(f Ensure adequate CI support is provided to
the DoD Components, as necessary, to include

support to Special Access Programs and suppd
to Human Intelligence (HUMINT).

(9) Support the DASD(I&S) role as the
Functional Manager in areas relating to CI.

(h) Support the DASD(I&S) role as the
Functional Manager for the Defense CI
Information System.

() Be the U.S. National Cl Advisor to the Allied
Command Europe, for the purposes of
consultation and coordination of policy matters.

() Support or provide DoD representation on
the National Cl Policy Board, National CI
Operations Board, Operations Chiefs Working
Group, Investigations Working Group, and
representation to the other national-level ClI
agencies in accordance with PDD/NSC-24
(reference (c)); and represent the ASD(C3I) or
the Secretary’s Board on Investigations in
accordance with DoD Directive 5105.59
(reference (p)).

(k) Approve or refer to the NSC or NACIPB
operations or other Cl matters that involve
significant policy issues.

b. The Director, DIA, shall:

(1) Conduct analysis and production on foreign
intelligence and terrorist threats to meet customg
needs within Department of Defense, and
contribute to national products of these types al
appropriate, in accordance with E.O. 12333
(reference (b)), and within the scope of assigne
responsibilities and functions of DIA as described
in DoD Directive 5105.21 (reference (q)).

(2)Coordinate the CI production of all DoD CI
components as requested by the Director of CI.

(3)Provide CI analytic, production, and
database support to the Services as requested.

(4)Serve as the DoD CI Collection Reqtire
ments Manager as requested by the Directg
of Cl.

rt
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(5) Provide CI staff support to the Chairman of multidisciplinary intelligence threat analyses ag
the Joint Chiefs of Staff and the Combatant  required.
Commanders as requested by the Director of Cl
and in conformance with DoD Instruction 5240.10 (4) Assist the Military Departments’ Cl
(reference (n)). organizations in the protection of critical DoD
technologies.
(6)Provide CI staff support to the DoD

HUMINT Manager as described in DoD Directive (5) Perform those Cl-related responsibilities
5200.37 (reference (r)) and ensure Cl support is  assigned by the OSD, to include the investigativg
provided to the DoD HUMINT collection support to the DoD Components (exclusive of
program. Military Departments) relative to unauthorized
disclosures of classified information to the public

(7)Develop, implement and maintain in accordance with DoD Directive 5210.50

intelligence and CI capabilities designed to assist  (reference (v)).

Commanders in the protection of DoD personnel

and facilities from terrorism, in accordance with (6) Participate in national, international, and

DoD Directive 0-2000.12 (reference (s)). interdepartmental boards, committees, and othg
organizations as requested by the Director of Cl

=

(8) Conduct threat and vulnerability analysis
and support decisions by commanders or program d. The Command, Control, Communicationp,
managers in the implementation of appropriate  Computers and Intelligence Integration Supfotivity
Operations Security (OPSEC) measures in shall:
accordance with DoD Directive 5205.2 (t)).

(1)Provide CI programmatic analyses and
(9) Assess and provide information systems  expertise to ASD(C3Il) and DASD(I&S) in
security threat and vulnerability information to accordance with DoD Directive 5100.81

support information operations requirements. (reference (w)), to include consolidation of
Military Department and Defense Agency Foreign
(10) Participate on DoD, national, international, Cl Program submissions and participation in

and interdepartmental boards, committees, and Congressional Budget Justification Book
other organizations involving Cl as requested by  production.
the Director of CI.
(2) Support planning for CI capabilities,
c. The Director, DIS, shall: communications, and architectures.
(1) Integrate CI principles and experience into
the DIS security countermeasures missions, which 2. TheSecretaries of the Military Departments shall:
consist of conducting personnel security
investigations and serving as the cognizant DoD  a. Provide for the conduct, direction, management,
security authority for the National Industrial coordination, and control of Cl activities as outlined in
Security Program, pursuant to E.O. 12829 paragraphs E.2.b through E.2.j, below; E.O. 12833
(reference (u)). (reference (b)); 10 U.S.C.3013, 5013, 8013 (refergnce
(m)); 10 U.S.C. 535 (reference (x)); Pub.L.
(2) Assist the defense industry in the recognition 99-145(1985), Section 1223.(reference (y)); and QoD
and reporting of foreign contacts and collection Instruction 5505.3 (reference (2)).
attempts, and the application of threat-appropriate
security countermeasures. b. Conduct CI investigations of Active and Resefve
military personnel and, as provided for in agreemgnts
(3) Provide pertinent information on the defense with the Attorney General (references (h) and (i), DoD
industry to support the production of civilian employees, who may be subject to judicial ahd/
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or administrative action under applicable Federal lawl. Establish Military Department plans, programs,
and regulations, including the Uniform Code of Militanypolicies, and procedures to accomplish authorized C

Justice, 10 U.S.C.801-940 (reference (aa)). functions.
c. Conduct Cl operations against foreign intelligence m. Establish and maintain a worldwide CI capability
services and organizations. for the purposes outlined in paragraphs E.2.b thrqugh
E.2.j., above.

d. Collect, process, exploit and report information of
Cl significance to satisfy validated national and tacticaln. Develop CI techniques, methods, and equipment
Cl collection requirements. required for CI activities and provide basic apd

specialized training to Cl personnel.

e. Conduct CI analysis focusing on support to DoD
Cl operations and investigations, military operations ando. Provide Cl support to the Combatant Commands,
force protection, security countermeasures, and nationther DoD Components, U.S. Governmeént
policy and programs. organizations, and foreign Cl and security agencies as

provided for in this Directive.

f. Produce Cl assessments, studies, estimates, and
other finished products, to support U.S. military p. Inform periodically the Combatant Commandé¢rs
commanders, the Department of Defense, and the W8&. Cl investigations and operations through the
Intelligence Community. appropriate Cl entity and in coordination with the

command CISO to fulfill briefing requirements set fofth

g. Develop, implement and maintain antiterrorisnin this Directive and DoD Instruction 5240.10 (referemce
programs designed to assist Commanders in t(rg).
protection of DoD personnel and facilities, in accordance
with DoD Directive 0-2000.12 (reference (s)). g. Submit CI operational and investigative data and

prepare Cl analyses as required by the Director fo Cl.

h. Conduct threat and vulnerability analysis and
support decisions by commanders or program managens Establish and maintain liaison with U.
in the implementation of appropriate OPSEC measuraad foreign Cl, security, and law enforcement agengcies
in accordance with DoD Directive 5205.2in accordance with policies formulated in E.O. 12333
(reference (t)). (reference (b)); the MOA and its supplement betwgen

the Attorney General and the Secretary of Defgdnse

i. Assess and provide information systems securifseferences (h) and (i)); DCID5/1 (reference (j) and fthe
threat and vulnerability information to supporCIA/DoD MOA (reference (k)); and coordinate Milita
information operations requirements. Department programs with other U.S. Governmgent

organizations.

j. Prescribe regulations providing to their military
investigative organizations the authority to initiate, s. Participate on DoD, national, international, and
conduct, delay, suspend or terminate investigations danterdepartmental boards, committees, and other
ensure Commanders outside those specified Cl militamgganizations involving Cl as requested by the Direg¢tor
organizations do not impede the use of militarfor Cl.
techniques permissible under law or regulation.

3. The Chairman of the Joint Chiefs of Stahall

k. Maintain, operate, and manage their respective Btegrate, where appropriate, Cl support into all jgint

components, in accordance with the authorities apthnning programs, systems, exercises, doctrine,

responsibilities assigned by this Directive, and providdrategies, policies, and architectures.
personnel, equipment, and facilities that Cl missions

require. 4. The Commanders of the Combatant Commands

shall integrate, where appropriate, Cl support intd all
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command planning programs, systems, exerciseatdisposition. Refer reported Cl information involvir
doctrine, strategies, policies, and architectures. civilian employees by their Components in the Uni
States to their servicing Military Department Cl Ager
5. TheUnder Secretary of Defense fdscquisition and, when overseas, to the Military Departm
andTechnology shall ensure that the Director, OSIAesponsible for providing administrative and logisti
shall: support, in accordance with DoD Directive 524
(reference (bb)).
a. Provide for the internal security of OSIA's
inspection, escort and portal monitoring teams. b. Contact the nearest Military Department
Agency office for guidance should a question arise
b. Participate in the production of multidisciplinarywhere to refer reported CI information.
intelligence threat analyses as required.

F. EFFECTIVE DATE
c. Participate on national, international, and This Directive is effective immediately.
interdepartmental boards, committees, and other
organizations involving Cl as required by the Director /s/ John P. White
for CI. Deputy Secretary of Defense

6. The Director, National SecurityAgency/Chief, ENCLOSURE 1
Central Security Service shall:

REFERENCES (continued)
a. Collect, process, and disseminate signhals
intelligence information for Cl purposes. (e) Title 10, United States Code, “Armed Forces.

b. Participate in the production of multidisciplinary (f) DoD Directive 5240.1, “DoD Intelligenct
intelligence threat analyses, as required. Activities,” April 25, 1988.

interdepartmental boards, committees, and oth€@omponents that Affect United States Persor

organizations involving Cl as requested by the Direct@ecember 1982, authorized by DoD Directive 524
for CI. April 24, 1988.

7. The Director, National Reconnaissancefi€, (h) “Agreement Governing the Conduct of Defer]
shall: Department Counterintelligence Activities

Conjunction wit the Federal Bureau of Investigatio
a. Utilize its systems to support Cl activities andbetween the Attorney General and the Secretar,
reguirements. Defense, April 5, 1979.

b. Support the production of multidisciplinary (i) Supplement to 1979 FBI/DoD Memorandum
intelligence threat analyses as required. Understanding: “Coordination of Counter-intelligen
Matters Between FBI and DoD,” June 3, and June
c. Participate on DoD, national, and interdepart1966.
mental boards, committees, and other organizations
involving CI as requested by the Director for CI. () Director of Central Intelligence Directive 5/
“Espionage and Counterintelligence Activities Abroa
8. TheHeads of Other DoD Components shall:  December 19, 1984.

a. Refer to the applicable Military Department Cl (k) Memorandum of Agreement Between the Cen
Agency any Cl information involving military personnelintelligence Agency and the Department of Defe
assigned to their Components for investigation and

c. Participate on national, international, and (g) DoD 5240.1-R, “Activities of DoD Intelligenc¢
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ry

regarding counterintelligence activities abroad, February(aa) Sections 801-940 of title 10, United States Copde,

3, 1995. “Uniform Code of Military Justice.”

() Section 162t seq. of title 10, United States Code. (bb) DoD Drective 5240.6, “Counterintelligence
Awareness and Briefing Program,” July 16, 1996.

(m) Sections 3013, 5013, and 8013 of title 10, United

States Code. ENCLOSURE 2
(n) DoD Instruction 5240.10, “DoD Counter DEFINITIONS

intelligence Support to Unified and Specified

Commands, May 18, 1990. 1. Counterintelligence (ClI) Information gathereq

and activities conducted to protect against espionage,

(o)DaD Directive 5148.11, “Assistant to the Secretargther intelligence activities, sabotage, or assassinali
of Defense for Intelligence Oversight,” July 1, 1992. conducted by or on behalf of foreign governmentg

ons
or

elements thereof, foreign organizations, or forejgn

(p) DoD Directive 5105.59, “The Secretary's Boardpersons, or international terrorist activities.
on Investigations,” September 25, 1995.
2. Counterintelligence (Cnalysis. Cl analysis is

(q) DoD Directive 5105.21, “Defense Intelligencethe function of assimilating, evaluating, and interprejng
nd
responsibility. Information derived from all availalle

Agency,” May 19, 1977. information about areas of Cl proponency

(r) DoD Directive 5200.37, “Centralized Managemensources is considered and integrated in the analyt
of the Department of Defense Human Intelligencprocess.
(HUMINT) Operations,” December 18, 1992.
3. Counterintelligence (CI) Collection.The
(s) DoD Directive 0-2000.12, “DoD Combating systematic acquisition of information concernin

ical

g

Terrorism Program,” September 15, 1996. espionage, sabotage, terrorism, and related forpign
activities conducted for or on behalf of foreign nations,
(t) DoD 5205.2 “DoD Operations Security Program,’entities, organizations, or persons and that are dirgcted

July 7, 1983 against or threaten DoD interest.

(u) Executive Order 12829, “National Industrial 4. Counterintelligence (CI) Investigatiorincludes
Security Program,” January 6, 1993. inquiries and other activities undertaken to deterni
whether a particular person is acting for, or on beh

ne
alf

(v) DaoD Directive 5210.50, “Unauthorized Disclosureof, a foreign power for espionage, treason, spy|ng,
of Classified Information to the Public,” February 27sedition, subversion, sabotage, assassinatipns,

1992. international terrorist activities, and actions to neutrali
such acts.
(w) DaD Directive 5100.81, “Department of Defense

yAS

Support Activities,” December 5, 1991. 5. Counterintelligence (Cl) Operation. Actions taken
against foreign intelligence services to counter
(x) Section 535 of title 10, United States Code.  espionage and other clandestine intelligence activities

damaging to the national security.
(y) Section 1223 of Public Law 99-145, “Authority

for Independent Criminal Investigations by Navy and 6. Counterintelligence (Cl) Production. The proc¢ss

Air Force Investigative Units,” November 8, 1985. of analyzing all-source information developed into final

product and disseminated—irrespective of medip—

(z) DoD Instruction 5505.3, “Initiation of concerning espionage, other foreign intelligence
Investigations by Military Criminal Investigative collection threats, sabotage, terrorism, and other related

Organizations,” July 11, 1986.
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threats, to U.S. military commanders, the DepartmeflRO); Marine Corps Counterintelligence/Human
of Defense, and the U.S. intelligence community.  Intelligence (HUMINT) Branch; Joint Staff, J-38/IW
Special Technical Operations Division/TSB; DIA's Jojnt
7. Counterintelligence(Cl) Supportto DoD CI Support Branch; Counterintelligence Suppprt
HUMINT. The application of CI information, Officers (CISOs), as described in DoD Instructipn
knowledge,and experience to prevent foreign5240.10 (reference (n)); and a representative of thg C4l
intelligence orsecurity services from detecting,Integration Support Activity (CISA).
neutralizing,or controlling DoD HUMINT plans and
operations. b. The DCIB shall be supported by subcommittees
or panels, with participation from those organizatipns
8. Military DepartmentCounterintelligence (Cl) represented on the DCIB. The subcommittee and ganel
Agency The Military Department Cl Agencies includechairs shall be appointed by the chair, DCIB.
Army ClI, the Naval Criminal Investigative Service, and

the Air Force Office of Special Investigations. 2. Functions
a. The DCIB shall advise and assist the DASD(I1&S)
ENCLOSURE 3 on Cl matters within the purview of E.0.12333
(reference (b)), PDD/NSC-24 (reference (c)), and this
DEFENSE COUNTERINTELLIGENCE Directive; e.g. overseeing the implementation of|Cl
(Cl) BOARD policy; advising on the need for and allocation of |ClI
resources; monitoring and evaluating support functipns,
1. Organization and Management such as automated data processing; carrying out spgcific

a. The DCIB shall be convened and chaired by thasksas outlined by the Chair; and reviewing anhd
Director of ClI, Office of the Deputy Assistant Secretargvaluating reforms of Cl entities, to include functional
of Defense (Intelligence and Security). The DCIRonsolidation, integration, and collocation.
membership shall include representatives from the OSD;

Senior Deputy General Counsel (International Affairs b. The DCIB membership will coordinate thdir

and Intelligence); the Assistant to the Secretary ofspective Cl activities, under the guidance of the DCIB

Defense (Intelligence Oversighfine representative chairman.

from each of the Military Department Cl Agencies; the

Defense Investigative Service (DS), the On-Site Spies

Inspection Agency (OSIA); and the Defense Intelligence

Agency (DIA). Associate DCIB membeese the charles Lee Francis Anzalone

National Security Agency/Central Security Service charles Lee Francis Anzalone, a 23-year-old Mai

(NSA/CSS); the National Reconnaissance Officgorporal stationed in Yuma, Arizoneas arrested
February 13, 1991, after a four-month investigation and
charged with suspicion of attempted espionage.

ne

In November 1990, Anzalone, a telephone linemen,
called the Soviet Embassy in Washington to offer|his
servicesas a spy (under the pretext of asking abolit a
college scholarship). An FBI agent posing as a KIGB
officer contacted Anzalone who passed him two
technical manuals about cryptographic equipment,
security badge, and guard schedulaszalone, who is
part Mohawk, told the agents that he hated capitallsm,
the American Government, and held a grudge agdinst
the nation’s treatment of native Americans. Anzalpne
testified that his offering to spy was a ruse to get mgney
from the Soviets.

Charles Lee Francis Anzalone

406



Cl at the End of the 20th Century

On May 3, 1991, Anzalone was found guilty ofleffrey M. Carney
attempted espionage. He was also convicted of adultendeffrey M. Carney, a former intelligence specialist w
with the wife of another Marine stationed in the Persiatime Air Force, was sentenced at a General Court M4
Gulf and of possession and use of marijuana. He wBecember 1991, to 38 years. He pleaded guilt
sentenced to 15 years in prison. charges of espionage, conspiracy, and desertion.

Joseph Garfield Brown and Virginia Jean Baynes Carney entered the Air Force in Berlin where he
On 27 December 1992, FBI agents arrested JosegpHinguist. While at Tempelhof, he began copy
Garfield Brown, former US airman and matrtial artlassified documents, which he then provided to
instructor and charged him with spying for the Philippin&ast German Ministry for State Security (Stasi). In 1
Government. Brown allegedly provided an official therde was transferred to Goodfellow AFB in Texas wh
with illegally obtained Secret CIA documents on Iraghe worked as an instructor while continuing to spy
terrorist activities during the Persian Gulf War andtast Germany.
assassination plans by a Philippine insurgent group.
After defecting to East Germany in 1985, he contin
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rtial
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The former US airman was arrested at Dulle® aid the Communists by intercepting and translating

International Airport after being lured to the Unitedofficial telephone communications of US milita
States from the Philippines by undercover FBI agentdmmanders and embassy officials in Berlin. Car|
with the promise of a job teaching self-defense tactiés a complex personality who became disillusioned v
to CIA agents. On the following day he was indictedhe Air Force. He originally intended to defect to E
on three counts of espionage in Federal CourGermany, but allowed himself to be drawn in
Alexandria, Virginia. espionage by East German agents who exp4
manipulated him and claimed his complete loyalty.
Brown enlisted in the US Air Force in 1966 and serve@as apprehended in Berlin in April 1991 by Air For
until 1968. He continued to reside in the Philippines)ffice of Special Investigation agents.
working as a martial arts instructor for the Department
of Tourism until the time of his arrest. Mark Goldberg
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In the late 1980s, a French computer engineer, Nlark

He was accused of obtaining classified documents {soldberg, came to the United States under a prog
1990 and 1991 in Manila from CIA secretary Virginiarun by the French Ministry of Foreign Affairs th
Jean Baynes and passing them to a Philippiraranged for young Frenchmen to do alternative mili

ram
At

ary

Government official. An FBI spokesman stated thegervice overseas. He was paid a stipend by the French

Baynes pleaded guilty to espionage in Federal Colgovernment, and part of his responsibility under

the

on 22 May 1992 and is serving a 41-month prison terrarogram was to write reports for the French Government

about his work experiences. He worked for a b
The FBI began its investigation in April 1991, aftefperiod of time for a software company in Connecti
an internal CIA inquiry determined that Baynes, wh@ wholly owned subsidiary of the French state-ow
joined the Agency in 1987 and who was assigned tvism Thompson. Then he joined Renaissance Softw
years later to the American Embassy in Manila, hac., of Palto Alto, California, a start-up company w
passed two or three classified documents to Browfewer than 20 employees specializing in ri
Baynes had met Brown when she enrolled in a kara®anagement software used by financial traders
class which he taught at an embassy annex. Accordipgnks.
to Baynes, as the friendship between her and Brown

rief
ut,
hed
are,
th
sk
and

grew in the late summer of 1990, he asked her to obtairOne night, not long before Goldberg was schedgled

CIA information on assassinations planned by ai® return to France on 8 July 1990, he came to the 0
insurgent group that were to be carried out in thand copied Renaissance’s computer source code.
Philippines. Baynes, who held a Top Secret clearandeng before this, company officials had beco
complied with his request by removing secresuspicious of Goldberg and rigged the computer sy
documents from the embassy. and copying machine to detect any theft attempts.

ffice
Not
me
tem
The
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next day, company officials were able to trace exactlsewhere, the defendant, Douglas Fred Groat,
what Goldberg had downloaded. knowingly and willfully communicate, deliver an
transmit, and attempt to communicate, deliver,
Goldberg was arrested at the San Francisco airptiéansmit to “Foreign Government A,” and
while waiting for a Paris-bound flight. On 17 July 1990cepresentatives, officers and agents thereof, a docu

Goldberg did not place the stolen computer codes irtompromise of the cryptographic systems of “For
interstate commerce. The US Attorney recommendé&buntry A” by the United States, with intent and rea:
that the case could be more appropriately prosecutedbelieve that said information was to be used to
locally. injury of the United States and to the advantage
foreign nation, that is, “Foreign Government A.”
On 3 December 1990, Goldberg pleaded guilty in
California court to two felony counts of theft and Count Twe—From on or about March 24, 1997 un
attempted theft of trade secrets. He received a suspenideat about April 1997, in the District of Columbia a
sentence and was allowed to return to France in Marelsewhere, the defendant, Douglas Fred Groat,
1991 to complete the remaining 400 hours of his 1,00kRowingly and willfully communicate, furnish, transm
hour sentence of community service. It never becaraad otherwise make available to an unauthorized pe
completely clear whether Goldberg was working fonamely representatives, agents and employesg
the French Government to steal US technology, but théForeign Government A,” classified informati

cryptographic systems of “Foreign Government

On 3 April 1998, the FBI arrested Douglas Fredericgryptographic systems of “Foreign Government A
Groat, a 50-year old former CIA employee, on chargéise United States,
of espionage. Groat is accused of providing information
to two foreign governments on how US intelligence (Communications of Cryptographic Syste
successfully cracked their codes. Information to a Foreign Government, in violation
Title 18, United States Code, Section 798(a)(1))
At a news conference, following Groat's arraignment,
US Attorney Wilma A. Lewis said that during his-16 Count Three-From on or about March 24, 199
year career with the CIA, Groat “participated iruntil in or about April 1997, in the District of Columb
classified covert operations.” Other US officials saidnd elsewhere, the defendant, Douglas Fred Groa
that Groat worked in units that broke or stole foreigknowingly and willfully communicate, deliver an
codes. transmit, and attempt to communicate, deliver,

did
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ent,

the Assistant US Attorney Northern District ofwriting and information relating to the national defense,
California, declined to prosecute Goldberg becauskat is, information concerning the targeting and
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are many indicators pointing to that possibility. concerning the nature, preparation and use of| the

Douglas Frederick Groat specifically, the targeting and compromise of the

by

m
of

7,
a

, did
d
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transmit to “Foreign Government B,” and
Groat joined the CIA in 1980. Prior to his ClArepresentatives, officers and agents thereof, a docu

and deputy US marshal. Groat is the third former @ompromise of the cryptographic systems of “For
current CIA employee arrested for espionage in the l&@@buntry B” by the United States, with intent and rea
four years. to believe that said information was to be used to
injury of the United States and to the advantage
Groat was actually indicted on October 31, 1996 iforeign nation, that is, “Foreign Government B.”
the United States District Court for the District of
Columbia. In the indictment, the Grand Jury charged Count Four—From on or about March 24, 1997 un
that; in or about April 1997, in the District of Columbia a
elsewhere, the defendant, Douglas Fred Groat,
Count One—From on or about March 24, 1997, untilknowingly and willfully communicate, furnish, transm
in or about April 1997, in the District of Columbia and

0
ent,

employment, he spent five years in the army and helditing and information relating to the national defense,
jobs as a police officer, prison guard, process sentbiat is, information concerning the targeting and

ign
50N
the
bf a
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nd

did
t
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and otherwise make available to an unauthorized persorGroat did not receive any money for his information
namely representatives, agents and employeesanid did not act out of greed. Rather, this case if one of
“Foreign Government B,” classified informationrevenge. The press cites a senior federal official yho
concerning the nature, preparation and use of tkeid that Groat felt slighted and abused by the CIA
cryptographic systems of “Foreign Government B,because he had never been given the assignments he
specifically, the targeting and compromise of thbelieved he deserved.
cryptographic systems of “Foreign Government B” by
the United States, Adate of 23 September 1998 was set for Groat's frial
and arguments concerning legal issues. Groat plepded
(Communications of Cryptographic Systenmnot guilty to the five-count indictment, however ¢on
Information to a Foreign Government, in violation o7 July 1998, Grout appeared in the US District Court
Title 18, United States Code, Section 798(a)(1))  to plead quilty to one count of attempted extortion. His
plea agreement called for a maximum sentence of{five
Count Five—From on or about March 24, 1997 untilyears in prison, followed by three years’ probation.
in or about April 1997, in the District of Columbia and
elsewhere, the defendant, Douglas Fred Groat, dléff E. Gregory
knowingly and unlawfully attempt to obstruct, delay Jeff E. Gregory, a US Army Staff Sergeant, was
and affect commerce by extortion, as that term is definagrested on 29 April 1993 at Fort Richardson, Alagka.
in Title 18, United States Code, Section 1951, in thitis arrest resulted from a joint investigation betwg¢en
the defendant, Douglas Fred Groat, did attempt to obtdire FBI and the US Army Intelligence and Secufity
property of the Central Intelligence Agency, an agenéyommand. Gregory was the sixth active or former|US
of the United States Government engaged in activitisrvice member charged with espionage in connegtion
in and affecting foreign commerce by attempting twith the Clyde Lee Conrad espionage network that old
induce the consent of the Central Intelligence AgendyS and NATO military secrets to Hungary apd
by the wrongful use of actual and threatened fedezechoslovakia when those countries were part of the
including fear of economic and on-economic harm, th&oviet Bloc.
is, the defendant did threaten to interfere with Central
Intelligence Agency intelligence activities and methods Gregory is alleged to have been a member of thg spy
known to him as a result of his employment with theng which operated out of thé Bifantry Division, Bad
Central Intelligence Agency, by revealing those activitig§reuznach, Germany in the mid-1980s. Gregory yvas
and methods to foreign governments, unless the Centegruited into the spy ring by Roderick James Ramsay,
Intelligence (Agency) paid the defendants for his silen@iso a former Army sergeant at Bad Kreuznach.
in excess of five hundred thousand dollars ($500,000).
According to the federal complaint against Greg
(Interference with Commerce by Extortion, inwhile assigned to the"8nfantry Division in German
violation of Title 18, United States Code, Sectioffom March 1984 to October 1986, “he helped proqure
1951(a)) extremely sensitive, classified documents relating to
national defense, for transmittal to one or more forgign
On 16 April 1998, federal prosecutors said in coufowers.” At the time, Gregory was a staff driver at Bad
that classified documents were found in Groat¥reuznach and helped maintain the commanding
recreational vehicle during a FBI search, following higeneral’s mobile command center. He was also in charge
arrest. The prosecutors also said that Groat has “recemfiyipdating maps showing military maneuvers and had
considered traveling abroad to seek employment wigigcess to classified messages and corresponden
foreign governments interested in purchasing his
classified cryptographic knowledge. The prosecutors’ According to an FBI official, Gregory once took|a
arguments were made in response to Groat's motionneditary flight bag stuffed with 20 pounds of classifi
gain release from jail before his trial. The US Districdlocuments. The documents included “war plans”|for
Judge, Thomas F. Hogan, rejected the motion atite United States and NATO. On 28 March 19p4,
ordered Groat kept in jail. Gregory pleaded guilty to espionage charges.
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Frederick Christopher Hamilton Geneva Jones and Dominic Ntube
Frederick Christopher Hamilton, a former Defense Geneva Jones, a secretary with a Top Secret cleafance
Intelligence Agency (DIA) analyst, pleaded guilty on 5n the Department of State’s Bureau of Politico-Militdry
February 1993 to the charge of passing to Ecuadoriéffairs, was arrested on 3 August 1993. On 4 Augpst,
officials classified US intelligence reports evaluatinghe FBI arrested West African journalist Dominic Ntube.

the defense attache’s office in Lima, Peru, a post whidtefense information to unauthorized persons.
he held from 1989 to 1991. He apparently believedfficials said she smuggled classified documents for
that the disclosures could help avert a possible confligtars to Ntube, indicted at the same time.
between the two countries. Peru and Ecuador have been
disputing territory, sometimes violently, along their Jones was carrying classified documents with her at
mutual border for over 50 years. the time of arrest. A search of Ntube’s apartment by
FBI agents discovered thousands of classified cgbles
Hamilton holds advanced degrees in Spanish aaghd 39 CIA documents marked Secret, includjng
Portuguese. At the time of his arrest, he was employddcuments relating to US military operations in Somglia
as a language instructor at a military academy iand Iraq. Some of the material apparently made its way
Virginia. His activities were uncovered by USto West African magazines, which had been publishing
intelligence agencies after receiving information frontlassified State Department cables for
a confidential source indicating secrets were beirgeveral months.
leaked.
FBI agents indicated they wiretapped Jongs’s
Hamilton, who held a Top Secret security clearandelephone after several classified US documents vere
while with the DIA, met Ecuadorian representatives ifound 10 months earlier in the West African command
their embassy in Lima on 13 February and 20 May 1990st of Charles Taylor, leader of a faction seeking to
He passed extremely sensitive information, whichverthrow the Liberian Government. Ntube reportedly
disclosed US intelligence operations and the identity ¢dixed 14 documents he received from Jones tq the
US sources in the region. Liberian rebels.

“He didn't get any money,” said a U.S. official. “He The former State Department employee told the FBI
was a very naive individual who was flattered by thehe had been giving Ntube classified cables for apout
(Ecuadorians).” Hamilton’s attorney stated that, “What8 months. In a preliminary hearing, the FBI testifled
he thought he was trying to do was prevent a war. that agents watched her on 16 occasions take documents
The purpose of disclosing documents that he did wasftom the State Department and hide them in newspapers
show the country that was concerned about beiry a grocery bag. During the month she was under
attacked that the other country had neither the intestirveillance, she allegedly took more than 130 classjfied
nor the ability to attack.” documents from her office.

Hamilton reportedly passed five Secret intelligence On 31 August,1993, Ntube was indicted with Johes
reports and orally disclosed the contents of four othéor receiving stolen property and for transmittipg
classified reports. Under a court agreement, the formeaitional defense information to unauthorized perspns.
DIA employee pleaded guilty to two counts ofOn 3 September, 1993, Jones pleaded not guilty t¢ the
unlawfully communicating classified information to acharges in Federal District Court.
foreign country. The agreement specified Hamilton may
not appeal the sentence and the Justice Department Riditer H. Lee
not prosecute him for espionage-related crimes. On 8 December 1997, US Attorney Nora M. Manglla

announced that a physicist pleaded guilty that daly to

On 16 April 1993, he was sentenced to 37 months fransmitting classified national defense information to
prison. representatives of the People’s Republic of China.|Dr.
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Peter H. Lee, 58, of Manhattan Beach, Californidgebruary 23, 1998. The defendant faces a maxin
admitted that in 1985, while working as a researcdentence of 15 years in federal prison and a fin
physicist at Los Alamos National Laboratory, he travele®250,000. A plea agreement in this case has been

to the People’s Republic of China. At the time of hisnder seal pursuant to an agreement of the partieg.

trip, Lee, an expert on laser energy, was working on

classified projects relating to the simulation of nucledturt G. Lessenthien

detonations, which required that he have a securityAfter he admitted to trying to sell military secrets

clearance. During meetings with Chinese scientisRussia, Petty Officer Kurt G. Lessenthien, a nuc

Lee provided detailed information about the use of lasesgbmarine crewman and instructor at the US Na

to simulate nuclear detonations, even though Lee kn®&Nuclear Power School in Orlando, Florida, W

that this information was classified. sentenced to 27 years in prison on 28 October 1

After Lessenthien made a deal with prosecutor

The motive, authorities believe, was not money bidorfolk, Virginia, he decided to let a jury determine

national loyalties. Lee “wanted to help the Chinessentence hoping it would result in a lighter sente

Government and the Chinese scientists and to thstead, the jury recommended the maximum sentg

something to advance what he considered to be a podrt, will be eligible for parole after nine years.

less technologically advanced scientific community,”

said one law enforcement source. The source furthet.essenthien had contacted the Russian Embas

added that “| would characterize (Lee’'s motives) as avashington, DC, in March and offered to sell classif

empathy and a sympathy for that country based on higclear submarine information. Shortly thereafter,

ancestry. He seemed to be eager to help frienBBI agent posing as a spy contacted Lessenthien
back there.” agreed to pay $11,000 for two packages of class
information.

In pleading guilty, Lee admitted that he knew the
information was classified, and that by transmitting the A Navy psychiatrist testified that Lessenthien ha
information he intended to help the Chinese. “One giersonality disorder making him dependent on wor
the nation’s greatest resources is the knowledgad obsessive about his relationships; however, a ||
possessed by our top scientists,” Manella said. “Tipgosecutor said Lessenthien spied for money
security of our nation depends on our scientisexcitement.
safeguarding that knowledge. Doctor Lee failed in his
duty to protect the information entrusted to him.”  Aluru J. Prasad

An Indian businessman, Aluru J. Prasad, V|

In addition to pleading guilty to transmitting nationakentenced on 9 December 1996 to 15 months in p
defense information, Lee admitted making a falsfer spying for the former Soviet Union during the 198
statement to a government agency. The second chafpe suspected spy pleaded no contest to trying to g
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related to conduct in 1997, when Lee again traveleddecrets about the US “Star Wars” anti-missile defe
the People’s Republic of China and lectured on varioggstem, the stealth bomber, and other classified de
topics relating to his current employment as a researngtojects.

scientist for TRW, Inc. Following his return to the United

States, Lee lied on a security form when he denied thaft the plea hearing, Prasad admitted to working
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he gave technical talks to the Chinese. Subtrahmanyan Kota of Northboro, Massachuset{s—
an Indian-born software engineer—to steal high-tech

According to Assistant United States Attorneynformation from the Mitre Corporation, includin

Jonathan S. Shipiro, the information Lee passed in 198Bmulas for the paint used to cloak the stealth bomber

had important military applications related to nuclegorm radar detection. Earlier in the year, Kota
weapons. The information was later declassified. testified against Prasad and pleaded guilty to wire fr
three counts of tax evasion, and a charge relatin
Lee entered his guilty pleas before US District Juddmotech theft.
Terry J. Hatter, who scheduled a sentencing hearing for
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Yen Men Kao to Greek officials. Lalas originally claimed that a Grdek
On 3 December 1993, the FBI arrested Yen Men Kaajlitary official recruited him in 1991. Lalas said he
a Chinese national, in Charlotte, North Carolina, asagreed to cooperate because he feared for the welfare
suspect in a spy ring that unsuccessfully sought secraetselatives living in Greece. American authorities Igter
on an advanced Navy torpedo and a jet engine. Téiated that he began spying for the Greek Governinent
arrest of Yen by the FBI and Immigration andn 1977 when he was with the US Army.
Naturalization Service agents concluded a six-and-a-
half-year investigation that determined that Kao and American authorities estimate that he passed [700
several other Chinese nationals conspired to steal dnghly classified documents, including papers dealing
export classified and embargoed high-technology itemsith plans and readiness for US military strategy injthe
The attempted espionage targeted the Navy's MK Halkans and a US assessment of Greece’s intentions
Advanced Capability Torpedo and the F404-40tward the former Yugoslav. Athens was Lalas’ folrth
General Electric jet engine used to power the Navy&®mmunications posting with the State Department.| He
Hornet fighter. had previously served in Belgrade, Istanbul, and in
Taiwan.
According to the FBI, the investigation yielded a
significant amount of counterintelligence information, During his espionage career, he earned a st¢ady
including the identities of numerous suspectemicome stealing, then selling, Defense Intelligefce
intelligence operatives and commercial entities involveigency reports about troop strength, political analyges,
in Kao’s alleged attempts to illegally acquire USnd military discussions contained in cables between
technology. Kao was charged with violating UShe US Embassy in Athens and the White House, |FBI
immigration laws, specifically, a section of thecommunications about counterterrorism efforts, and the
Immigration and Nationality Act that provides fornames and job descriptions of CIA agents stati
deporting a foreigner involved in any espionage averseas. Greek handlers allegedly paid him $20{000
sabotage activity or seeking to illegally acquire U provide about 240 documents from 1991 to 1998.
technology.

The US Government first learned of the espionpge
Steven J. Lalas activities in February 1993, when an official of the Greek
On 3 May 1993, the FBI arrested Steven J. LalasFanbassy in the United States made a statement| to a
former Department of State communications officeéBtate Department officer indicating that he knew [the
stationed at the US Embassy in Athens, Greece. kentents of a Secret communication from the JS
was charged with passing sensitive military informatioBmbassy in Athens to the State Department. Lalaswas
later identified (through a video monitoring system)
stealing documents intended for destruction.

In June 1993, Lalas pleaded guilty to one counf of
conspiracy to commit espionage and on Septembef 16
was sentenced to 14 years in federal prison witlout
possibility of parole. Prosecutors had recommended
the 14-year sentence in return for Lalas’ promise to rgveal
what documents he turned over and to whom. The full
extent of his espionage activity was revealed prior to
sentencing only after he failed two FBI polygraph
examinations.

Roderick James Ramsay

Roderick James Ramsay, a former US Army serggant,
was arrested in Tampa, Florida, on 7 June 1990(and
charged with conspiracy to commit espionage.

Roderick James Ramsay
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Ramsay joined the Army in 1981 and was transferrelbffrey Stephen Rondeau
to West Germany in June 1983 where he was recruiteddn 22 October 1992, Jeffrey Stephen Rondeau, a US
by then, Army Sgt. Clyde Lee Conrad. Ramsay receivéitmy sergeant stationed at Bangor, Maine, was arrgsted
$20,000 for selling military secrets that could haven Tampa, Florida. He was charged with espionage for
caused the collapse of NATO, Top Secret plans for tipgoviding US Army and NATO defense secrets,
defense of Central Europe, the location and use of NATi@cluding tactical nuclear weapons’ plans, to Hungafian
tactical nuclear weapons, and the ability of NATO'sand Czechoslovak intelligence agents from 1985
military communications that were passed to Hungatyrough 1988. Rondeawas part of the Clyde lUee
and Czechoslovakia. An FBI official said, “It's one ofConradspy ring, which operated out th& Bfantry
the most serious breaches ever, it's unprecedented whatision, Bad Kreuznach, Germany, in the mid-1980s.
went overto the other side. The ability to defend
ourselves is neutralized because they have all our plans.The inquiry into Rondeau’s involvement was aided

by the cooperation of Roderick James Ramsay.

Ramsay initially used a 35-mm camera to photograpkcognition signal, Ramsay reportedly gave Rondepu a
classified documents, but then switched to mornern dollar bill to use when dealing with others in the
effective videotape. He reportedly recorded a total gflot. The US Attorney for the Middle District of Florida
about 45 hours of videotape. Ramsay is said to havead, “The espionage charge in this case is especially
high 1Q, is multilingual, and has the “ability to recallserious because it's related to the allied defensg of
minute details, facts, and figures from hundreds &entral Europe, including the use of tactical nuclear
volumes of documents.” The FBI described him aweapons and military communications.”
“prilliant and erratic.”

The three-count indictment of Rondeau charged that

and sometimes in his car. did not specify what amount of money he may have

received.On 28 March 1994, Rondeau pleaded g
In September 1991 he pleaded guilty and agreed ttw espionage.

cooperate with prosecutors. On 28 August 1992 he was

sentenced to 36 years in prison. The sentence refledibert T. Sombolay

his cooperation with investigators. Albert T. Sombolay, a specialist dlass with the U

Army artillery, pleaded guilty in July 1991 to espiondge

and aiding the enemy. He was tried by a military jugige

in Baumholder, Germany, and sentenced to confinement

at hard labor for 34 years, reduced to E-1, forfeited all

pay and allowances, and received a dishonorable

| discharge.

L. Sombolay was born in Zaire, Africa. He becamg a
= naturalized US citizen in 1978 and entered the Army in
- 1985 asa cannon crewman. In December 199D,
: assigned to the"8nfantry Division in Baumholder, h¢
i k contacted the Iraqi and Jordanian Embassies to volupteer
o his services in support of the “Arab cause.” To fhe
i r Jordanian Embassy in Brussels, he passed informption

| xoy o on US troop readiness and promised more informgtion

iy |, e to include videotapes of US equipment and positior]s in
A Saudi Arabia. He told the Jordanians that he wouldl be

Albert T. Sombolay
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deployed to Saudi Arabia and could provide them wit§i10,000, which will go to charity, and court cogts.
useful information. To the Iraqi Embassy in BonnSchevitz’'s plea for leniency influenced the judges. |He
Germany, he offered the same services, but they did rsaiid that he was attempting to ease the potential corfflicts
respond. between East and West during the tense 1970s. | The
prosecutors’s statement that the information passedq was
On 29 December 1990, Sombolay’s unit was deploye little importance also helped.
to Saudi Arabia, as part of Desert Sheild, without him.
Still in Germany, Sombolay continued to contact the The German authorities arrested Schevitz's wffe,
Iragis and provided a Jordanian representative sevelgglatrice Altman, but dropped the charges when|(she
items of chemical warfare equipment (chemical suiggreed to pay a fine of $7,000.
boots, gloves, and decontamination gear).
Three Taiwan Nationals Indicated for Espionage
His activity was discovered by US Army Military Kai-Lo Hsu, Technical Director of the Yuen Foong
Intelligence. After Sombolay’s arrest in March 1991Paper Co. Ltd., in Taipai, and Chester S. Ho, a profgssor
he admitted to providing Desert Sheild deploymerat the National Chiao Tung University, were arrestefl in
information, military identification cards, and chemicalPhiladelphia on 14 June 1997 on charges relating {o an
protection equipment to Jordanian officials. He waslleged plan to steal trade secrets from fhe

motivated by money. pharmaceutical firm, Bristol-Myers Squibb Company.
The two are being held in home detention under & $1
Jeffrey Schevitz million bond secured by real estate and bank accopnts.

In November 1995, a German court in Stuttgadn arrest warrant was also issued for a third pergon,
convicted Jeffrey Schevitz, an American systemdessica Chou, identified as a manager for busipess
analyst, of spying for East Germany. At the trialfevelopment in Yuen Foong. Her exact location yas
Schevitz admitted to passing information about Westhknown.
Germany’s nuclear policies to the East German
intelligence agency between 1977 and 1990. He alsoAccording to the arrest warrant and multiple ogen
claimed that he was working for the Central Intelligenceources, Hsu and Ho conspired to illegally acquire,
Agency (CIA) as a double agent with the objective dhrough an FBI undercover agent, plant cell culture
learning Stasi modus operandi. The CIA denied arigchnology used to make Taxol, an anticancer drug pised
involvement with Schevitz and a German intelligencto treat ovarian cancer. The 11-countindictment chafges
officer testified that his service found no connectiothat two of the three accused agreed to make a
between CIA and Schevitz. preliminary payment of $400,000 in cash, stock, and

royalties to a corrupt Bristol-Myers scientist and a man

The prosecutors at the trial revealed that the Stasi gdiey thought was a technology-information broker. The
Schevitz the codename “Robert.” During his espionag#oker was an undercover FBIl agent and the suppogedly
activities, Schevitz provided information about Germagorrupt scientist was working with the government
nuclear and nonproliferation policies. He obtained his
information from contacts with German Government Hsu was charged with six counts of mail fraud, ¢ne
and other officials during his teaching at Berlin's Fregount of conspiracy to steal trade secrets, one count of
University during the 1970s and later when employegttempted theft of trade secrets, and other violatipns.
as a systems analyst at Germany’s Nuclear Reseahty was charged with one count of conspiracy to Steal
Center in Karlsruhe from 1980 to 1994. Schevitirade secrets, one count of attempted theft of tfade
delivered his information during personal meetings witgecrets, and other violations. Chou was charged with
Stasi officers and by using a dead drop aboard tieail fraud, conspiracy to steal trade secrets, and ¢ther
express train from Basel to Berlin. charges. Maximum penalties for the charges rangg up

to 60 years in prison and up to a $2,500,000 fine.

The five judge panel announced a suspended sentence
of 18 months but did give him three years probation, It is uncertain if the attempted deal was sanctioped
allowing Schevitz to go free. The court fined himby high-level executives at Yuen Foong, however, Hsu
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allegedly made the comment that his compamag who cleaned PPG's fiberglass research center

and

diversifying its interests into the area of biotechnologgupplied people to operate prototype machineg in

and workingon a government projech  Taxolsuburban Pittsburgh. The crew allegedly had comy
technology. A spokesman for Bristol-Myers noted thaticcess to every office in the facility.
Taxol is a billion-dollar product around the world and

that the cost of losing the technology would have beenOn 7 December 1996, believing they were to m

lete

eet

significant. with a Owens-Corning representative, Patrick and

Daniel Worthingwere arrested by the FBDaniel
A federal judge in October 1997, ordered prosecuto¥orthing, a garbage hauler by trade, said he
to turn over to the defendants and their lawyers the varwolved to protect his brother and to get a percen
documents the defendants are accused of trying to stedithe profits.
The judge ruled that they needed the information to
prepare their defense, and that their right to a fair trial Patrick Worthing was sentenced to a 15-month fed
overrides the rights of a company to projtect its tradarison term in May 1997 for his ill-fated attempt to st
secrets.Prosecutors are appealing the ruling. trade secrets from PPG Industries. He was free
bond until he reported to prison.
Daniel and Patrick Worthing
On April 18, 1997, Daniel Worthing, of New Charles Schoof and John Haeger
Kensington, Pennsylvania, became the first person inTwo US Navy men stationed aboard a ship at the
the United States to be convicted under the Economitaval Amphibious Base at Little Creek, Virgini
Espionage Act. Convicted in February 1997 ofeceived lengthy jail sentences after pleading guilt
conspiracy to possess and deliver trade secrets, Worthawnspiring to sell classified information to the Sovig
was sentenced to five years’ probation, with six month# proceedings held at the Navy Legal Service Of
home confinement. He was also ordered to complete Norfolk, Haeger pleaded guilty to conspiracy
100 hours of community service and pay a speciabmmit espionage on 23 April 1990 and on 24 A
assessment of $100. was sentenced to 19 years in prison, reduction in rg
E-1, forfeiture of all pay and allowances, aad

got
age

eral
bal
b ON

us
A,

to
LS.
ice
to
Dril
te to

The plot involving the two brothers began unravelinglishonorable discharge. On 24 April, Schoof pleafled

in mid-November 1996 when the chief executive officeguilty to conspiracy to commit espionage and
of Owens-Corning received a letter from “Dane Davis,5entenced to 25 years in prison, reduction in rate to
offering to sell 19 items of PPG Industries’ trade secreterfeiture of all pay and allowances, and
for $1,000. The trade secrets were later identdied dishonorable discharge. Charles Edward Schoof,
customer lists, secret fiberglass formulas, videos of
machine operations, blueprints, photographs, and
product samples. Unknown to the sender, the Owens-
Corning executive forwarded the letter to PPG officials,
who contacted the FBI.

On 3 December 1996, the Owens-Corning Company
executive received a three-page fax from “Dane Davis,”
outlining more PPG insider information. Asmall memo
automatically typed on the fax by the sending machine
identified it as being sent from PPG’s offices. The
executive wasasked to page the sender if he was
interested.

The sender turned out to be Patrick Worthing, who
used hisown pager number in the fax. Patrick :
superviseca maintenancerew of about 50 workers Charles Schoof

jas

E-1,
a
age
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21, and John Joseph Haeger, age 20, both Operations
Specialists (OS3) were arrested on 1 December 1989
by Naval Criminal Investigative Service (NCIS) special
agents.

Both men, assigned to the U&airfax County
became the focus of an investigation when one of their
fellow crewmembers reported what he believed to be
suspicious activity by them to the ship’s commanding
officer. Upon hearing the crewmember’s suspicions,
the commanding officer immediately initiateoh
inventory of classified material abroad the vessel. The
inventory revealed that classified microfiche containing
Secret and NATO Secret material were missing.

After confirming that classified material was missing,
the commanding officer notified NCIS. NCIS agents
arrested Schoof on board the ship and found him in
possession of 12 pieces of microfiche containing six
separate publications. An hour later, Haeges
arrested aboard the ship. NCIS later learned that Schoof
was planning to either destroy the material or take it to
the Soviet Embassy in Washington, DC, that weekend.
Schoof was actually preparing to leave the ship when
he was arrested.

John Haeger
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1990

1991

1992

IMPORTANT

7 June

12 June

16 July

5 October

5 November

29 March

22 April

30 September

25 December

21 January

22 May

18 September

22 October

27 December

Cl at the End of the 20th Century

DATES AND COUNTERINTELLIGENCE EVENTS

Roderick Ramsey, US Army; arrested for spying for Hungary and
Czechoslovakia.

Clyde Lee Conrad, U.S.Army Sergeant, is convicted of espionage and
given life imprisonment.

President Bush restructures the President’s Foreign Intelligence
Advisory Board by shrinking the membership from 15 to six.

President George Bush signs off on National Security Directive-47,
which tasks CIA, FBI,NSA and the departments of State, Defense and
Justice to continue to rebuild US counterintelligence programs.

The State department dismisses foreign service officer Felix Bloch
who is suspected of spying for the Soviet Union since the early 1970s.

A major fire damages the US embassy in Moscow.

Jeffrey M. Carney, USAE is arrested for spying for the East German
Ministry of State Security.

Yevgeniy Primakov named director of the SVRR, the renamed
First Chief Directorate,which was the foreign intelligence arm of
the old KGB.

The Soviet Union dissolves.

Douglas Tsou, FBI,sentenced to 10 years in prison for spying for
Taiwan.

Virginia J. Baynes, a CIA employee, pleaded guilty to one count
of espionage and was sentenced in October 1992 to 41 months
in prison.

The existence of the National Reconnaissance Office officially ac-
knowledged.

Jeffrey Stephen Rondeau, U.S. Army; arrested and indicted on three
counts of espionage. He is believed to be a member of the Clyde Lee
Conrad espionage ring.

Joseph G.Brown was arrested and charged with passing classified

information he received from Virginia J. Baynes to the Philippine
Government.
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1993

1994

1995

1996

IMPORTANT

5 February

16 April

29 April

30 April

3 August

21 February

6 May

4 July

1 August

23 June

12 September

8 October

23 February

Frederick C.Hamilton, DIA official who was arrested for espionage,
pled guilty to two counts of espionage and is sentenced to 37 months
imprisonment.

Frederick Hamilton, Defense Intelligence Agency;sentenced to 37
months in prison for spying for Ecuador.

Jeff E. Gregory, Army Staff Sergeant, arrested for espionage. He is
believed to be a part of the Clyde Lee Conrad espionage ring.

Steven J.Lalas,a Department of State employee, is arrested and
charged with passing sensitive military, political,and economic
information to Greek officials.

Geneva Jones, U.S. Department of State, arrested for Unauthorized
Possession of National Defense Information.

Aldrich “Rick” Ames, CIA officer, arrested for espionage.

Richard Miller,the FBI agent arrested for espionage on 3 October
1984, is released from prison.

FBI opens a legal attache office in Moscow.

The National Counterintelligence Center is established by Presidential
Executive Order.

Morris Cohen, 84, who also used the name Peter Kroger,died in a
Moscow hospital. Cohen spied for the Soviet Union and was instru-
mental in relaying U.S. atomic bomb secrets to the Kremlin in the
1940s.

George Kalaris,who succeeded James Angleton as chief of counter
intelligence at CIA, dies.

John Cairncross, 82, the so-called “fifth man”in the ring of spies
recruited at Cambridge University in the 1930s to work for Moscow,
died in Western England after a stroke. The other four spies were
Kim Philby,Guy Burgess, Donald Maclean and Anthony Blunt.

Robert Lipka, former National Security Agency clerk,is arrested by
the FBI on espionage charges.
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1996

1997

IMPORTANT

27 February

1 March

14 June

24 September

25 September

15 November

16 November

18 November

7 December

18 December

3 March

30 April
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DATES AND COUNTERINTELLIGENCE EVENTS

Former Sgt Clayton Lonetree, the only US Marine ever convicted of
espionage, is released from prison.

The Commission on the Roles and Capabilities of the United States
Intelligence Community—known as the Aspin-Brown Commission—
released its final report entitled Preparing for the 21st Century: An
Appraisal of U.S. Intelligence.

President signed and forwarded to Congress the first Annual Report to
Congress on Foreign Economic Collection and Industrial Espionage,
prepared by NACIC.

Pavel Sudoplatov;a former senior KGB officer,who claimed to have
engineered the stealing of the atomic bomb secrets from the United
States, died.

Robert C. Kim, a civilian computer expert at the Office of Naval
Intelligence, is arrested for passing documents to a South Korean
Embassy official.

Alger Hiss died. He was the center of controversy over his espionage
activities on behalf of the GRU for which he was never tried. Instead,
he spent four years in prison for perjury when he lied to a grand jury
in 1950.

CIA officer Harold James Nicholson is arrested for spying for the
Russians.

John Vassall,a former British naval attaché, who admitted to spying
for the KGB and sent to prison in 1962, died in London at age 71.

Patrick and Daniel Worthing are arrested by the FBI.On April 18,
1997, Daniel Worthing became the first person in the US to be
convicted under the Economic Espionage Act of 1996.

Earl Edwin Pitts,an FBI agent, is arrested for spying for Russia.

Harold James Nicholson plead guilty to espionage and was sentenced
on 5 June 1997 to 23Y2 years in federal prison.

Donald Ratcliffe,head of Far Eastern Operations for Litton Industries

Inc.,arrested by South Korean intelligence on charges of obtaining
classified information.
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1997 4 June Kai-Lo Hsu, Technical Director of the Yeun Foong Paper Co.Ltd.,in
Taipei,and Chester S.Ho, a professor at the National Chiao Tung
University,are arrested in Philadelphia on charges relating to an
alleged plan to steal trade secrets from the pharmaceutical firm
Bristol-Myers Squibb Company.

5 June Patrick Worthing convicted under Economic Espionage Act of 1996
for trying to sell PPG Industries trade secrets to Owens-Corning
Fiberglass of Toledo, Ohio.

10 June Kelly Therese Warren, former U.S. Army clerk, arrested for espionage.
She was the fifth person to be charged in connection with the Clyde
Lee Conrad espionage ring as a result of a 10-year probe by the FBI
and Army intelligence.

23 June Earl E. Pitts, former FBI agent, sentenced to 27 years in prison.

11 July Robert C.Kim, former Navy computer specialist,sentenced to nine
years in prison for passing classified material to officials in South
Korea.

25 July Donald Ratcliffe, the first American defense contractor to be arrested

in South Korean on espionage charges, convicted and given a
suspended two-year sentence.

24 September Ex-NSA employee Robert S.Lipka is sentenced to 18 years in prison
and fined $10,000 for selling top-secret documents to the Soviet
Union three decades ago.

4 October Theresa Squillacote, Kurt Stand,and James Michael Clark are arrested
and charged with spying for East Germany and Russia in an espio-
nage operation that began in 1972.

3 November Harold C.Worden, a retired Eastman Kodak manager, is sentenced to
ayear in prison and fined $30,000 for stealing formulas, drawings and
blueprints from the company.

8 December Peter S.Lee,a nuclear physicist, pleaded guilty to willfully passing

national defense information to Chinese scientists during a 1985 visit
to China.
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IMPORTANT

8 January

26 January

3 April

11 May

3 June

15 June

17 June

27 July

28 July

1 August
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DATES AND COUNTERINTELLIGENCE EVENTS

Clyde Lee Conrad,a former US Army Sergeant who was convicted of
treason in 1990,died in a German prison where he was serving a life
sentence.

Steven L. Davis pleaded guilty to federal charges that he stole and
disclosed Gillette Company trade secrets. He was sentenced on 17
April 1998 to 27 months in prison.

FBI arrests CIA employee Douglas Frederick Groat on charges of
espionage.

Israel officially acknowledged for the first time that Jonathan Pollard
was an Israeli agent.

James Clark,a one-time campus radical and former US Army
paralegal, pleaded guilty to conspiracy to commit espionage.

The French magazine Le Point reported that France systematically
listens in on the telephone conversations and cable traffic of many
businesses based in the United States and other nations.

Department of Defense declassified its first reconnaissance satellite,
which was launched shortly after the 1 May 1960 shoot-down of
Francis Gary Powers’ U-2 over the Soviet Union.

CIA employee Douglas Frederick Groat pleads guilty to one count of
attempted extortion after a plea agreement.

FBI arrests Huang Dao Pei,a Chinese-born naturalized US citizen on
charges he tried to steal trade secrets for a hepatitis C monitoring kit
from Roche Diagnostics from 1992 to 1995 and sell it to China.

Joel Barr,an American Communist and friend of Julius and Ethel
Rosenberg,who barely eluded the FBI before he could be arrested
for espionage in 1950, died of complications of diabetes in a hospital
in Moscow.

423



